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Preface

Why Enterprise Data Architecture Must Evolve

We are living through one of the most significant transformations in the history of en-
terprise technology. For decades, organizations have invested in information systems,
databases, data warehouses, integration platforms, and analytical environments to sup-
port their business operations and decision-making capabilities. Enterprise Data Archi-
tecture emerged as a discipline to bring structure, consistency, governance, and strategic
direction to these investments. The Enterprise Data Architect traditionally focused on un-
derstanding business information requirements, defining enterprise data models, design-
ing integration patterns, establishing data standards, and ensuring that data platforms
aligned with business and technology strategies. These responsibilities remain impor-
tant.

However, the enterprise technology landscape has changed dramatically.

Cloud computing has fundamentally altered how organizations acquire, provision, scale,
and operate technology infrastructure. Data lakes and lakehouse architectures have ex-
panded the possibilities for storing and processing diverse information at scale. Data
products and domain-oriented architectures have challenged traditional approaches to
enterprise data ownership and consumption.

More recently, generative artificial intelligence has introduced an entirely new dimension
to enterprise data architecture.

Organizations are no longer asking only how to store, integrate, govern, and analyze data.
They are increasingly asking how to make enterprise information accessible to intelligent
systems, how to establish meaningful context for large language models, how to retrieve
trusted knowledge, and how to enable Al systems to participate in business processes.

These developments create an important question:

What does it mean to be an Enterprise Data Architect in an enterprise increasingly
shaped by artificial intelligence?

The answer cannot be found in any single technology, platform, or architectural pattern.
It requires a broader understanding of enterprise architecture.

Vii
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The modern Enterprise Data Architect must connect business strategy with information
architecture, cloud platforms, data engineering, semantic models, governance, and Al
capabilities. They must understand how these components interact, where architectural
boundaries should exist, and how technology investments contribute to measurable busi-
ness outcomes.

This book explores that evolution. It is written for professionals who want to understand
not only the technologies transforming enterprise data environments, but also the archi-
tectural thinking required to bring them together.

Throughout this book, we will examine the principles of enterprise data architecture, ex-
plore modern cloud and lakehouse patterns, investigate the architectural foundations of
generative Al and intelligent agents, and discuss the governance and leadership capabil-
ities required to make these ecosystems sustainable.

A central idea runs throughout the book:

The future of Enterprise Data Architecture is not simply about managing data. It
is about architecting the intelligence that organizations can derive from it.

The book also introduces a conceptual framework, EDA-IQ, designed to connect trusted
data foundations, information architecture, data platforms, semantic knowledge, and en-
terprise intelligence. This framework will serve as a recurring reference point as we ex-
amine the architectural challenges facing modern enterprises.

The objective is not to prescribe one universal technology stack or implementation ap-
proach. Every enterprise operates within its own business context, regulatory environ-
ment, technology landscape, organizational structure, and financial constraints. The ob-
jective is to develop the architectural judgment required to navigate these differences.
Ultimately, this book is about the evolution of a profession. It is about moving beyond
technology implementation toward enterprise-wide architectural thinking. It is about
helping organizations build data ecosystems that are not only scalable and efficient, but
also trusted, adaptable, intelligent, and aligned with business purpose. And it is about
preparing the next generation of Enterprise Data Architects for a future in which data
and intelligence are inseparable from enterprise strategy.

Welcome to the next evolution of Enterprise Data Architecture.

Neeraj Bhatyal
New York, 2026



How to Read This Book

This book is designed to serve both as a structured learning journey and as a practical
reference for professionals working in enterprise data and technology architecture. The
chapters build progressively, beginning with the evolution of the Enterprise Data Archi-
tect role and moving toward modern architecture design, artificial intelligence, gover-
nance, and enterprise transformation. The book is organized into five parts.

Part | — The Evolution of Enterprise Data Architecture

This section establishes the business and architectural context for the changing role of the
Enterprise Data Architect. It examines how enterprise data architecture has evolved and
why modern technology developments require a broader architectural perspective.

Part Il — Designing the Modern Enterprise Data
Architecture

This section focuses on the architectural building blocks of modern enterprise data
ecosystems, including information architecture, cloud platforms, lakehouse architecture,
data integration, data engineering, and data products.

Part lll — Architecting the Al-Ready Enterprise

This section examines the relationship between enterprise data architecture and artificial
intelligence. It explores generative Al, retrieval-augmented generation, semantic archi-
tecture, knowledge graphs, agentic Al, and decision intelligence.

Part IV — Trust, Governance, and Enterprise Control

This section focuses on the capabilities required to make modern data and Al ecosystems
secure, governed, observable, reliable, and operationally sustainable.
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Part V — The Future of Enterprise Data Architecture

The final section brings together the strategic, technical, and organizational dimensions
of enterprise data architecture. It examines modernization, reference architecture, archi-
tectural leadership, and the evolving responsibilities of the Enterprise Data Architect.

A Practical Approach to Learning

Throughout the book, concepts are supported by architectural illustrations, enterprise
scenarios, decision frameworks, and practical examples. A recurring fictional enterprise,
Meridian Financial Group, will be used to demonstrate how architectural principles can
be applied in a realistic business environment. Readers are encouraged to approach each
chapter with the following questions:

e What business problem is the architecture intended to solve?

e What architectural principles should guide the solution?

e What are the available design alternatives?

e What are the trade-offs associated with each approach?

e How does the solution fit into the broader enterprise architecture?

e What governance, security, and operational capabilities are required?
e How does the architecture create measurable business value?

The intention is to develop architectural judgment rather than simply transfer technology
knowledge. By the end of the book, readers should have a more comprehensive under-
standing of how to think, design, and lead as Enterprise Data Architects in the age of
AlL



Introduction: The Emergence of
the Intelligent Enterprise

The Enterprise Is Changing

For much of the modern technology era, enterprise data architecture was primarily con-
cerned with organizing information, connecting systems, and enabling analytical capa-
bilities. Organizations operated large application landscapes, transactional databases, en-
terprise data warehouses, reporting platforms, and integration infrastructures. Data ar-
chitecture provided the structure that connected these environments. It defined how in-
formation was represented, where it was stored, how it moved across systems, and how
it could be governed and consumed. The Enterprise Data Architect played an important
role in establishing consistency across technology investments that were often developed
independently.

This role became increasingly important as organizations expanded their digital opera-
tions, accumulated larger volumes of information, and sought more sophisticated analyt-
ical capabilities.

However, the architectural landscape is now changing. Cloud computing has trans-
formed infrastructure and platform delivery. Lakehouse architectures have expanded the
possibilities for combining diverse data types and analytical workloads. Data products
and domain-oriented approaches have introduced new ways of organizing ownership
and enabling information sharing. Generative Al has created new expectations around
enterprise knowledge, information retrieval, contextual understanding, and intelligent
automation. These developments are not isolated technology trends. Together, they are
changing how enterprises think about information, intelligence, and the role of architec-
ture.

From Managing Data to Enabling Intelligence

Traditionally, enterprise data architecture focused on making data available, consistent,
integrated, and governed. These remain essential objectives. But the consumption of en-
terprise information is evolving. Historically, business users primarily consumed infor-

Xi
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mation through reports, dashboards, analytical applications, and data-driven workflows.
Machine learning introduced additional opportunities to derive predictive insights from
enterprise information. Generative Al has expanded these possibilities by enabling sys-
tems to interact with information through natural language, retrieve knowledge from
multiple sources, and generate responses based on enterprise context.

Agentic Al introduces another architectural consideration: systems may increasingly use
enterprise data and tools to perform sequences of tasks, subject to appropriate authoriza-
tion and oversight. This changes the architectural problem. It is no longer sufficient to
ask whether information is available in a database or data platform. Architects must also
consider:

e Is the information trustworthy?

e [s its business meaning understood?

e Can it be accessed securely?

e Isits context preserved?

e Can Al systems retrieve the appropriate information?

e Can the information be used within defined business controls?
e Can the resulting decisions and actions be monitored?

The modern enterprise must therefore think beyond data availability. It must architect
for information usability, semantic understanding, trust, and intelligence.

The Convergence of Enterprise Architecture and Al

One of the important implications of Al adoption is that enterprise architecture and
Al architecture can no longer be treated as entirely separate disciplines. An Al solu-
tion depends on more than a model. It may require operational system integration,
data pipelines, document processing, metadata, semantic models, vector search, iden-
tity management, governance, monitoring, and business workflow integration. These
components must operate together. Consider an enterprise customer service assistant.
The underlying language model may be capable of understanding questions and gen-
erating responses. However, meaningful enterprise functionality depends on its ability
to retrieve authorized customer information, understand product definitions, access rel-
evant policies, and provide responses consistent with business rules. The architecture
must connect:

. Enterprise customer information.

. Product and service information.

. Business policies and knowledge.

. Data platforms and integration services.
Semantic and retrieval capabilities.

Al models and orchestration.

. Security, authorization, and audit mechanisms.

O NGB W N R

. Human oversight and business workflows.
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The challenge is fundamentally architectural. The model is only one component within a
larger enterprise ecosystem. This is why the Enterprise Data Architect has an important
role in Al transformation.

The Modern Enterprise Data Architect

The Enterprise Data Architect must continue to understand data models, integration pat-
terns, databases, governance, and enterprise information requirements. However, the
modern role increasingly extends into areas that were historically addressed by other
architecture disciplines. These include:

Cloud platform architecture.
Lakehouse architecture.

Data product design.

Enterprise semantic architecture.
Knowledge representation.

Al data readiness.

Generative Al integration.

Retrieval and context architecture.

Al governance and security.
e Enterprise intelligence.

This does not mean that one architect must become the implementation specialist for
every technology. Rather, the architect must understand the architectural relationships
between these capabilities and establish the principles, boundaries, standards, and deci-
sions that enable them to work together. The modern Enterprise Data Architect is there-
fore both a technical designer and an enterprise integrator. They must connect business
requirements to information structures, information structures to data platforms, data
platforms to intelligence capabilities, and intelligence capabilities to business outcomes.

A New Architectural Perspective

To address this changing landscape, this book introduces the concept of Enterprise Data
Architecture for Intelligence and Quality, referred to as EDA-IQ. EDA-IQ is the author’s
conceptual framework that brings together five architectural dimensions:

. Trusted Data Foundation.

. Information and Data Product Architecture.
. Data Platform Architecture.

. Semantic and Knowledge Architecture.

gl &~ W N R

. Intelligence Architecture.

These dimensions are supported by enterprise-wide architectural leadership, strategic
alignment, governance, and organizational capabilities. The framework is designed to
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help architects understand the relationships between foundational data capabilities and
emerging intelligence requirements. It emphasizes that enterprise intelligence cannot be
established independently of trusted data, coherent information structures, appropriate
platforms, and meaningful business context. It also recognizes that architecture is not
simply a collection of technology components. Architecture must be aligned with the
organization’s operating model, business strategy, governance requirements, and ability
to execute change. The framework will be developed and applied throughout this book.

The Architecture Challenge Ahead

The next generation of enterprise data architecture will be shaped by several important
challenges. First, enterprises must modernize legacy information environments without
unnecessarily disrupting business operations. Second, they must determine how cloud,
lakehouse, warehouse, and operational platforms should coexist. Third, they must estab-
lish clear ownership and governance as information becomes increasingly distributed
across business domains. Fourth, they must make enterprise information accessible to
Al systems while preserving security, quality, and business context. Fifth, they must
develop architectural operating models that allow innovation without sacrificing enter-
prise coherence. Finally, they must demonstrate that architecture investments contribute
to business outcomes rather than becoming technology initiatives without measurable
purpose. These challenges cannot be solved by technology selection alone. They require
architectural judgment, enterprise collaboration, and an understanding of how informa-
tion creates value.

The Purpose of This Book

This book is intended to provide a comprehensive perspective on these challenges. It
combines the strategic considerations of enterprise architecture with the technical depth
of modern data architecture and the emerging requirements of Al-enabled enterprises.
It will explore architectural principles, patterns, platforms, frameworks, reference archi-
tectures, and practical enterprise scenarios. It will also examine the human and organi-
zational dimensions of architecture, recognizing that successful transformation depends
not only on technical design but also on leadership, communication, governance, and
execution.

The objective is to help readers move beyond understanding individual technologies to-
ward understanding the architecture of the enterprise as an integrated system. The cen-
tral proposition of this book is simple:

An intelligent enterprise is not created by adding artificial intelligence to existing
data platforms. It is architected through the deliberate integration of trusted infor-
mation, modern platforms, enterprise knowledge, intelligent systems, and business
purpose.

This is the architectural challenge facing the next generation of Enterprise Data Architects.
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And this is where our journey begins.
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The Evolution of Enterprise Data
Architecture

Part I establishes why the discipline of enterprise data architecture must
change, and what must remain constant as it does. It begins with the En-
terprise Data Architect at an inflection point, examines the enterprise as
a connected system of strategy, capabilities, information, and technology,
surveys the modern data landscape, and closes with the principles and
practices that give architecture its continuity.

The central question of Part I is simple: why must enterprise data architecture
change? The answer is not that the old foundations have failed. Modeling,
integration, governance, and platform design remain essential. What has
changed is the scope and consequence of architectural decisions in an en-
terprise increasingly shaped by cloud platforms, distributed ownership,
and artificial intelligence.






CHAPTER1

The Enterprise Data Architect
at an Inflection Point

Chapter Purpose

Enterprise data architecture is at an inflection point. For decades, the discipline has fo-
cused on organizing, integrating, storing, protecting, and making enterprise data avail-
able for reporting and operational use. Those responsibilities remain essential. But the
environment in which organizations create and use data is changing.

Cloud platforms have altered how infrastructure is acquired and operated. Data lakes
and lakehouse architectures have expanded the ways organizations store and process in-
formation. Streaming technologies have made timely data more accessible. Data products
and domain-oriented approaches have challenged centralized ownership models. Gener-
ative Al has introduced new ways to retrieve, interpret, and act on enterprise information.

These developments do not make traditional data architecture obsolete. They make it
more consequential.

An organization cannot build reliable analytics, machine learning, or Al capabilities on
top of data that is poorly understood, inconsistently defined, inaccessible, or untrusted.
Nor can it achieve enterprise-wide intelligence simply by deploying a new platform or
connecting a large language model to internal documents. The underlying architecture—
its data, semantics, controls, operating model, and decision processes—still matters.

This chapter examines how the role of the Enterprise Data Architect is evolving: from
designing data structures and movement to shaping the information foundations of an
intelligent enterprise. By the end of this chapter, readers should be able to:

e Explain the evolution of enterprise data architecture and the responsibilities tradi-
tionally associated with the role.

e Describe how cloud, modern data platforms, lakehouse architectures, and generative
Al are changing the architectural landscape.

e Understand the end-to-end data lifecycle, from ingestion through consumption, and
the importance of governing it as an integrated system.
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e Identify the broader responsibilities emerging for Enterprise Data Architects.
e Distinguish data architecture from the wider discipline of enterprise intelligence ar-
chitecture.

1.1 The Evolution of Enterprise Data Architecture

Enterprise data architecture has evolved in response to changes in business needs, tech-
nology, and the scale at which organizations operate.

In the early stages of enterprise computing, data was closely associated with individual
applications. Each application maintained the information required to support its own
processes. As organizations grew, this application-centric approach created duplication,
inconsistent definitions, and difficulty sharing information across business functions.

A customer, for example, might be represented differently in a billing system, a sales
application, and a customer service platform. Each system could be correct within its
own context while the organization as a whole lacked a consistent view of the customer.

Data architecture emerged as a way to address these challenges. Its purpose was not
merely to design databases. It was to establish structures, standards, and patterns that
helped an organization manage data as an enterprise asset. The discipline developed
through several overlapping stages.

Application-Centric Data

In application-centric environments, data structures were designed primarily around the
needs of individual systems. The application team determined what information to cap-
ture, how to represent it, and how to store it. This approach supported focused delivery,
but it often produced tightly coupled systems. Sharing information required point-to-
point interfaces, custom transformations, or manual reconciliation. The enterprise archi-
tect increasingly had to look beyond individual applications and understand how infor-
mation moved across the organization.

Enterprise Data Warehousing

As organizations sought integrated reporting and business intelligence, enterprise data
warehouses became important architectural components. Data from operational systems
was extracted, transformed, and loaded into analytical structures. Data modeling, integra-
tion, historical retention, and reporting consistency became central concerns.

The data warehouse introduced a more deliberate enterprise view of information. It also
made the work of data architecture more visible: architects had to understand source
systems, define common structures, establish integration patterns, and help ensure that
reports were based on consistent definitions.

However, traditional warehouse approaches could be costly or slow to adapt when new
data sources, analytical requirements, or business questions emerged.



The Enterprise Data Architect at an Inflection Point 5

Distributed and Big Data Architectures

The growth of web-scale systems, machine-generated data, and diverse data formats cre-
ated demand for architectures that could handle larger volumes and broader varieties
of information. Data lakes and distributed processing platforms expanded the range of
possible storage and processing patterns. Organizations could retain data in forms closer
to their original structure and apply different processing approaches for different work-
loads. This increased flexibility, but it also introduced new challenges. Without clear own-
ership, metadata, quality controls, and lifecycle management, a data lake could become
difficult to navigate and trust.

The architectural question shifted from “Where should the warehouse store this data?” to
“How should the organization manage, understand, process, and make this data usable
across multiple environments?”

Cloud and Platform-Based Architecture

Cloud computing changed the economics and operating model of data platforms. Orga-
nizations could provision services on demand, scale resources, and use managed capabil-
ities rather than building and maintaining every component themselves. The architect’s
work expanded. Decisions increasingly involved service selection, integration across plat-
forms, security configuration, cost management, resilience, portability, and the distribu-
tion of responsibilities between technology providers and internal teams. Cloud did not
remove architectural complexity. It changed where that complexity appeared.

The Al-Enabled Enterprise

The current stage adds another dimension. Organizations increasingly want to use data
not only to describe what has happened, but also to predict, recommend, generate, and
support actions. Machine learning and generative Al depend on data, but they also in-
troduce additional architectural requirements: context, retrieval, semantic consistency,
model integration, evaluation, access controls, and oversight. The Enterprise Data Archi-
tect is therefore operating in a broader environment. The role still includes the design of
data structures and platforms, but it also increasingly influences how enterprise knowl-
edge is represented, accessed, and used by intelligent systems.

The central evolution is this: enterprise data architecture is moving from the manage-
ment of data assets toward the design of trusted information and knowledge capabil-
ities that support enterprise decisions and actions.

1.2 The Traditional Role of the Enterprise Data Architect

The traditional Enterprise Data Architect (EDA) was responsible for defining how data
should be structured, integrated, stored, governed, and made available across the en-
terprise. The role connected business needs with information structures and technology
implementation. It required an understanding of both the meaning of data and the sys-
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tems that managed it. Although organizations define the role differently, its traditional
responsibilities commonly included the following.

Data Modeling and Information Design

The architect translated business concepts into logical and physical data structures. This
involved understanding entities, attributes, relationships, business rules, and the distinc-
tions between conceptual, logical, and physical models. A customer, account, product,
transaction, or location might have different representations across systems. The archi-
tect helped identify where those representations should be aligned and where differences
were necessary because of business context. Good data modeling was never only about
tables and columns. It was about expressing the organization’s understanding of its in-
formation in a form that could guide systems and processes.

Data Integration

The architect helped define how data moved between applications, platforms, and ana-
lytical environments. Integration patterns could include batch processing, file exchange,
application programming interfaces, message-based integration, and event-driven ap-
proaches. The objective was to enable information sharing while managing dependencies,
consistency, latency, reliability, and change.

Data Platform and Storage Design

The architect contributed to decisions about databases, data warehouses, data lakes, and
other storage technologies. These decisions required an understanding of workload char-
acteristics, performance, scalability, availability, data structures, operational constraints,
and cost. The architect also had to consider how platform decisions affected the broader
enterprise architecture rather than evaluating each technology in isolation.

Data Governance and Standards

The architect helped establish and apply standards for data definitions, modeling, meta-
data, naming, quality, ownership, and lifecycle management. Governance was not simply
a set of documents or approval meetings. It was the system of accountability and decision-
making that helped ensure data was managed appropriately throughout its lifecycle.

Data Quality and Consistency

The architect worked with business and technology stakeholders to define data quality
expectations and address structural causes of inconsistency. For example, if two systems
calculated customer status differently, the problem might not be solved by adding another
transformation. It might require clarification of the business definition, ownership, and
rules governing the information.
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Architecture Alignment

Finally, the EDA helped ensure that data decisions supported enterprise strategy and
fit within broader technology architecture. This included collaboration with solution ar-
chitects, application architects, infrastructure teams, security specialists, data engineers,
business analysts, and data governance leaders. The traditional role was therefore already
multidisciplinary. The change underway is not that the EDA is suddenly expected to col-
laborate or think strategically. It is that the scope and consequences of data architecture
decisions are expanding.

1.3 The Modern Enterprise Technology Landscape

The modern enterprise rarely operates on a single data platform or within a single tech-
nology environment. It may combine legacy applications, packaged business systems,
cloud-native services, operational databases, analytical platforms, streaming infrastruc-
ture, external data sources, and Al services. These components have different purposes,
lifecycles, security requirements, and operating models. They may be owned by differ-
ent teams and supported by different providers. The result is a complex architecture in
which data must remain understandable and usable across organizational and techno-
logical boundaries.

The End-to-End Data Lifecycle

A useful way to understand this environment is to examine the end-to-end data lifecycle:

1. Ingestion — bringing data into a platform or environment from operational systems,
applications, devices, partners, or external sources.

2. Storage — retaining data in forms appropriate to its purpose, access patterns, perfor-
mance needs, and lifecycle.

3. Processing — transforming, validating, enriching, combining, and preparing data for
use.

4. Serving — making data available through interfaces, analytical structures, APIs,
events, data products, or other access mechanisms.

5. Governance — establishing accountability, policies, controls, definitions, metadata,
lineage, and quality expectations across the lifecycle.

6. Consumption — using data in operational processes, reporting, analytics, machine
learning, Al applications, and human decision-making.

These are not necessarily sequential stages in a single pipeline. In a modern architecture,
data may move through multiple paths, be processed repeatedly, or be shared across
platforms. Governance is not a final step; it applies throughout the lifecycle.

The lifecycle provides a useful architectural lens because it prevents teams from optimiz-
ing one component while overlooking the consequences elsewhere. For example, select-
ing a low-cost storage service may appear attractive. But if the data is difficult to discover,
poorly described, or expensive to process, the overall architecture may not deliver the ex-
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Ingestion Storage Processing Serving Consumption

sources, events APls, products
! ! fit for purpose validate, enrich b1 !

files models people, apps, Al

Feedback: what consumers learn improves sources, processing, and design

Governance spans the lifecycle: ownership - policy - metadata - lineage - quality - security

Figure 1.1 - The Enterprise Data Lifecycle

pected value. Likewise, a fast ingestion mechanism does not guarantee timely business
insight. Data may still require complex transformations, quality checks, access approvals,
and semantic alignment before it can be used.

The architect must therefore evaluate the whole system, not simply the technology at
each stage.

Complexity Is Not Only Technical

Modern enterprise complexity also arises from organizational structure. Different busi-
ness units may own similar data. Platform teams may provide shared services, while
domain teams build their own data products. Security, risk, compliance, and legal func-
tions may impose requirements that vary by data type and use case. The architecture
must account for these boundaries. A technically elegant solution can fail if ownership is
unclear, teams cannot operate it, or business users do not understand the data it provides.
The modern EDA must therefore consider technology, information, people, process, ac-
countability, and economics as connected architectural concerns.

1.4 Cloud Computing and the Shift in Architectural
Responsibilities

Cloud computing has changed how organizations acquire and operate data capabilities.
Instead of purchasing and maintaining all infrastructure directly, organizations can use
managed services, elastic resources, and platform capabilities offered by cloud providers.
This can accelerate delivery and reduce the need to operate certain infrastructure com-
ponents. It also creates new architectural choices and responsibilities.

From Infrastructure Selection to Service Composition

In traditional environments, architecture decisions often involved selecting hardware,
database products, storage systems, and integration technologies that would be installed
and operated within organizational data centers. In cloud environments, the architect
may instead select and combine managed services. The design question becomes broader:
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e Which capabilities should be managed services?

e Which services should be shared across the enterprise?

e Which workloads belong in which environments?

e How will identity, networking, encryption, and access policies be applied?
e How will data move between cloud and non-cloud environments?

e How will resilience and recovery be designed?

e How will usage and cost be monitored?

e How will the organization manage dependencies on specific providers?

These are not merely infrastructure questions. They affect data access, platform interop-
erability, security, operational ownership, and long-term flexibility.

Shared Responsibility

Cloud services do not eliminate the need for internal accountability. The provider and
customer have different responsibilities, and the exact division depends on the service
model and contractual arrangement. The enterprise architect must understand which
controls are provided by the platform and which must be designed, configured, moni-
tored, and operated by the organization. For data architecture, this includes questions
such as:

e Who is accountable for data classification?

e How are access policies defined and enforced?

e How is sensitive data protected in storage and in use?

e How are data movement and external sharing monitored?

Who manages retention and deletion?
e How are recovery requirements established and tested?

The answers must be reflected in architecture and operating procedures, not left as as-
sumptions.

Cost Becomes an Architectural Concern

Cloud consumption models make it possible to provision resources quickly, but they
can also make costs difficult to predict. Storage, processing, data movement, orchestra-
tion, and managed services may each contribute to total cost. The EDA does not need to
become a finance specialist, but must understand how architectural decisions affect con-
sumption and operational expense. For example, copying the same data into multiple
platforms may improve local convenience while increasing storage, processing, and gov-
ernance costs. Moving large volumes of data between environments may also introduce
cost and latency.

Cost should therefore be considered alongside performance, resilience, security, and us-
ability.
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Portability and Dependency

Managed services can provide valuable capabilities, but they may also create dependen-
cies on provider-specific technologies and interfaces. The architect should not assume
that every workload must be portable across providers. Portability has a cost, and some-
times a provider-specific capability is justified. The important task is to make the trade-
off explicit. A sound architecture identifies where standard interfaces, open formats, ab-
straction layers, or exit strategies are important—and where using a managed capability
provides sufficient value to justify the dependency.

The architectural objective is not to avoid cloud dependency at all costs. It is to under-
stand, govern, and deliberately manage it.

1.5 The Rise of Lakehouse and Modern Data Platforms

Modern data platforms have expanded the architectural options available to enterprises.

Data warehouses remain important for structured analytical workloads and governed re-
porting. Data lakes support the storage and processing of diverse data at scale. Lakehouse
approaches seek to combine aspects of these patterns, supporting broader data types and
analytical workloads while providing capabilities associated with data management and
reliability.

The term lakehouse is used in different ways across the industry. It should not be treated
as one universally fixed architecture or product category.

For the Enterprise Data Architect, the more useful question is: what capabilities does the
organization need, and how should those capabilities be composed?

Beyond the Platform Label

A platform label does not determine whether an architecture is effective. An organiza-
tion may adopt a lakehouse platform and still struggle with inconsistent business defini-
tions, duplicated data, unclear ownership, weak quality controls, or limited discoverabil-
ity. Conversely, an organization may use a combination of warehouse, lake, streaming,
and operational platforms in a coherent architecture if the responsibilities and interfaces
are clearly defined. The architect should assess the platform in terms of:

e Supported workloads and data types.

e Data ingestion and integration patterns.

e Storage and processing options.

e Metadata, catalog, and lineage capabilities.
e Security and access controls.

e Reliability and operational management.

e Interoperability with other platforms.

e Cost and consumption patterns.

e Support for data sharing and data products.
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e Suitability for analytical and Al-related workloads.

Architecture Is More Than a Platform Diagram

A platform diagram typically shows technologies and connections. An enterprise data
architecture must also explain the purpose and responsibility of each component. For
example:

Which platform is authoritative for a particular data domain?

Where are transformations performed?

Which data is curated and certified for enterprise use?
How are business definitions maintained?

Who owns the quality of a data product?

How is data access approved and monitored?

How are changes communicated to downstream consumers?

These questions are essential regardless of whether the organization uses a warehouse,
lake, lakehouse, or a combination.

The modern Enterprise Data Architect must resist the temptation to treat platform adop-
tion as the end state. A platform is an enabling capability. The architecture must connect
it to business information, ownership, governance, and measurable outcomes.

1.6 Generative Al as an Architectural Disruptor

Generative Al has brought new attention to enterprise data architecture because it creates
new ways to interact with information. Traditional analytical systems commonly depend
on predefined data structures, queries, dashboards, and models. Generative Al systems
can accept natural-language prompts and produce summaries, explanations, recommen-
dations, or generated content. This changes the user experience, but it does not remove
the need for reliable information. An Al application may produce a fluent answer even
when its supporting information is incomplete, outdated, contradictory, or irrelevant.
The quality of the output depends on more than the language model itself.

It may depend on:

The quality and relevance of source data.

The way information is organized and described.
The ability to retrieve the appropriate content.
The context supplied to the model.

The access rights of the user and application.

The design of prompts, tools, and workflows.
o The evaluation of outputs and the handling of uncertainty.
e The controls applied to sensitive or regulated information.

These requirements bring data architecture directly into Al solution design.
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Enterprise Data Is Not Automatically Enterprise Knowledge

An organization may possess large volumes of documents, records, reports, and
databases. That does not mean an Al system can reliably interpret them. Information
may be duplicated, fragmented, poorly indexed, or expressed using inconsistent ter-
minology. Important context may exist only in business rules, process documentation,
or the experience of employees. The architect must help establish how enterprise
information is prepared, connected, described, governed, and made available for Al use.

This may involve document processing, metadata, semantic models, knowledge graphs,
retrieval systems, vector search, APIs, and other capabilities. The appropriate design de-
pends on the use case; no single technology pattern solves every enterprise knowledge
problem.

Retrieval and Context

Many enterprise Al applications need to retrieve relevant information before generating a
response. Retrieval-augmented generation (RAG), for example, combines retrieval from
an external knowledge source with generation by a language model. Its effectiveness de-
pends on the quality of the retrieval process and the information supplied as context. A
data architect may need to consider:

e How source information is identified and approved.

e How documents and records are chunked, indexed, and updated.
e How metadata and business context are preserved.

e How permissions are applied during retrieval.

e How conflicting or outdated information is handled.

e How source references are made available to users.

e How retrieval and generated responses are evaluated.

These are architectural questions, not merely prompt-writing tasks.

Al Introduces New Data Flows

An Al solution may send prompts, retrieved content, user inputs, tool outputs, and gen-
erated responses through multiple services. Each movement may have implications for
privacy, security, retention, auditability, and cost. The architect must understand what
information is being sent, where it is processed, how it is retained, and which controls
apply.

The same principle applies to Al agents that can invoke tools or initiate actions. Their

architecture must account for the data and permissions available to them, the boundaries
of their authority, and the mechanisms used to monitor and review their activity.

Generative Al does not replace enterprise data architecture. It increases the number of
ways enterprise information can be used—and the importance of controlling those uses.
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1.7 The Expanding Responsibilities of the Modern EDA

The modern Enterprise Data Architect continues to perform foundational work in model-
ing, integration, platform design, and governance. But the role increasingly reaches into
areas that were once treated as separate disciplines. The expansion can be understood
across several dimensions.

From Data Structures to Business Meaning

A data model describes how information is represented. Enterprise architecture must
also address what that information means to the business. Consider the term customer.
It may refer to an individual, a household, a legal entity, an account holder, or a com-
mercial relationship, depending on context. An Al application that retrieves information
about a customer must understand which meaning applies. Otherwise, it may combine
information that should remain distinct or overlook relationships that matter. The EDA
increasingly works with business architects, data stewards, domain experts, and seman-
tic specialists to align technical structures with business meaning.

From Integration to Interoperability

Integration connects systems. Interoperability enables different systems, teams, and ap-
plications to exchange and use information consistently. This requires attention to inter-
faces, contracts, identifiers, semantics, metadata, and change management. The goal is
not to force every system into one model. It is to establish enough shared understanding
and predictable interaction to support enterprise-wide use.

From Platform Design to Data Product Architecture

In some organizations, data is increasingly managed as a product: a defined, supported,
and reusable offering with an owner, intended consumers, quality expectations, and ac-
cess mechanisms. This approach can improve accountability and usability, but it requires
more than assigning a product label to a dataset. The architect helps define how data
products fit into the enterprise: how they are discovered, governed, composed, secured,
monitored, and changed.

From Governance Policies to Embedded Controls

Governance is most effective when it is reflected in the architecture and daily operation
of data systems. That means connecting policies to practical mechanisms such as access
controls, metadata, lineage, quality checks, retention rules, and audit records. The EDA
helps translate governance expectations into design requirements and technical patterns,
while working with accountable business and control functions.
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From Analytics Enablement to Al Readiness

Al readiness is not simply a measure of whether data is available in a cloud platform. It
includes whether the data is understandable, relevant, appropriately governed, discov-
erable, and suitable for the intended use. The architect may help assess readiness across
data quality, semantics, access, lineage, metadata, integration, and operating capabilities.

From Technical Delivery to Value and Risk

Architecture decisions affect more than implementation complexity. They influence how
quickly the organization can respond to business needs, how much it spends, how reli-
ably it operates, and how effectively it manages risk. The EDA must be able to explain
these trade-offs in language that business leaders can understand. This does not mean ev-
ery architect must own business strategy or risk management. It means the architect must
connect technical choices to the outcomes and constraints that matter to the enterprise.

1.8 From Data Architecture to Enterprise Intelligence
Architecture

The expansion of the EDA role points toward a broader architectural perspective: enter-
prise intelligence architecture. This book uses the term Enterprise Intelligence Architecture
to describe the coordinated design of data, information, semantics, platforms, Al capabil-
ities, governance, and operating models that enable an organization to turn information
into trusted decisions and actions. It is not intended to replace enterprise architecture,
data architecture, or Al architecture. It connects them around a shared objective: enabling
the enterprise to use its information responsibly and effectively.

Five Connected Architectural Dimensions

The book introduces a working framework called EDA-IQ: Enterprise Data Architecture
for Intelligence and Quality. EDA-IQ is the author’s conceptual model rather than an
established industry standard. It describes five connected dimensions.

1. Trusted Data Foundation

The foundation includes data quality, governance, metadata, lineage, security, privacy,
master and reference data, and stewardship. Its purpose is to establish confidence in the
information being used.

2. Information and Data Product Architecture

This dimension addresses business domains, information models, data products, owner-
ship, interfaces, and interoperability. Its purpose is to make information understandable,
reusable, and accountable across the enterprise.

3. Data Platform Architecture

This dimension includes cloud environments, warehouses, lakes, lakehouses, integration,
streaming, processing, orchestration, and platform operations. Its purpose is to provide
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the technical capabilities required to manage and use data at enterprise scale.
4. Semantic and Knowledge Architecture

This dimension addresses business vocabulary, semantic models, ontologies, knowledge
graphs, metadata, and the context required to interpret information. Its purpose is to
connect data structures with business meaning and relationships.

5. Intelligence Architecture

This dimension includes analytics, machine learning, generative Al, retrieval, vector
search, agents, and decision intelligence. Its purpose is to enable information to support
prediction, generation, recommendation, and action.

These dimensions are not a technology stack. They are a way to reason about the ca-
pabilities an enterprise must coordinate. Security, governance, architecture leadership,
financial accountability, and change management cut across all five.

Trusted Data

Foundation

Intelligence Information & Data

Architecture Product Architecture

EDA-IQ
Enterprise Data Architecture
for Intelligence and Quality

Semantic & Knowledge Data Platform

Architecture Architecture

Cross-cutting: security - governance - architecture leadership - financial accountability - change management

Figure 1.2 - EDA-IQ: Five Connected Dimensions

Why the Dimensions Must Work Together

Consider an enterprise Al assistant designed to answer questions about customer rela-
tionships.

The intelligence layer may include a language model and retrieval mechanism. The plat-
form layer may provide storage, processing, indexing, and APIs. The information archi-
tecture must define customer-related data products and their ownership. The semantic
layer must clarify what customer, account, relationship, and status mean. The trusted
foundation must ensure that information is accurate, access is appropriate, and use is
governed.

If any dimension is weak, the overall solution may be affected. A sophisticated model
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cannot compensate for ambiguous business definitions. A well-designed data platform
cannot independently resolve unclear ownership. Strong governance policies cannot pro-
tect information if they are not reflected in access mechanisms and operational processes.
Enterprise intelligence emerges from the coordination of these capabilities.

1.9 The Skills and Mindset Required for the Future

The evolving role requires a combination of enduring architectural skills and new areas
of knowledge. The objective is not for every EDA to become a specialist in every technol-
ogy. It is to develop enough breadth to make sound architectural decisions, recognize
dependencies, and work effectively with specialists.

Enduring Skills

Several capabilities remain central:

Business understanding: the ability to understand business processes, objectives, in-
formation needs, and constraints.

Information modeling: the ability to represent business concepts, relationships,
rules, and structures clearly.

Systems thinking: the ability to understand how local design decisions affect the
wider enterprise.

Communication: the ability to explain complex architectural issues to technical and
nontechnical stakeholders.

Governance and risk awareness: the ability to translate requirements into architec-
ture and controls.

Decision-making: the ability to compare options, make trade-offs explicit, and docu-
ment architectural rationale.

These skills remain valuable regardless of technology trends.

Emerging Areas of Knowledge

The modern EDA should also develop working knowledge of:

Cloud-native data services and platform operating models.
Lakehouse and distributed data processing patterns.
Streaming and event-driven architectures.

Data products and domain-oriented ownership.

Metadata, lineage, cataloging, and observability.

Semantic models, knowledge graphs, and enterprise context.
Machine learning and generative Al architecture.
Retrieval-augmented generation and vector search.

Al security, evaluation, and governance.

FinOps and the economics of data platforms.
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Depth will vary by organization and role. An architect working in a highly regulated en-
terprise may need greater emphasis on governance and controls. An architect supporting
real-time operations may focus more on event-driven integration and resilience. An ar-
chitect leading Al enablement may need deeper knowledge of retrieval, semantics, and
model integration.

The Mindset Shift

The most important change may be a shift in how the architect frames problems. Instead
of asking only, “Where should this data be stored?” the architect asks, “Who needs this
information, what does it mean, and how will it be trusted and used?” Instead of ask-
ing only, “Which platform should we adopt?” the architect asks, “Which capabilities are
required, how will they work together, and what operating model will sustain them?”

Instead of asking only, “Can we connect an Al model to our data?” the architect asks,
“What information should the system access, under what authority, with what context,
and how will its outputs be evaluated?” These questions move architecture from compo-
nent selection toward enterprise capability design.

Architecting Through Trade-Offs

There is rarely one design that is optimal across every dimension.

A highly centralized platform may simplify some forms of control while creating bottle-
necks for delivery. Domain ownership may improve local accountability while increasing
the need for shared standards and interoperability. A managed service may accelerate im-
plementation while creating provider dependency. More extensive data replication may
improve access while increasing cost and governance complexity.

The architect’s responsibility is not to eliminate trade-offs. It is to make them visible, as-
sess them in context, and help the organization choose deliberately.

1.10 The Enterprise Data Architect in Practice: Meridian
Financial Group

Throughout this book, we will use a fictional organization called Meridian Financial
Group to explore architectural decisions in a realistic enterprise setting. Meridian is a
global financial services organization with a mixture of legacy applications, data ware-
houses, cloud platforms, and business-managed data environments. Its leadership wants
to improve analytics, modernize data capabilities, and introduce Al-enabled services.
At the same time, the organization must address regulatory obligations, sensitive cus-
tomer information, operational resilience, and the need for consistent business defini-
tions. Meridian’s challenges are familiar:

e Customer information is distributed across multiple systems.
e Business units use different definitions for some shared concepts.
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e Data movement has evolved through a combination of established and point-to-point
integrations.

e Some analytical data is difficult to discover or reuse.

e Ownership and quality expectations vary by domain.

e Al opportunities are emerging faster than enterprise standards and controls.

e Technology teams are under pressure to modernize without disrupting critical oper-
ations.

These are not problems that can be solved by selecting a single platform.

The First Architectural Conversation

Suppose Meridian proposes an Al assistant to help relationship managers prepare for
customer meetings. A narrow technology discussion might begin with model selection,
document ingestion, and a user interface. The Enterprise Data Architect broadens the
discussion.

What does Meridian mean by a customer relationship? Which systems contain relevant
customer and account information? Which sources are authoritative? What information
may the relationship manager access? How current must the information be? How should
conflicting records be handled? What context is needed to interpret the data? What
should the assistant cite? How will the organization monitor usage and investigate er-
rors?

These questions do not delay architecture. They establish the conditions under which
the solution can be useful and trusted. The architect may work with business owners to
define the use case, data stewards to clarify meaning, security teams to establish access
requirements, platform teams to design retrieval and integration, and Al specialists to
evaluate the application. The outcome is not simply an Al solution. It is an architectural
pattern that can inform future solutions.

This is the kind of contribution the modern EDA is expected to make: connecting business
intent, enterprise information, technology capabilities, and control requirements.

111 Key Takeaways

1. Enterprise data architecture has evolved, not disappeared. Its foundations in mod-
eling, integration, governance, and platform design remain essential.

2. The modern data environment is interconnected. Ingestion, storage, processing,
serving, governance, and consumption must be understood as parts of an end-to-end
lifecycle.

3. Cloud changes architectural responsibilities. It introduces new choices involving
managed services, shared responsibility, cost, resilience, security, and provider de-
pendency.

4. A modern platform is an enabler, not an architecture by itself. Warehouses, lakes,
and lakehouses must be connected to clear information structures, ownership, gover-



The Enterprise Data Architect at an Inflection Point 19

nance, and business outcomes.

5. Alincreases the importance of trusted enterprise information. Data quality, seman-
tics, context, retrieval, permissions, and evaluation all influence whether Al applica-
tions can be used responsibly.

6. The EDA role is expanding. The architect increasingly works across data products,
semantic architecture, Al integration, operating models, and enterprise decision-
making.

7. Enterprise intelligence requires coordinated capabilities. Data foundations, infor-
mation architecture, platforms, semantics, and intelligence must work together.

8. The architect’s value lies in connecting decisions. The role is not to select technolo-
gies in isolation, but to help the enterprise make coherent, sustainable, and account-
able choices.

Architect’s Reflection
Consider your own organization or an enterprise with which you are familiar.

1. How is enterprise data architecture currently defined? Is it primarily focused on plat-
forms and integration, or does it also address business meaning, ownership, and use?

2. Can the organization trace important information from its source through processing
and serving to the people, applications, and Al systems that consume it?

3. Where do inconsistent definitions or unclear ownership create friction?

4. Are cloud and modern data platform decisions being made as part of an enterprise
architecture, or primarily as individual technology choices?

5. What would need to change for the organization to make trusted enterprise informa-
tion available to Al applications?

6. Which capabilities should the Enterprise Data Architect strengthen to contribute
more effectively to enterprise strategy?

The central question for this chapter is:

Is the organization designing data platforms—or is it designing the trusted information capabili-
ties required to operate and evolve as an intelligent enterprise?

The distinction will shape the architecture decisions explored throughout this book.
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CHAPTER 2

Understanding the Modern
Enterprise

Purpose

Enterprise data architecture does not begin with a platform, a database, or a technology
decision. It begins with an understanding of the enterprise: what the organization is try-
ing to achieve, how it operates, how it creates value, and how information supports its
decisions and activities.

This distinction is important because data architecture is often approached as a technol-
ogy discipline. Teams may begin by reviewing platforms, identifying data sources, or
designing integration patterns before they have a shared understanding of the business
capabilities and information needs those designs must support.

The result can be technically sound architecture that solves the wrong problem, dupli-
cates existing capabilities, or fails to address the organizational conditions required for
success. The modern enterprise is a connected system of business capabilities, people,
processes, information, applications, technology platforms, partners, and controls. Its
data architecture must reflect this reality.

This chapter establishes the enterprise context needed for effective data architecture. It ex-
amines business strategy, operating models, business capabilities, information domains,
organizational structures, and the relationship between enterprise architecture and data
architecture. It also introduces a practical method for understanding an enterprise before
designing its data landscape.

By the end of this chapter, readers should be able to:

Describe the enterprise as a system of connected business and technology capabilities.

Explain how business strategy and operating models influence data architecture.

Understand business capabilities, value streams, and information domains.

Recognize how organizational structures affect data ownership and interoperability.

Connect enterprise architecture with enterprise data architecture.

Apply a structured approach to understanding an enterprise before making architec-

21
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ture decisions.

2.1 The Enterprise as a Connected System

An enterprise is more than a collection of applications, departments, databases, and in-
frastructure. It is an organization that combines people, processes, information, technol-
ogy, assets, and relationships to deliver products or services and achieve defined out-
comes. These elements are interdependent.

A customer onboarding process, for example, may involve sales, identity verification,
risk assessment, legal review, account creation, communications, and ongoing servicing.
Each activity may be supported by different teams and applications. Yet the customer
experiences the process as one interaction with the organization.

The data architecture must account for both the individual activities and the information
that connects them.

A common architectural mistake is to view the enterprise through its technology inven-
tory alone. An application inventory can reveal systems and dependencies, but it does
not necessarily explain why those systems exist, what business outcomes they support,
or which information must be consistent across them.

A more useful enterprise view considers several connected layers.

Business Strategy and Outcomes

Strategy describes the direction an organization intends to pursue and the outcomes it
seeks to achieve. Examples may include improving customer experience, increasing op-
erational efficiency, expanding into new markets, reducing risk, or developing new prod-
ucts. Data architecture should be connected to these outcomes. The relevance of a data
capability depends partly on the business need it supports.

Business Capabilities

Capabilities describe what an organization must be able to do. Examples include cus-
tomer management, product development, payments, underwriting, supply chain man-
agement, financial planning, and regulatory reporting. Capabilities provide a relatively
stable way to understand the enterprise, even as organizational structures and applica-
tions change.

Business Processes and Value Streams

Processes describe how work is performed. Value streams describe the sequence of activ-
ities through which an organization delivers value to a customer or other stakeholder. A
capability may be used by many processes, and a process may depend on multiple capa-
bilities. Understanding these relationships helps architects identify where information is
created, changed, shared, and consumed.
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Information and Data

Information represents the concepts and facts the organization uses to operate. It includes
customer, product, account, transaction, employee, supplier, asset, location, and other
business information. Data architecture defines how this information is represented, man-
aged, integrated, protected, and made available.

Applications and Technology

Applications support business activities, while technology platforms provide the infras-
tructure and services on which applications and data capabilities operate. The relation-
ship between business capabilities and technology should be deliberate. A business capa-
bility may be supported by several applications, and an application may support multiple
capabilities. The architect must understand these relationships rather than assume that
each system maps neatly to one business function.

Strategy & outcomes [ Custqmer } [ Efficiency } [ Growth ] [ Risk
experience

Business capabilities Customer mgmt J [ Payments J ‘ Lending ’ [ Reporting

Processes & value streams Onboarding ’ ‘ Servicing ’ ‘ Fulfilment

Information & data Customer \ | Account \ ‘ Product ’ | Transaction

People - governance - controls

Applications & platforms CRM I | Core systems

‘ Data platform ’ | Al services

Figure 2.1 - The Enterprise as a Connected System

The purpose of this view is not to create a rigid hierarchy. It is to help the architect see
the enterprise as a system of relationships.

A change in one area can have consequences elsewhere. A new customer service model
may change the information required by employees. A new regulatory requirement may
affect data retention, lineage, and reporting. A new Al capability may introduce new
access paths to information and new expectations for data quality.

The Enterprise Data Architect must understand enough of this system to make decisions
that work beyond the boundaries of an individual project.

2.2 Business Strategy as the Starting Point

Data architecture should support business strategy rather than exist as an independent
technology agenda. This does not mean every data platform decision must be directly
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traceable to a single strategic objective. Organizations need foundational capabilities that
support many activities. However, the architecture should have a clear rationale con-
nected to enterprise needs. Consider an organization pursuing three strategic outcomes:

e A more consistent customer experience
e Faster development of new products
e Improved risk management

Each outcome creates different information requirements. A consistent customer experi-
ence may require better customer identity resolution, shared customer definitions, and
reliable information across channels. Faster product development may require reusable
product data, accessible analytical environments, and clearer data ownership. Improved
risk management may require traceable data, consistent calculations, controlled access,
and the ability to explain how information was produced. A single architecture initiative
may support several of these outcomes, but the business rationale should remain visible.

Translating Strategy into Architecture Questions

A practical way to connect strategy with data architecture is to translate strategic objec-
tives into questions.

Strategic objective Questions for the data architect

Improve customer experience Which customer information is needed across
channels? Where are definitions inconsistent?

Increase operational efficiency Which processes depend on manual data
reconciliation? Where can information be
reused?

Accelerate product development Which information capabilities should be shared?
What data must be available earlier?

Strengthen risk management What information must be traceable, controlled,
and explainable?

Expand Al adoption Which data and knowledge sources are suitable
for Al use? What controls and evaluation are
required?

The table is not a universal mapping. It is a starting point for conversations with business
stakeholders.

The architect should seek to understand the outcome behind a request. A business leader
asking for a “customer 360 platform,” for example, may actually be seeking faster service
resolution, improved sales effectiveness, more reliable risk assessment, or a combination
of these.

The architecture will differ depending on the intended outcome.
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Avoiding Technology-Led Strategy

A technology-led initiative often begins with a platform or product and then searches
for business problems it can solve. There are cases where technology exploration is valu-
able, particularly when an organization is evaluating emerging capabilities. But broad
platform adoption without a clear business context can lead to duplicated services, un-
derused investments, and unclear accountability. The data architect should ask:

What business outcome is expected?

Which capabilities must improve?

Which information is required?
e Who will use the information?

What constraints must be respected?
How will value be measured?

e What must change in the operating model?

These questions help ensure that technology decisions are grounded in enterprise needs.

2.3 Understanding Business Capabilities

A business capability describes what an organization does, independent of the specific
people, processes, or applications used to perform it. For example, a financial services
organization may have capabilities such as:

e Customer relationship management

Product management
Account management
Payments

Credit assessment
Fraud management
Financial reporting
Regulatory compliance

Customer servicing

A manufacturing organization may have capabilities such as product design, procure-
ment, production planning, inventory management, logistics, and quality management.
Capabilities provide a useful structure for enterprise analysis because they are generally
more stable than organization charts or application portfolios.

Why Capabilities Matter to Data Architecture

Capabilities help identify where information is required and where responsibility may
belong. For example, a customer relationship capability may depend on customer iden-
tity, preferences, interactions, products, and account information. Some of this informa-
tion may be created in one system and consumed by many others. The architect can use
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capability analysis to identify:

e Critical information used by each capability.
e Data dependencies between capabilities.
e Repeated or overlapping information requirements.

Opportunities for shared data services or products.

Areas where inconsistent information creates operational risk.

Capabilities that may be affected by a proposed architecture change.

This is particularly useful when an enterprise has many applications and teams. Instead
of beginning with a list of systems, the architect begins with what the organization needs
to do.

Capability Maps

A capability map is a visual representation of the capabilities required by an organization.
It may be organized into levels, from broad capability areas to more specific capabilities.
For data architecture, a capability map can be annotated with information needs, data
ownership, criticality, and technology support.

A capability map is not a replacement for a data model. It provides a business-oriented
view that helps determine where deeper information analysis is needed.

Capability versus Organization Structure

A capability should not be confused with a department. A department is an organiza-
tional unit. A capability is something the enterprise must be able to do. One department
may support several capabilities. A single capability may span several departments. This
distinction matters because data ownership assigned solely according to reporting lines
may become unstable when the organization restructures. Capability-based analysis en-
courages architects to consider the enduring business responsibility behind information,
rather than relying only on current organizational boundaries.

2.4 Value Streams and the Flow of Information

A value stream describes how an organization delivers value through a sequence of ac-
tivities. For example, a customer onboarding value stream may include:

. Customer expresses interest.

. Required information is collected.

. Identity and eligibility are verified.

. Risk checks are completed.

. The relationship or account is established.
. The customer receives confirmation.

N o B~ WN R

. Ongoing service begins.
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Each stage creates, consumes, or changes information. The information may move be-
tween applications, teams, and external parties. Some information is entered by the cus-
tomer, some is obtained from authoritative sources, and some is derived through busi-
ness rules or analytical processes.

Why Value Streams Matter

A system-by-system view can hide the experience of the business process.

A value-stream view helps the architect understand where delays, handoffs, duplication,
and information gaps occur.

For example, if customer information is collected during onboarding but must be entered
again during account servicing, the issue may not be a missing interface alone. It may
reflect unclear ownership, inconsistent data definitions, or a process that was designed
around separate applications rather than a continuous customer relationship.

Value-stream analysis helps identify the business impact of data fragmentation.

Mapping Information to Activities

For each activity in a value stream, the architect can ask:

e What information is required to perform this activity?

e Where does the information originate?

e Who or what is authorized to change it?

e What information is produced?

e Which downstream activities depend on it?

e What quality or timeliness is required?

e What evidence or lineage must be retained?

e What happens when the information is missing or inconsistent?

The answers can inform data models, integration patterns, data products, and gover-
nance requirements.

This analysis is especially valuable for Al-enabled processes. If an Al assistant supports
customer onboarding, it must understand the process context, the information required
at each stage, and the limits of its authority. The same information may be appropriate for
one activity but not another. The value stream therefore provides context for both data
access and Al workflow design.

2.5 Enterprise Information Domains

An information domain is a coherent area of business information, usually organized
around a significant business concept or responsibility. Examples include:

e Customer
e Product
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e Account

e Transaction
e Employee
e Supplier

e Asset

e Location

e Financial

e Risk

e Regulatory

Information domains provide a useful way to organize enterprise data architecture. They
help answer questions such as:

e What major categories of information does the enterprise manage?
e Which business areas understand and maintain that information?
e Where are shared definitions needed?

e Which systems create or update the information?

Which consumers depend on it?

What controls apply?

Domains Are Not Necessarily Systems

A common mistake is to equate an information domain with a single application or
database. A customer domain may span customer relationship management, onboard-
ing, account servicing, billing, and analytical systems. Similarly, a single application may
contain information from several domains. The domain is a business-oriented way of
organizing information. It does not automatically determine where the information is
physically stored.

Identifying Domain Boundaries

Domain boundaries require judgment. For example, should customer and account be
treated as separate domains? In many organizations, they represent distinct concepts
with different ownership and lifecycle rules. In other contexts, the relationship between
them may be modeled differently. The architect should consider:

e Business meaning
e Lifecycle and change patterns
e Accountability

Regulatory and privacy requirements
e Reuse across capabilities

Relationships with other domains

Operational and analytical needs

The objective is not to create the largest possible number of domains. Excessive fragmen-
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tation can make the architecture difficult to govern. Overly broad domains can obscure
ownership and business meaning.

Shared Concepts and Local Context

Enterprise-wide consistency does not mean every business area must use identical physi-
cal structures. A concept such as customer may have a common enterprise meaning while
being represented differently for specific operational purposes. A sales application may
need prospect information. A servicing platform may need verified customer identity and
communication preferences. A risk process may need relationships among individuals,
organizations, and accounts. The architecture should distinguish between:

Shared business concepts.

Domain-specific representations.

Authoritative sources.

Derived or analytical views.
e Data products designed for specific consumers.

This distinction allows the enterprise to promote consistency without forcing every sys-
tem into one physical model.

[ Party ] isa [ Customer ] engages [ Interaction ]

located at bound by assessed by
[ Location ] [ Agreement ] [ Risk ]
governs establishes

[ Product ] based on [ Account ] records [ Transaction ]

Figure 2.2 - Enterprise Information Domains and Relationships

2.6 The Enterprise Operating Model

An operating model describes how an organization structures and coordinates its people,
processes, technology, governance, and decision-making to deliver its business strategy.
For data architecture, the operating model influences who creates data, who owns it, who
maintains quality, who approves access, and who provides shared capabilities. Two orga-
nizations may use similar technologies but require different architectures because their
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operating models differ.

Centralized Operating Model

In a centralized model, a central team may own much of the data platform, integra-
tion, modeling, governance, and delivery process. Potential benefits include shared stan-
dards, consolidated expertise, and consistent platform management. Potential challenges
include bottlenecks, distance from domain knowledge, and competing priorities across
business units.

Federated Operating Model

In a federated model, central and domain teams share responsibility. A central function
may define enterprise principles, standards, shared services, and governance expecta-
tions, while domain teams manage data within their areas. This can improve alignment
with business context, but it requires clear decision rights and mechanisms for resolving
conflicts.

Decentralized or Domain-Oriented Model

In a more decentralized model, business domains may own substantial portions of their
data capabilities and delivery. This can increase local autonomy and responsiveness. It
can also create fragmentation if domains do not agree on shared concepts, interoperabil-
ity, security, and enterprise-level controls. No operating model is automatically appropri-
ate for every enterprise. The architecture must reflect the organization’s size, regulatory
context, culture, capabilities, risk profile, and business strategy.

The Operating Model Must Be Designed, Not Assumed

A data architecture may define a data product owner, but the organization must still
establish what that person is accountable for and how the role works with engineering,
governance, security, and consumers. Likewise, a policy may state that data quality is a
domain responsibility, but the operating model must provide time, tools, authority, and
escalation paths to make that responsibility practical. Architecture and operating model
must therefore be designed together.

2.7 Organizational Boundaries, Ownership, and
Accountability

Information often crosses organizational boundaries. A customer may interact with sales,
operations, finance, risk, and service teams. Each team may use the information for a
different purpose. This creates a distinction between data use and data accountability. A
team may consume information without owning its definition or quality. Another team
may maintain the source but not understand every downstream use. Without explicit
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accountability, problems can persist because each team assumes another is responsible.

Ownership Is More Than a Label

Assigning an owner to a data domain or product is useful only when the role has clear
responsibilities. These may include:

Defining business meaning.

Establishing quality expectations.

Approving appropriate uses.

Coordinating changes.

Resolving definition conflicts.

Supporting consumers.

Participating in governance and risk processes.

Ownership does not necessarily mean that one person performs every operational task.
It means that accountability is clear.

Data Producers and Consumers

A producer creates or provides data. A consumer uses it. In a complex enterprise, a team
may be both. For example, a customer onboarding team may produce verified identity
information and consume product eligibility data. A risk team may consume transaction
data and produce risk classifications. Understanding producer-consumer relationships
helps architects identify dependencies, contracts, and the impact of change.

Decision Rights

Organizations should clarify who can make decisions about:

Enterprise-wide definitions

Domain-specific definitions

Data quality thresholds

Access and permitted use

Changes to shared data products

Technology standards

Exceptions to architecture principles

Not every decision belongs to a central architecture board. Some decisions should be
made close to the business context, while others require enterprise coordination. The
architecture should make these boundaries visible.
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2.8 Enterprise Architecture and Enterprise Data
Architecture

Enterprise architecture provides a broad view of how an organization is structured and
how its business, information, applications, and technology fit together. Enterprise data
architecture is a focused discipline within this broader context. It concentrates on the
information assets and capabilities that support the enterprise. The relationship is com-
plementary. Enterprise architecture helps establish strategic alignment, business capa-
bility context, architectural principles, and cross-domain dependencies. Enterprise data
architecture provides deeper guidance on information structures, data movement, data
platforms, governance, metadata, and data use.

A Shared Architecture Conversation

Consider a proposal to introduce a new digital customer service capability. Enterprise
architecture may examine:

e Which business capabilities are affected?
What business processes will change?
Which applications are involved?

What technology capabilities are required?

What strategic and operational risks must be addressed?
Enterprise data architecture may examine:

e Which customer and account information is required?
e Which sources are authoritative?

How should information be integrated?
What definitions and identifiers must be shared?

What quality, lineage, privacy, and access controls apply?

How should the information be exposed to applications and analytics?

Neither view is sufficient alone. A solution may fit the technology strategy but fail be-
cause its information dependencies are unresolved. Conversely, a well-designed data
model may not be viable if it conflicts with application constraints or the enterprise op-
erating model.

Architecture Principles

Enterprise principles guide decisions across initiatives. Examples relevant to data archi-
tecture include:

e Treat data as an enterprise asset.

e Assign clear accountability for important information.

e Prefer reusable and well-defined interfaces.

e Protect information according to its sensitivity and permitted use.
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e Make important data discoverable and understandable.
e Design for interoperability and controlled change.
e Align platform decisions with business needs and operational capabilities.

Principles should be specific enough to guide decisions but not so prescriptive that they
prevent context-sensitive design. A principle should also have implications. If an organi-
zation states that data should be reusable, it should define what reuse requires: metadata,
quality expectations, access mechanisms, ownership, and support.

Architecture Governance

Architecture governance provides mechanisms for making and reviewing decisions. It
may include principles, standards, design reviews, exception processes, architecture de-
cision records, and periodic assessment. The goal is not to centralize every technical deci-
sion. It is to ensure that decisions with enterprise consequences are made transparently
and that local choices remain compatible with agreed direction.

2.9 Understanding the Enterprise Before Designing the
Architecture

An effective architect does not need to understand every detail of an enterprise before
beginning work. However, the architect needs a structured way to discover the context
that materially affects the design. The following approach can be used at the beginning
of an architecture engagement.

Step 1: Understand the Business Outcomes

Start with the reason for the initiative. Ask:

e What is the organization trying to improve or enable?
e Which business outcomes matter?

e Who is affected?

e What is driving the timing?

How will success be measured?

What constraints are already known?

Avoid accepting a proposed technology solution as a complete statement of the business
problem.

Step 2: Identify Relevant Capabilities and Value Streams

Determine which business capabilities and value streams are affected. Identify the activi-
ties, stakeholders, handoffs, and information dependencies involved. This helps establish
the scope of the architecture in business terms.
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Step 3: Identify Information Domains

Determine the major information domains involved. For each domain, identify important
concepts, business definitions, likely owners, sources, consumers, and sensitivity. At this
stage, the objective is to understand the landscape, not to finalize every data model.

Step 4: Understand the Current Application and Platform
Landscape

Identify the systems and platforms that create, maintain, process, and consume the rel-
evant information. Capture important interfaces, dependencies, constraints, and known
limitations. Distinguish between what is documented and what has been confirmed with
system owners.

Step 5: Understand Governance and Control Requirements

Identify the policies, regulations, contractual obligations, security requirements, privacy
expectations, and operational controls relevant to the initiative. Engage the appropriate
business and control stakeholders early. The architect should not independently interpret
every legal or regulatory obligation. Instead, the architect should ensure that require-
ments are understood, assigned, and reflected in the design.

Step 6: Understand the Operating Model

Determine how responsibilities are distributed across enterprise teams, domains, plat-
form teams, and control functions. Identify decision rights, escalation paths, and opera-
tional ownership. A design that depends on responsibilities no team can perform is not
a sustainable architecture.

Step 7: Identify Gaps and Architectural Questions

Compare the required capabilities with the current state. Potential gaps may include:

Missing or inconsistent definitions.
Unclear data ownership.

Limited lineage or discoverability.
Duplicated integration.

Weak data quality controls.

Inadequate access mechanisms.
e Platform limitations.
e Unclear support for Al use cases.

Separate confirmed issues from assumptions and open questions.
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Step 8: Define the Architecture Scope and Principles

Based on the discovery, define what the architecture will address and what it will not
address. Establish relevant principles and decision criteria. This creates a foundation for
evaluating options without prematurely selecting technologies.

2.10 Applying the Enterprise View: Meridian Financial
Group

Meridian Financial Group is preparing to modernize how it manages customer informa-
tion and to support Al-enabled customer services. The initial proposal is to create a uni-
fied customer data platform. The proposal appears straightforward, but the Enterprise
Data Architect begins by examining the enterprise context.

Understanding the Business Objective

Meridian’s leadership wants relationship managers and service employees to have a more
consistent understanding of customer relationships. The intended outcome is not simply
to consolidate records. It is to reduce the effort required to assemble relevant informa-
tion and improve the consistency of customer interactions. This distinction matters. A
consolidated database may not address inconsistent definitions, unclear access rights, or
differences in business processes.

Mapping Capabilities and Value Streams

The architect identifies several relevant capabilities:

Customer relationship management
Customer onboarding

[ ]
[ ]
e Account management
e Product management
[ ]

Risk assessment

Customer servicing

Regulatory compliance

The customer lifecycle spans several of these capabilities. Information is collected, vali-
dated, enriched, and reused at different stages.

Identifying Information Domains

The initial domain analysis identifies customer, party, account, product, transaction, in-
teraction, and risk information. The architect discovers that the term customer is used dif-
ferently across several business areas. In one context, it refers to an individual. In another,
it may refer to a legal entity or a broader commercial relationship. The team therefore
needs to clarify the business concepts and relationships before defining a consolidated
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information model.

Understanding the Operating Model

Meridian has central data platform teams, domain-aligned business teams, and separate
governance and risk functions. However, responsibilities for customer definitions and
data quality are not consistently understood. The architecture must therefore address
accountability and decision rights as well as technology.

Reframing the Architecture Problem

The initial proposal focused on creating a unified platform. The broader enterprise anal-
ysis reframes the problem:

Meridian needs a governed customer information capability that can connect relevant
sources, preserve business meaning, support authorized use, and serve operational, analyti-
cal, and Al-enabled consumers.

A platform may be part of the solution, but it is not the complete solution. This reframing
changes the architecture conversation. It brings business owners, data stewards, platform
teams, security, and Al specialists into a shared discussion about information, responsi-
bility, and outcomes. The lesson is transferable: understanding the enterprise can change
not only how a solution is designed, but what problem the organization believes it is
solving.

2.11 Common Enterprise Understanding Mistakes

Several recurring mistakes can weaken data architecture before detailed design begins.

Starting with the Technology Inventory

A technology inventory is useful, but it should not be the only view of the enterprise.
Without business context, architects may optimize existing systems rather than address
the underlying information need.

Treating the Organization Chart as the Architecture

Departments and reporting lines change. Business capabilities and information relation-
ships may persist across those changes. Use organizational structure to understand ac-
countability, but do not assume it defines the ideal information architecture.

Assuming Shared Data Means One Physical Database

Enterprise consistency does not always require physical centralization. Shared defini-
tions, identifiers, contracts, and governance may be more important than storing every
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record in one place. The appropriate physical design depends on the business and tech-
nical context.

Treating Governance as a Separate Workstream

Governance requirements affect data design, access, integration, metadata, quality, and
operations. If governance is postponed until after implementation, the architecture may
need substantial rework.

Assuming Business and Technical Stakeholders Use the Same
Language

Terms such as customer, product, account, transaction, and active may have different
meanings across teams. The architect should surface these differences rather than assume
that familiar words have consistent definitions.

Ignoring the Operating Model

A design may assign ownership or operational responsibilities that the organization has
not established. The result can be unclear accountability, unsupported data products, and
persistent quality problems.

Designing for an Imagined Future State

Modernization often involves a desired future architecture, but the organization must
transition from its current state. Legacy constraints, skills, contracts, processes, and risk
requirements affect what can be delivered and in what sequence. The architect should
understand both the target and the path toward it.

2.12 Key Takeaways

1. Enterprise data architecture begins with enterprise understanding. Technology
choices should be connected to business outcomes, capabilities, information needs,
and constraints.

2. The enterprise is a connected system. Strategy, capabilities, processes, information,
applications, people, and technology influence one another.

3. Business capabilities provide a stable lens. They help architects understand what
the organization must do without relying exclusively on departments or systems.

4. Value streams reveal information dependencies. They show where information is
created, consumed, changed, and handed between activities.

5. Information domains organize business meaning. They help clarify concepts, ac-
countability, and relationships without requiring every domain to map to one sys-
tem.

6. The operating model shapes the architecture. Ownership, decision rights, and oper-
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ational responsibilities must be explicit and practical.

7. Enterprise architecture and data architecture are complementary. Business and tech-
nology context should inform detailed information and platform decisions.

8. Discovery should be structured. Understanding outcomes, capabilities, domains,
platforms, controls, and operating models helps prevent technology-led designs that
miss the real problem.

9. The architecture problem may change as the enterprise is understood. A platform
request may reveal a broader need involving information consistency, governance, or
business accountability.

Architect’s Reflection

Think about an enterprise you know well.

1. Can its business strategy be translated into clear information and data capabilities?

2. Are business capabilities understood independently of departments and applica-
tions?

3. Which value streams depend on information that crosses multiple organizational
boundaries?

4. Which information domains have clear ownership, and which have ambiguous ac-
countability?

5. Does the operating model support the data architecture the organization wants to
build?

6. Are architecture decisions driven primarily by business outcomes, existing technol-
ogy, or a combination of both?

7. If the organization introduced an Al-enabled service tomorrow, would its business
concepts, information sources, and access responsibilities be clear enough to support
it?

The central question for this chapter is:

Do we understand the enterprise well enough to design the data architecture it needs—not merely
the technology architecture we know how to build?

Chapter 3 will build on this enterprise perspective by examining the modern enterprise
data landscape: the platforms, patterns, and architectural components that organizations
use to manage data across cloud, lakehouse, integration, engineering, and consumption
environments.



CHAPTER 3

The Modern Enterprise Data
Landscape

Enterprise data architecture cannot be understood simply by looking at databases, data
platforms, or integration technologies. The modern enterprise is a continuously chang-
ing data environment in which information is generated by business applications, digital
channels, connected devices, external partners, employees, analytical processes, and in-
creasingly, artificial intelligence systems.

The enterprise data landscape has therefore become broader, more distributed, more dy-
namic, and more interconnected than the environments that shaped traditional data ar-
chitecture.

For the Enterprise Data Architect, this creates a fundamental challenge. The objective
is no longer merely to determine where data should be stored. The architect must un-
derstand where data originates, how it moves, how it changes, who owns it, how it is
consumed, how it is governed, and how it ultimately contributes to business decisions
and intelligent applications.

The modern data landscape also introduces a degree of architectural ambiguity. Oper-
ational databases coexist with analytical platforms. Data lakes coexist with warehouses
and lakehouses. Batch processing operates alongside event streams and real-time appli-
cations. Cloud platforms coexist with on-premises environments. Enterprise data prod-
ucts are emerging alongside traditional centralized data repositories. Al platforms in-
creasingly depend on the same enterprise data that supports reporting, analytics, and
operational decision-making.

The result is not one enterprise data platform but an interconnected enterprise data
ecosystem. Understanding that ecosystem is one of the foundational responsibilities of
the modern Enterprise Data Architect.

39
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3.1 The Evolution of Enterprise Data Ecosystems

Enterprise data environments have evolved alongside enterprise technology and busi-
ness models. In early enterprise computing environments, data was usually closely cou-
pled to individual applications. An application owned its database, and access to that
data was primarily determined by the requirements of the application itself. A finance
system stored financial transactions. A customer management system stored customer in-
formation. A manufacturing system stored production information. A human resources
system stored employee information. This model worked reasonably well when applica-
tions were relatively independent and the primary requirement was to automate individ-
ual business processes.

As organizations grew, however, the limitations became increasingly visible. The same
customer might exist in multiple systems. Product definitions could differ between busi-
ness units. Financial information might be represented differently in operational and re-
porting environments. Data could be copied from one system into another without clear
ownership or lineage. Organizations responded by introducing enterprise data ware-
houses, master data management programs, enterprise integration platforms, metadata
repositories, and other architectural capabilities intended to create greater consistency.
The enterprise data warehouse became particularly important because it provided a cen-
tralized environment for analytical reporting and decision support.

Over time, however, enterprise data requirements expanded again. Organizations began
collecting large volumes of web activity, application logs, machine-generated data, doc-
uments, images, social interactions, sensor information, and other forms of information
that did not fit naturally into traditional relational models. This contributed to the emer-
gence of data lakes and cloud-based data platforms. The architectural progression can
therefore be viewed broadly as a movement through several patterns:

~

N Centralized Distributed Al-enabled
Application-centrjc . Cloud data
—> analytical |—» data —> —— | Data products [—» data
data ecosystems
data platforms ecosystems

L

Patterns accumulate and coexist — they rarely replace one another completely

Figure 3.1 - The Evolution of Enterprise Data Ecosystems

These patterns have not replaced one another completely. They coexist. That is an impor-
tant architectural observation. The modern enterprise is not typically a clean progression
from one architecture to another. Instead, it is a layered accumulation of technologies,
platforms, applications, data stores, integration mechanisms, and architectural practices.
A bank may still operate a decades-old transaction processing system while simultane-
ously using cloud-native applications, streaming platforms, lakehouse technologies, data
products, machine learning services, and generative Al applications.

The Enterprise Data Architect therefore has to design for coexistence and evolution, not
assume that older architectural patterns will simply disappear.
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From Repositories to Ecosystems

One of the most important conceptual changes is the shift from thinking about data repos-
itories to thinking about data ecosystems. A repository-oriented view asks:

Where is the data stored?

An ecosystem-oriented view asks:

How does information move through the enterprise, who creates it, who owns it, how is it
transformed, how is it governed, and how does it create value?

This distinction is significant. A data warehouse may contain important enterprise infor-
mation, but it is only one component of a broader ecosystem involving source applica-
tions, integration pipelines, transformation processes, metadata, governance, users, ana-
lytical models, downstream applications, and increasingly Al systems. The architect must
therefore understand the relationships among these components.

The Rise of Distributed Data

Cloud computing accelerated the distribution of enterprise data. Instead of concentrat-
ing all data in a single enterprise-controlled environment, organizations increasingly dis-
tribute workloads across:

Cloud databases

Cloud data warehouses
Data lakes

Lakehouses

Saa$S applications

e Operational databases

e Streaming platforms

e Object storage

e Specialized analytical systems

e External data services

e Partner ecosystems

e Al and machine learning platforms

Distribution can create flexibility and scalability, but it also increases architectural com-
plexity. More platforms mean more interfaces. More copies of data mean more synchro-
nization challenges. More data consumers mean more governance requirements. More
locations mean greater security and compliance complexity. The modern Enterprise Data
Architect therefore has to balance distribution with coherence. The goal is not necessar-
ily to centralize all data. The goal is to create an environment in which distributed data
remains understandable, trusted, governed, accessible, and fit for purpose.
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3.2 Structured, Semi-Structured, and Unstructured
Data

One of the most fundamental characteristics of the modern enterprise data landscape
is the diversity of data formats. Traditional enterprise architecture was heavily influ-
enced by structured relational data. Modern enterprises operate across structured, semi-
structured, and unstructured information. Understanding the differences is important
because data structure affects storage, integration, processing, governance, search, ana-
lytics, and Al consumption.

Structured Data

Structured data has a defined schema and predictable organization. Examples include:

e Customer records

e Account records

e Invoices

e Financial transactions
e Product records

e Employee records

e Inventory balances

e Policy records

e Payment transactions

Relational databases remain highly effective for many structured-data workloads because
they provide strong capabilities for transactions, integrity, indexing, querying, and con-
sistency. For example, a banking transaction may contain attributes such as:

Transaction identifier
Account identifier
Transaction date

Transaction type

Amount
e Currency
e Branch
e Channel
e Status

These attributes can be represented using well-defined relational structures. Structured
data is generally easier to validate and integrate because its schema is explicit. However,
structured does not automatically mean high quality. A perfectly structured customer
table can still contain:

e Duplicate customers
e Incorrect addresses
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Outdated contact information
Inconsistent classifications

Missing values
Incorrect business definitions

Structure and quality are different architectural concepts.

Semi-Structured Data

Semi-structured data contains organizational characteristics but does not necessarily con-
form to a rigid relational schema. Examples include:

JSON
e XML
Event messages

Application logs
API payloads
Configuration files
Telemetry records

Document metadata

Modern applications generate large quantities of semi-structured information. For exam-
ple, an online transaction event might contain common attributes such as transaction ID
and customer ID but also include additional attributes that vary depending on the chan-
nel or transaction type. This flexibility is valuable for application development, but it
creates challenges for enterprise data architecture. Questions arise such as:

e Which fields are mandatory?
e Which fields are optional?

e How are schema changes managed?

Which version of an event contract is current?

How are different representations mapped?
Which attributes are authoritative?

e How are semantic definitions maintained?

Consequently, the architect must consider not only physical schemas but also data con-
tracts and semantic consistency.

Unstructured Data

Unstructured data does not naturally fit into conventional tabular structures. Examples
include:

e Documents
e Contracts
e Emails
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Presentations

Images

Audio

Video

Scanned records

e Engineering drawings

Textual correspondence

Historically, unstructured information was often treated as a separate information-
management problem. The growth of machine learning and generative Al has changed
that perspective. Documents that were previously difficult to integrate into enterprise an-
alytics can now become valuable sources for search, retrieval, classification, summariza-
tion, knowledge extraction, and Al-assisted decision support. This creates an important
architectural shift. Unstructured data is no longer simply content that sits outside the
enterprise data architecture. It can become an active component of the enterprise infor-
mation environment.

The Convergence of Data Types

The boundaries among structured, semi-structured, and unstructured data are becom-
ing increasingly fluid. Consider a customer interaction. It might begin as a structured
customer record. A customer may then submit a semi-structured API request. The in-
teraction may generate a text conversation. The customer may upload a document. An
Al system may analyze the conversation and document. The resulting insights may be
stored as structured attributes. The enterprise therefore has a continuous information
flow across multiple data forms. This is why modern data architecture must address in-
formation relationships, not simply database schemas.

The architect needs to understand how different data types relate to one another and how
they contribute to a common business context.

3.3 Operational Data versus Analytical Data

Another foundational distinction in enterprise data architecture is the difference between
operational and analytical data. The distinction is not merely technical. It reflects different
business purposes.

Operational Data

Operational data supports the execution of business processes. Examples include:

Processing a payment
e Opening an account

Placing an order

Updating a customer address
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e Managing an insurance policy
e Recording a shipment
e Authorizing a transaction

Operational systems typically prioritize characteristics such as:

Transaction integrity
Availability

Predictable response time
Concurrency

Consistency

Process reliability

The data is closely associated with the current state of the business.

Analytical Data

Analytical data supports activities such as:

e Reporting

e Trend analysis

e Forecasting

e Performance measurement
e Business intelligence

e Experimentation

e Machine learning

e Decision support

Analytical workloads generally have different requirements. They may involve:

Large-scale scans

Historical analysis

Aggregation

Complex joins

Statistical processing

Feature engineering

Model development

The architecture that works well for an operational workload is therefore not necessarily
optimal for analytical workloads.

The Distinction Is About Purpose

The Enterprise Data Architect should avoid treating operational and analytical data as
simply two different database categories. The more important distinction is purpose. The
same business entity can exist in both operational and analytical contexts. Consider a
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customer. The operational customer record might represent the current customer pro-
file needed to execute business transactions. The analytical representation might contain
historical customer attributes, behavioral information, interactions, segmentation, and
derived measures. Neither representation is inherently the “real” customer. Each serves
a different purpose. This leads to a useful architectural principle:

Data should be designed according to the business purpose it serves while maintaining clear
relationships to authoritative sources and enterprise definitions.

Data Movement Between Operational and Analytical Environments

The relationship between operational and analytical environments creates one of the most
important integration patterns in enterprise architecture. Information may move from
operational systems into analytical platforms through:

Batch extraction

Change data capture

Event streaming
e APIs
Replication

Application integration

Managed data pipelines
The architect must consider several questions:

e How quickly must the information become available?
e How much historical information is required?

e What transformations are permitted?

e Which system remains authoritative?

e How are corrections propagated?

e How is lineage maintained?

e How are failures handled?

e How is sensitive information protected?

These questions become even more important when analytical data is subsequently used
by Al systems.

From Analytical Data to Intelligent Data

Traditional analytics often consumed historical data to produce reports and dashboards.
Modern Al applications may consume the same enterprise information to generate pre-
dictions, recommendations, classifications, summaries, or actions. This means that analyt-
ical architecture increasingly becomes part of the foundation for intelligent applications.
The distinction between:

operational — analytical - Al
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is therefore becoming less rigid. Instead, the enterprise is moving toward an intercon-
nected information lifecycle.

3.4 Batch, Streaming, and Real-Time Processing

Time is another fundamental dimension of the enterprise data landscape. Not every busi-
ness process requires information immediately. A monthly financial report may not re-
quire millisecond processing. A fraud-detection system may. A customer notification
may require seconds. A regulatory reporting process may operate on a scheduled basis.
The architect must therefore understand the different temporal requirements of enter-
prise data.

Batch Processing

Batch processing handles data in groups at scheduled or triggered intervals. Examples
include:

Nightly financial processing

Daily reporting

Monthly reconciliation
Scheduled data transformations

Periodic customer segmentation

Regulatory reporting

Batch processing remains important because many enterprise processes do not require
continuous processing. It can also be efficient for large-scale transformations where im-
mediate results are unnecessary. The existence of real-time technologies does not make
batch architecture obsolete.

Streaming Processing

Streaming architecture processes events continuously as they are generated. Examples
include:

e Payment events

e Application events

e IoT telemetry

e Customer interactions

e Security events

e Market events

e System monitoring information

Streaming architectures can support use cases where the business needs to respond to
events as they occur. For example, a financial institution may need to evaluate a transac-
tion immediately rather than wait for a nightly batch process.
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Real-Time Processing

The term “real time” is often used loosely. From an architectural perspective, it is more
useful to define the required latency explicitly. A business requirement might specify:

Milliseconds

Seconds

Minutes
Near real time
Hourly

Daily

The architect should therefore avoid designing for “real time” merely because the tech-
nology makes it possible. Instead, the requirement should be based on business value.
If a business decision does not benefit from millisecond information, implementing a
highly complex low-latency architecture may introduce cost and operational complexity
without meaningful benefit.

Event-Driven Enterprise Architecture

The growth of streaming technologies is closely associated with event-driven architecture.
An event represents something that has happened. For example:

e Customer submitted application
Payment completed

Account balance changed
Shipment dispatched

Fraud score exceeded threshold

Events can become important enterprise information assets. They can be consumed by
multiple systems without requiring every consumer to directly query the originating ap-
plication. This creates opportunities for greater decoupling. However, event-driven ar-
chitecture also introduces new challenges:

Event ownership
Schema evolution
Ordering
Duplication
Replay

Retention

Security
Observability
e Idempotency

e Event semantics

The Enterprise Data Architect must therefore treat events as architectural contracts rather
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than simply technical messages.

Choosing the Right Processing Model

A useful decision framework is to ask:

. What business event or process is being supported?
. What is the required latency?

How much data must be processed?

How frequently does the information change?

. What happens if processing is delayed?

What consistency requirements exist?

. What is the cost of continuous processing?
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. Can the business requirement be satisfied with batch processing?

This prevents technology preferences from driving architecture. The correct question is
not:

Should we use streaming?
It is:

What temporal behavior does the business capability require?

3.5 Cloud, Hybrid, and Multi-Cloud Environments

Cloud computing has significantly changed the enterprise data landscape. Organizations
can provision storage, compute, databases, analytical platforms, integration services, Al
capabilities, and other infrastructure through cloud environments without owning all of
the underlying physical infrastructure. This has enabled new architectural patterns but
has also introduced new forms of complexity.

Cloud Environments

Cloud environments can provide:

e Elastic infrastructure

e Managed data services

e Global availability options

e Rapid provisioning

e Consumption-based economics

Integrated security capabilities

Access to advanced analytical and Al services

For the Enterprise Data Architect, however, cloud adoption is not simply a technology
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migration exercise. It changes architectural responsibilities. The architect must consider:

e Data residency

e Security

e Identity

e Network architecture
e Cost management

e Resilience

Service dependencies
Portability
Operational ownership

Vendor dependencies

Hybrid Environments

Many enterprises operate hybrid environments in which some workloads remain on
premises while others operate in one or more cloud environments. This may occur be-
cause of:

Legacy systems

Regulatory constraints

Latency requirements

Existing investments

Specialized infrastructure

Migration sequencing

Organizational considerations

Hybrid architecture should therefore be treated as a legitimate architectural state rather
than automatically as an intermediate stage that must quickly disappear. For many large
enterprises, hybrid environments may persist for years. The architectural challenge is to
make the environment coherent. This requires consistent approaches to:

e Identity

e Security

e Integration

e Metadata

e Data movement

e Observability

e Governance

e Workload placement

Multi-Cloud Environments

Some organizations operate across multiple cloud providers. Multi-cloud may result
from acquisitions, business-unit autonomy, specialized service requirements, geographic
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considerations, or strategic choices. However, multi-cloud should not automatically be
interpreted as architectural freedom. Each additional environment can introduce:

Additional skills requirements

Different security models
Different data services

Different operational processes
Different cost structures

Additional integration complexity

The architect must therefore distinguish between intentional multi-cloud architecture
and accidental technology fragmentation.

Data Gravity and Workload Placement

One of the important concepts in distributed cloud architecture is data gravity. Large
and heavily used datasets tend to attract processing, applications, and other dependent
workloads because moving large volumes of data can be expensive, slow, or operationally
complex. This means that architectural decisions about where data resides can influence
where applications and analytical workloads are deployed. The architect should therefore
evaluate:

e Data volume

e Latency

e Network costs

e Regulatory requirements

e Application dependencies
e Processing requirements

e Resilience

e Portability

The goal is not to place every workload in the same environment. The goal is to create a
rational relationship among data location, processing location, business requirements,
and architectural constraints.

Cloud Does Not Eliminate Architecture

A common misconception is that managed cloud services reduce the need for enterprise
architecture. In reality, they shift the nature of the responsibility. The architect may spend
less time designing physical infrastructure and more time designing:

Service boundaries

Data flows

Security boundaries

Integration patterns

Platform standards
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e Governance
e Cost controls
e Workload placement

Cloud therefore changes the architect’s work rather than eliminating it.

3.6 The Emergence of Data Products

The concept of data products represents an important evolution in enterprise data ar-
chitecture. Traditional enterprise data environments often treated data as something
produced by systems and consumed by downstream teams. Data products introduce
a stronger concept of ownership and usability. A data product is generally intended to
provide a trusted, discoverable, understandable, and usable data capability for a defined
consumer group or business purpose. The exact implementation can vary. A data prod-
uct might be:

A curated analytical dataset
An API

A governed data service
An event stream

A domain-oriented data model
A reusable business metric

e A feature set for machine learning
e A trusted collection of documents and metadata for Al retrieval

The important concept is not the physical form. It is the combination of ownership, pur-
pose, quality, documentation, accessibility, and governance.

From Data Assets to Data Products

A traditional data asset might simply exist. A data product is intentionally designed for
consumption. This changes the questions the architect asks. Instead of:

Where is the customer data?
the architect asks:

What customer information is available as a trusted enterprise capability, who owns it, what
does it mean, how current is it, who can consume it, and under what conditions?

This is a more business-oriented perspective.

Data Product Characteristics

A mature enterprise data product should generally have:
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e A clearly defined purpose

e An accountable owner

e Defined consumers

e Documented semantics

e Quality expectations

e Metadata

e Lineage

e Access controls

e Service-level expectations

e Mechanisms for change management

These characteristics make the data product more predictable for consumers.

Data Products and Domains

Data products are closely related to business domains. For example, a financial institution
might identify domains such as:

e Customer
e Account

e Product

e Transaction
e Risk

e Payment

e Employee
e Finance

A domain may produce multiple data products. The Customer domain, for example,
could provide:

Customer Master

Customer Profile

Customer Interaction History
Customer Risk Attributes
Customer Segmentation

The objective is not to create hundreds of disconnected datasets. The objective is to create
meaningful, governed information capabilities aligned to business responsibilities.

Data Products and Data Mesh

The emergence of data products is often associated with data mesh thinking. However,
the Enterprise Data Architect should avoid treating “data mesh” as a requirement to de-
centralize everything. The underlying architectural question is more fundamental:
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Where should ownership and responsibility for data reside to create sustainable business
value while preserving enterprise-wide governance?

In some organizations, strong domain ownership may be appropriate. In others, central-
ized platforms may remain important. In many enterprises, a hybrid approach will be
necessary. The architect’s responsibility is to design the operating boundaries and inter-
operability mechanisms rather than adopt a fashionable organizational pattern without
considering context.

Data Products and Al

Data products become particularly important as Al adoption increases. Al applications
require reliable access to:

e Customer information
Product information

Policies

Transactions
Historical records

e Operational events
e Documents
e Business definitions

If these assets are fragmented and poorly understood, Al systems inherit the same prob-
lems. If they are treated as governed information products, they can become reusable
foundations for intelligent applications. This is one of the reasons data product architec-
ture is becoming increasingly relevant to Enterprise Data Architecture.

3.7 The Convergence of Data and Al Platforms

The most significant recent development in the enterprise data landscape is the growing
convergence between data platforms and Al platforms. Historically, data architecture and
Al architecture were often treated as separate disciplines. Data platforms supported:

e Reporting

e Business intelligence
e Analytics

e Data engineering

Al platforms supported:

e Model development

e Training

e Inference

e Machine learning operations
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That separation is becoming less practical. Modern intelligent applications require both.

Al Depends on Enterprise Information

An Al system may require access to:

e Structured enterprise data
e Operational events

e Analytical datasets

e Documents

e Knowledge bases

e Metadata

e Business rules

e Policies

e Customer context

Therefore, Al architecture depends heavily on enterprise data architecture. An Al applica-
tion that does not have reliable access to enterprise information will often be constrained
regardless of the sophistication of its underlying model.

The Emergence of the Al Data Layer

Modern Al applications introduce new architectural components such as:

e Embedding pipelines

Vector indexes

Retrieval systems

Model-serving infrastructure
Prompt and context management
Evaluation datasets

Feature stores

Model metadata

Al observability

e Agent memory
e Knowledge graphs

These components increasingly interact with traditional enterprise data platforms. For
example, a retrieval-augmented generation application may retrieve information from
enterprise documents and structured databases, transform that information into context,
provide it to a model, and then return an answer to an employee. The architecture there-
fore spans:

enterprise data — information retrieval —» context - model — application — decision
or action

This is not exclusively an Al architecture problem. It is an enterprise information archi-
tecture problem.
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The Enterprise Data Platform Becomes an Intelligence Platform

As Al becomes embedded into enterprise processes, the data platform increasingly serves
as a foundation for intelligence. The platform may provide:

e Trusted datasets

e Historical information
e Streaming events

e Semantic definitions
e Documents

Metadata

Features

Knowledge

Retrieval capabilities
The AI platform provides:

Models
Inference

Orchestration

Evaluation

Agent capabilities

The boundary between these environments is increasingly interconnected. The architect
should therefore think in terms of an enterprise data and intelligence ecosystem, rather
than two isolated technology stacks.

Context Becomes an Architectural Asset

Generative Al has introduced an important architectural concept: context. An Al model
may be powerful, but it does not automatically understand an organization’s:

e Products

Policies

Customers

Processes

Terminology

Regulatory requirements
Internal knowledge

Enterprise context must be supplied. That context can come from:

Structured data
Documents
Metadata
Knowledge graphs
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Business glossaries
o APIs
Search systems

Databases

Event streams

This creates a direct connection between data architecture and Al quality. The Enterprise
Data Architect therefore increasingly has responsibility for ensuring that enterprise in-
formation can be transformed into trusted, governed, machine-consumable context.

Data Quality Becomes Al Quality

The convergence of data and Al also changes the consequences of poor data quality. A
data-quality problem in a traditional report might result in an incorrect number on a
dashboard. The same underlying problem in an Al application could influence:

Generated responses
e Recommendations
Classifications

Automated decisions

Workflow actions

This does not mean that Al eliminates traditional data-quality concerns. It makes them
more consequential. The EDA-IQ perspective therefore becomes increasingly important.
The enterprise requires not simply data that exists, but information that is:

e Trustworthy

e Understandable
e Governed

e Accessible

e Contextualized

Fit for intelligent consumption

Practical Artifact: Enterprise Data Landscape
Assessment

A modern Enterprise Data Architect needs a systematic way to understand the current
enterprise data landscape before designing its future state. The purpose of an Enterprise
Data Landscape Assessment is not to create a catalog of every technology in the orga-
nization. Its purpose is to create an architectural view of how enterprise information is
created, stored, transformed, governed, consumed, and connected to business capabili-
ties. A useful assessment should answer seven questions:

1. Where does enterprise data originate?
2. What forms of data exist?
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. Which systems are operational and which are analytical?
. How does data move?

3

4

5. Where does data reside?
6. Who owns and governs it?
7

. How is the data used for analytics and AI?

Step 1: Identify Major Data Sources

Begin by identifying the major sources of enterprise information. Typical categories in-

clude:

Source Category

Examples

Primary Role

Operational applications

Digital channels
External sources

Events

Documents

Devices

Al systems

ERP, CRM, core banking, policy
systems

Web, mobile, portals
Market, partner, regulatory data

Transactions, application
events, telemetry

Contracts, policies, reports

Sensors, machines, loT

Prompts, outputs, feedback,
evaluations

Execute business processes

Capture customer interactions
Enrich enterprise information

Capture changes and activity

Provide unstructured
knowledge

Generate telemetry

Generate and consume
intelligent information

The objective is to identify the information-producing landscape rather than simply list

applications.

Step 2: Classify Data by Structure

For each major source, classify the information as:

Structured

Semi-structured

Unstructured

A combination

This immediately identifies architectural requirements that may otherwise be overlooked.
For example, a customer domain may contain:

Images and documents

Structured customer master data
Semi-structured customer interaction events
Unstructured correspondence

A single domain can therefore require multiple data-management patterns.
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Step 3: Map Operational and Analytical Environments

Identify where operational data is stored and where analytical processing occurs. Docu-
ment:

Source systems
Operational databases
Integration platforms
Data warehouses
Data lakes
Lakehouses
Analytical marts

Al data stores

The objective is to understand the major information flows.

Step 4: Assess Data Movement

Map the primary mechanisms through which data moves. Examples include:

For each important flow, capture:

APIs

Batch pipelines
ETL/ELT

Replication

Change data capture
Event streaming

File transfer
Application integration

Source

Destination
Frequency

Latency
Transformation
Ownership

Security classification

This helps identify unnecessary duplication and fragile dependencies.

Step 5: Assess Cloud and Deployment Patterns

Document where major data workloads operate. For example:
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Environment Data Workloads Architectural Considerations

On premises Legacy operational systems Stability, modernization,
integration

Private cloud Sensitive workloads Control, security, connectivity

Public cloud Analytics and data platforms Elasticity, managed services,
cost

Multiple clouds Specialized workloads Interoperability, governance,
portability

SaaS Business applications Data access, integration,
ownership

The objective is not to determine that one environment is universally preferable. It is
to understand why workloads exist where they do and whether the placement remains
appropriate.

Step 6: Identify Emerging Data Products

Determine which enterprise data assets are already being treated as reusable products.
For each candidate data product, identify:

e Business domain

e Owner

e Consumers

e Data content

e Quality expectations
e Interface

Metadata

Lineage

Access mechanism

Service expectations

This provides an initial view of the organization’s data-product maturity.

Step 7: Assess Al Data Readiness

Finally, evaluate whether enterprise data can support intelligent applications. Consider:

Assessment Area Key Question

Data availability Can required information be accessed?
Data quality Is the information sufficiently reliable?
Metadata Can consumers understand what the data

means?
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Assessment Area Key Question

Lineage Can the origin and transformation of information
be traced?

Semantics Are business concepts consistently defined?

Unstructured data Can enterprise documents and content be
discovered and retrieved?

Security Can sensitive information be controlled
appropriately?

Context Can enterprise information be provided to Al

systems effectively?

Observability Can data and Al pipelines be monitored?

This final step connects the traditional enterprise data landscape to the emerging intelli-
gent enterprise.

Worked Example: Meridian Financial Group

Meridian Financial Group is a fictional global financial services organization used
throughout this book to illustrate architectural concepts. Meridian has grown through
multiple acquisitions and operates a mixture of legacy and modern technology environ-
ments. Its landscape includes:

e Legacy core banking platforms

Regional customer management systems
Cloud-based digital banking applications
Enterprise data warehouses

Cloud data platforms

Streaming infrastructure

External market data

Regulatory data

Large document repositories
e Analytical models
e Emerging generative Al applications

An initial landscape assessment reveals several architectural characteristics. First, cus-
tomer information exists across multiple operational systems. Second, transaction data
is available in both operational and analytical environments. Third, customer interactions
generate both structured and unstructured information. Fourth, some business processes
rely on batch processing while others require near-real-time event processing. Fifth, dif-
ferent business units have begun creating their own analytical datasets. Sixth, Al teams
have started building applications that require access to enterprise documents and struc-
tured customer information. The assessment therefore reveals that Meridian does not
have a single “data platform problem.” It has an enterprise data ecosystem problem.
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The architectural challenge is to establish a coherent relationship among;:

business domains — operational systems — data platforms — data products - seman-
tic context —» analytics - Al applications

This observation becomes important in later chapters because the solution cannot be
achieved by selecting a single new technology. It requires architectural alignment across
the enterprise.

Key Takeaways

1. Enterprise data is an ecosystem rather than a collection of databases. Data architec-
ture must consider sources, platforms, movement, consumers, governance, semantics,
and business purpose.

2. Structured, semi-structured, and unstructured information must be architected to-
gether. The growth of Al makes unstructured enterprise content increasingly impor-
tant to enterprise information architecture.

3. Operational and analytical data serve different purposes but remain intercon-
nected. The architect must design the relationships between operational systems and
analytical environments rather than treating them as isolated worlds.

4. Batch, streaming, and real-time processing should be selected according to busi-
ness requirements. Technology capability should not become a substitute for archi-
tectural reasoning,.

5. Cloud, hybrid, and multi-cloud environments require architectural coherence.
Cloud adoption does not eliminate the need for architecture. It changes the nature
of architectural decisions.

6. Data products introduce a stronger orientation toward ownership, usability, and
business value. Data becomes something intentionally designed for consumption
rather than simply stored.

7. Data and Al architectures are converging. Enterprise data increasingly provides the
foundation for intelligent applications, while Al introduces new requirements for con-
text, retrieval, semantics, evaluation, and governance.

The modern Enterprise Data Architect must therefore understand not only where enter-
prise data lives, but how it becomes trusted information, reusable data products, ana-
lytical insight, and ultimately enterprise intelligence.

Architect’s Reflection

When assessing a modern enterprise data landscape, the temptation is to begin with tech-
nology. Architects may immediately ask:

e Which cloud platform should we use?
e Should we build a lakehouse?

e Do we need streaming?
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e Should we implement a data mesh?
e Which vector database should we select?
e Which AI platform should we adopt?

These are legitimate questions, but they are not the first questions. The first questions are
architectural:

What information does the enterprise need?
Where does that information originate?
Which business capabilities depend on it?
Who owns it?

How does it move?

What does it mean?

How quickly is it required?
e How trustworthy is it?
e How will it be consumed by people, applications, analytics, and AI?

Technology should provide the mechanisms for answering those questions, not replace
the questions themselves. The modern data landscape is complex because the modern
enterprise is complex. The role of the Enterprise Data Architect is not to eliminate that
complexity through centralization or technology standardization alone. It is to make the
complexity understandable, intentional, governed, and capable of supporting busi-
ness value. That is the foundation upon which the intelligent enterprise must be built.
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CHAPTER 4

Enterprise Data Architecture
Principles and Practices

Enterprise Data Architecture provides the structural foundation through which an orga-
nization manages information as an enterprise asset.

The previous chapters examined the changing role of the Enterprise Data Architect, the
structure of the modern enterprise, and the increasingly complex data landscape in which
organizations operate. Those chapters establish an important premise: modern enterprise
data architecture cannot be reduced to databases, data platforms, integration technolo-
gies, or individual architectural patterns.

Architecture requires a set of enduring decisions about how the enterprise will create,
manage, share, protect, and use information. Those decisions are expressed through ar-
chitecture principles. Principles provide direction when technology choices change, or-
ganizational structures evolve, and new business requirements emerge. They help archi-
tects distinguish between decisions that are foundational and decisions that are merely
implementation choices. A good principle should help answer questions such as:

What should the enterprise optimize for?

What should be consistent across business units?
What should remain flexible?

Who is accountable for information?

How should data be shared?

e What makes data trustworthy?

e How should security and privacy be incorporated?
e How should architecture evolve over time?

Principles are particularly important in modern data environments because technology
changes faster than architectural governance can be rewritten. Cloud services evolve.
Data platforms evolve. Integration technologies evolve. Al capabilities evolve. Yet the en-
terprise still needs consistent answers to fundamental questions about ownership, trust,
security, interoperability, and business value. This chapter establishes the principles and
practices that provide that continuity.

65
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4.1 The Purpose of Enterprise Data Architecture

Enterprise Data Architecture exists to establish a coherent relationship between business
strategy, information, technology, and organizational responsibility. Its purpose is not
simply to document where data is stored. Its broader purpose is to ensure that enterprise
information can support business operations, analytics, decision-making, regulatory obli-
gations, digital experiences, and intelligent applications. A useful way to express the pur-
pose is:

Enterprise Data Architecture defines how an organization structures, manages, governs,
integrates, protects, and enables its information assets to support business outcomes.

This definition contains several important ideas.

Architecture Connects Business and Information

Business strategies depend on information. A customer strategy depends on customer in-
formation. A supply-chain strategy depends on supplier, inventory, order, and logistics
information. A risk strategy depends on exposure, transaction, customer, market, and
regulatory information. An Al strategy depends on many of the same information as-
sets. Therefore, data architecture must begin with business needs rather than technology
capabilities.

Architecture Establishes Coherence

Large enterprises rarely have the luxury of designing their information environment from
scratch. They inherit:

Legacy applications
Acquired companies
Departmental databases
Cloud services
Spreadsheets

External data sources
Analytical platforms

Duplicated information
Inconsistent definitions

Enterprise architecture provides a mechanism for making this complexity understand-
able. The objective is not necessarily to eliminate every difference. The objective is to es-
tablish sufficient coherence that the organization can operate and evolve without creating
uncontrolled fragmentation.
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Architecture Creates Decision Boundaries

Enterprise architecture also determines where consistency is required and where local
flexibility is appropriate. For example, an organization may require a common definition
of:

Customer
Legal entity
Product
Currency

Country
Financial account

At the same time, individual business units may be allowed to choose different analytical
tools or implementation technologies. This distinction is essential. Enterprise architec-
ture should not attempt to standardize everything. It should standardize what creates
enterprise value or reduces material risk.

Architecture Is an Enabling Discipline

Architecture is sometimes perceived as a control function whose primary purpose is to
prevent technology teams from making inconsistent decisions. That is only part of the
role. Good architecture should enable teams to move faster within clearly understood
boundaries. When standards, principles, reusable services, data contracts, security pat-
terns, and reference architectures are available, project teams do not need to reinvent
fundamental decisions repeatedly. Architecture therefore creates both control and accel-
eration.

4.2 Core Principles of Enterprise Data Architecture

Architecture principles are enduring statements that guide architectural decisions. They
should be sufficiently broad to survive technology change but sufficiently specific to in-
fluence real decisions. The following principles form a foundation for modern Enterprise
Data Architecture.

Principle 1: Data Is an Enterprise Asset

Enterprise data should be managed as an organizational asset rather than as the private
property of individual applications or departments. This does not mean every team must
have unrestricted access to every dataset. It means that information should be managed
according to its enterprise value, business ownership, risk, and intended use. A customer
record may be created by one application but consumed by many parts of the enterprise.
Therefore, architectural responsibility should extend beyond the system in which the
data happens to reside.
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Principle 2: Business Meaning Precedes Technical Representation

The enterprise should define important business concepts independently of the technol-
ogy used to store them. For example, the concept of “Customer” should not exist only as
a table called CUSTOMER in one application. The enterprise needs to understand:

What a customer means

What qualifies an entity as a customer

Which attributes describe the customer

Which systems create or update those attributes
Which business processes depend on them

This is the foundation of semantic consistency.

Principle 3: Data Ownership Must Be Explicit

Important enterprise information should have accountable ownership. Ownership does
not necessarily mean that a business owner personally manages databases. It means that
someone is accountable for decisions concerning:

e Meaning

Quality
Access

Lifecycle
e Usage

Policy

Change

Without ownership, data problems tend to become everyone’s responsibility and there-
fore nobody’s responsibility.

Principle 4: Data Should Be Fit for Purpose

There is no universal definition of perfect data. Data quality should be evaluated against
its intended business use. A dataset used for financial reporting may require extremely
high accuracy and reconciliation. A dataset used for exploratory experimentation may
tolerate greater uncertainty. The architectural objective is therefore not perfection for its
own sake. It is fitness for purpose.

Principle 5: Data Should Be Discoverable and Understandable

Data that cannot be found or understood has limited enterprise value. Users and appli-
cations need sufficient metadata to answer questions such as:

e What is this data?
e Who owns it?
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Where did it originate?
What does each field mean?
e How current is it?

What are the quality expectations?
Who can access it?

How has it been transformed?

Discovery and understanding are therefore architectural capabilities, not documentation
afterthoughts.

Principle 6: Security and Privacy Are Designed In

Security should not be added after the data architecture has been implemented. The ar-
chitecture should establish appropriate controls for:

e Identity

e Authorization

e Encryption

e Sensitive data

e Data classification
e Access

e Retention

e Masking

e Monitoring

e Auditability

Privacy requirements should similarly influence architecture from the beginning.

Principle 7: Reuse Should Be Preferred over Unnecessary
Duplication

When appropriate, trusted enterprise data capabilities should be reused rather than re-
peatedly recreated. However, reuse should not become an excuse for building an enor-
mous centralized repository that satisfies nobody’s requirements. The principle is better
expressed as:

Reuse trusted capabilities where doing so creates business value and reduces unnecessary
duplication.

Principle 8: Interoperability Is a Design Requirement

Enterprise data must be capable of moving across organizational and technological
boundaries. Interoperability includes:

e APIs
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Events

Data contracts

e Common semantics
Metadata
Integration standards

Exchange formats

A data product that cannot be understood or consumed outside the team that created it
has limited enterprise value.

Principle 9: Architecture Must Support Change

Enterprise architecture should assume that change will occur. Business models change.
Applications change. Cloud services change. Regulations change. Data products change.
Al capabilities change. Therefore, architectures should avoid unnecessary coupling and
should provide mechanisms for controlled evolution.

Principle 10: Trust Must Be Measurable

Trust should not be treated simply as a subjective perception. Where possible, organiza-
tions should establish measurable indicators such as:

e Completeness

e Accuracy

e Timeliness

e Consistency

e Validity

e Availability

e Lineage coverage
e Policy compliance

This creates a foundation for data observability and trust engineering.

Principle 11: Architecture Decisions Should Reflect Business Value

Architectural decisions have costs. A highly sophisticated architecture may provide little
value if the business problem is simple. Conversely, under-engineering a critical data
capability can create substantial operational and regulatory risk. The architect should
therefore consider:

value + risk + cost + complexity + change

rather than optimizing a single technical dimension.
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Principle 12: Al Is a Consumer and Producer of Enterprise Data

Modern Enterprise Data Architecture must recognize Al as part of the enterprise infor-
mation ecosystem. Al systems consume:

e Structured data
e Documents
Metadata
Events

Knowledge
Business rules

They may also produce:

e Classifications

e Predictions

e Generated content

e Recommendations

e Decisions

e Embeddings

e Extracted knowledge

These outputs should be governed according to their business purpose and risk.

4.3 Architecture Principles versus Standards and
Patterns

One of the most common sources of architectural confusion is the failure to distinguish
principles, standards, patterns, and technologies. They operate at different levels.

Principles
Principles describe what the organization believes should generally be true. Example:

Enterprise data must have accountable ownership.

Standards

Standards specify how consistency will be achieved in a defined area. Example:

Enterprise APIs must use the organization’s approved authentication and authorization
mechanisms.
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Patterns

Patterns describe repeatable architectural approaches to common problems. Examples
include:

Event-driven integration

Change data capture

Hub-and-spoke integration
Publish-subscribe

Data product architecture
API-based data access

Technologies

Technologies provide specific implementation mechanisms. Examples include:

Cloud databases
Streaming platforms

Object storage
Data warehouses

Lakehouse platforms

API gateways
Orchestration tools

The relationship can be represented as:

Principle — Standard — Pattern — Technology

Business N
strate Principle Standard Pattern Technology Outcome
W —> —> —> —>
what should be how consistency repeatable implementation
why . ) ) measured value
true is achieved approach mechanism

Principles outlast technologies: change flows down, traceability flows up

Figure 4.1 - From Principle to Implementation and Outcome

For example:

e Principle: Data should be interoperable.

Standard: Enterprise data exchanges must use approved interface and contract stan-
dards.
Pattern: Publish-subscribe event architecture.

Technology: An approved event-streaming platform.

This hierarchy is important because technologies change faster than principles. An archi-
tecture principle should not become obsolete simply because an implementation technol-
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ogy changes.

Avoiding Technology-Driven Principles

Consider the statement:

“The enterprise should use Platform X for all analytical workloads.”

This is not really a principle. It is a technology decision. A more durable principle might
be:

“Analytical platforms should provide scalable processing, governed access, appropriate secu-
rity, and measurable cost transparency.”

A particular technology can then be selected based on those requirements. This distinc-
tion protects the architecture from becoming overly dependent on current technology
trends.

4.4 Designing for Data Quality and Trust

Data quality is one of the most persistent challenges in enterprise architecture. Organiza-
tions often respond to data-quality problems through isolated cleansing projects. While
cleansing can be useful, it does not address the underlying architectural causes. Data
quality problems can originate from:

e Unclear definitions

e Poor source-system design

e Manual processes

e Inconsistent validation

e Duplicate data

e Integration failures

e Transformation errors

e Outdated reference data

e Uncontrolled schema changes

Therefore, data quality should be treated as an architectural property.

Dimensions of Data Quality

Common dimensions include:

Accuracy: Does the data correctly represent the real-world entity or event?

Completeness: Are required values present?

Consistency: Does the information agree across relevant systems?

Timeliness: Is the data available when it is required?
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e Validity: Does the data conform to defined rules and constraints?
e Uniqueness: Are duplicate records appropriately controlled?

Different use cases may place different levels of importance on each dimension.

Quality at the Source

A critical principle is that data quality should be addressed as close to the source as prac-
tical. If a customer address is repeatedly entered incorrectly in an operational system,
correcting it every night in the analytical environment treats the symptom rather than
the cause. This does not mean every quality problem must be solved in the source sys-
tem. Some transformations are legitimately analytical. But architects should distinguish
between correcting source problems and transforming data for a specific purpose.

Data Quality and Trust

Trust is broader than quality. A user may trust a dataset because they know:

e Where it came from
Who owns it

How it is transformed
e How current it is

What quality controls exist

What limitations apply

This means metadata and lineage contribute directly to trust. A high-quality dataset that
nobody understands may still be underused.

Trust as an Architectural Capability

Modern data platforms should increasingly provide mechanisms for:

e Quality monitoring

Lineage
Metadata
Anomaly detection

Freshness monitoring

Schema monitoring
e Usage monitoring

This moves the organization from periodic data-quality projects toward continuous trust
management.
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4.5 Designing for Security, Privacy, and Compliance

Enterprise data architecture must recognize that information carries different levels of
business value and risk. A public product description is not equivalent to sensitive cus-
tomer information. An internal operational metric is not equivalent to confidential finan-
cial information. Architectural controls should therefore be based on data classification
and business context.

Security Begins with Identity

A modern data architecture must establish clear answers to:

Who is requesting access?

What are they allowed to access?

Under what conditions?

For what purpose?
How is access monitored?

Identity and access management are therefore foundational architectural capabilities.

Least Privilege

Users and applications should receive only the access required for legitimate business
purposes. This principle becomes particularly important in distributed data environ-
ments because a single platform may contain information from many domains. Access
should be governed based on:

Role
Responsibility

Sensitivity

Purpose

Regulatory requirements
Business context

Protecting Sensitive Information

Sensitive information may require controls such as:

Encryption

Masking

e Tokenization

Anonymization

Pseudonymization

Row-level security

Column-level security
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e Controlled environments

The correct control depends on the business and regulatory context.

Privacy as an Architectural Concern

Privacy should influence decisions about:

e Data collection
e Data minimization
e Retention

e Access

e Sharing

e Downstream use

[ ]

Analytics

Al consumption

A common architectural mistake is to collect and retain information simply because stor-
age is inexpensive. The better question is:

What legitimate business purpose does this information serve, and what responsibilities arise
from retaining and using it?

Compliance and Architecture

Compliance requirements should not be treated solely as legal or audit activities. They
often translate into concrete architectural requirements. For example:

e Retention requirements influence lifecycle architecture
e Residency requirements influence workload placement
e Audit requirements influence logging and lineage

e Privacy requirements influence access and masking

Regulatory reporting requirements influence data lineage and reconciliation

Architecture therefore provides the mechanisms through which policy becomes opera-
tional.

4.6 Designing for Interoperability and Reuse

Modern enterprises operate across many technologies and organizational boundaries. In-
teroperability is therefore one of the central responsibilities of Enterprise Data Architec-
ture.
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Semantic Interoperability

Two systems can technically exchange data while still failing to understand one another.
For example, one system may use Customer, another Client, and a third Account Holder.
The terms may or may not represent the same business concept. Technical integration
without semantic alignment can therefore create false interoperability. The Enterprise
Data Architect must address both syntactic interoperability and semantic interoperabil-

ity.

Data Contracts

Data contracts provide an explicit agreement about the information exchanged between
producers and consumers. A contract may define:

Schema

Semantics

Required fields

Quality expectations

Versioning

Ownership
Compatibility
Security requirements

Contracts become increasingly important in distributed data environments because they
reduce implicit dependencies.

Reusable Enterprise Capabilities

The enterprise should identify capabilities that are valuable across multiple business ar-
eas. Examples may include:

Customer identity
Product reference data
Location reference data

Enterprise classification

Authentication
e Metadata

e Lineage

e Event services

These capabilities can become shared architectural building blocks.

Reuse versus Centralization

Reuse does not necessarily require a centralized architecture. A reusable capability can
be:
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e A centralized service

e A domain-owned data product
e An API

e An event stream

e A governed shared dataset

The architectural question is:
What is the most sustainable way to provide this capability to multiple consumers?

This avoids the false choice between “centralize everything” and “decentralize every-
thing.”

4.7 Designing for Change and Evolution

The modern enterprise data environment must be designed for continuous change. This
is particularly important in an era of rapid Al and cloud evolution. An architecture that
works today may become constrained tomorrow if it creates excessive coupling.

Loose Coupling

Systems should depend on explicit contracts rather than undocumented internal imple-
mentation details. This makes it possible to change one component without forcing si-
multaneous changes across the enterprise.

Versioning

Interfaces and data products need mechanisms for controlled evolution. A change to a
field definition can affect:

Pipelines

Reports

Applications

Al systems

Regulatory processes

Versioning allows change to be introduced deliberately.

Backward Compatibility

Where practical, producers should avoid breaking existing consumers without a con-
trolled migration path. This becomes particularly important in event-driven and API-
based architectures.
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Architectural Fithess

Architecture should be evaluated continuously. Questions include:

e Does the architecture still support the business?
Are costs increasing faster than value?

Are dependencies becoming excessive?

Are quality problems increasing?

Can new use cases be implemented efficiently?
Is the architecture supporting Al requirements?

Are governance controls still effective?

Architecture should therefore be treated as a living system rather than a document pro-
duced once.

Designing for Technological Uncertainty

Enterprise architects rarely know which technologies will dominate several years into
the future. The response should not be to predict the future perfectly. Instead, architects
should create optionality. Examples include:

e Open interfaces

Portable data formats where practical
Clear contracts

Modular services

Separation of business semantics from implementation
Well-defined architecture boundaries

The goal is not complete technology independence. The goal is to avoid unnecessary de-
pendence on any single technology where that dependence creates strategic risk.

4.8 Architecture Governance and Decision-Making

Architecture principles are valuable only when they influence actual decisions. Gover-
nance provides the mechanism for translating principles into practice.

Governance Is Decision-Making

Architecture governance should not become a process of reviewing every technical deci-
sion. Its purpose is to make important architectural decisions explicit. Examples include:

Which data is authoritative?
Who owns a domain?

Which integration pattern should be used?

What security classification applies?
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Where should a workload operate?

What information should become a data product?
Which capabilities should be shared?
Which technology exceptions are justified?

Architecture Decision Records

A useful practice is to capture significant decisions in concise architecture decision
records. A decision record should explain:

e The problem
The context

Options considered
e Decision
Rationale

e Consequences

Assumptions
Review conditions

This is valuable because organizations otherwise lose architectural knowledge when peo-
ple or projects change.
Architecture Review Should Be Risk-Based

Not every decision requires the same level of governance. A low-risk internal application
should not require the same architectural process as:

A critical customer platform

A regulatory data capability

A highly sensitive information system

An enterprise-wide data product
e An Al system influencing significant business decisions

Governance should therefore be proportional to risk and enterprise impact.

Exceptions Are Part of Governance

No enterprise architecture principle can be applied perfectly in every circumstance.
Legacy systems may prevent immediate compliance. A specialized business requirement
may justify an exception. An acquisition may introduce a temporary architectural incon-
sistency. The existence of an exception is not necessarily a governance failure. The failure
occurs when exceptions are:

e Undocumented
e Permanent by accident
e Invisible
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e Repeated without learning

e Allowed to undermine the principle itself

A mature governance model records exceptions, establishes ownership, and defines re-

view conditions.

Practical Artifact: Enterprise Data Architecture
Principles Catalog

The following catalog can be used as a starting point for an enterprise architecture team.
It should be adapted to the organization’s strategy, risk profile, regulatory environment,
and technology landscape.

Principle

Intent

Architectural
Implication

Typical Evidence

Data is an enterprise
asset

Business meaning
precedes technical
representation

Data ownership is
explicit

Data is fit for purpose

Data is discoverable

Security and privacy
are designed in

Reuse trusted
capabilities

Interoperability is
designed in

Architecture supports
change

Treat information as an
enterprise capability

Establish consistent
enterprise semantics

Establish
accountability

Align quality with
business use

Make information
usable

Protect information
throughout its lifecycle

Reduce unnecessary
duplication

Enable enterprise
information flow

Enable controlled
evolution

Ownership and
lifecycle must extend
beyond individual
applications

Business concepts
should be defined
independently of
physical storage

Critical domains and
products have
accountable owners

Quiality requirements
are defined according
to use cases

Metadata and catalog
capabilities are
required
Classification and
access controls are
architectural
requirements

Shared capabilities
and products should
be identified

APIs, events,
contracts, and
semantics are
explicitly designed
Versioning and loose
coupling are required

Data ownership model

Glossary, conceptual
models

Ownership register

Quality rules and

metrics

Data catalog

Security model

Reuse assessment

Interface standards

Versioning strategy
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Principle

Intent

Architectural
Implication

Typical Evidence

Trust is measurable

Architecture reflects
business value

Al is part of the data
ecosystem

Make data reliability
visible

Balance value, risk,

cost, and complexity

Prepare information
for intelligent use

Quality, lineage,
freshness, and
observability should
be measured

Architecture decisions
require business
context

Data architecture must
support Al

Trust dashboard

Decision records

Al data-readiness
assessment

consumption and
governance

How to Use the Catalog

The catalog should not remain a document stored on an architecture team’s shared drive.
It should become part of the organization’s architecture practice. For each principle, the
architecture team should determine:

. What does the principle mean in this organization?
. Which business areas does it apply to?

. What standards support it?

Which architectural patterns implement it?

How is compliance measured?

What exceptions are permitted?

. Who owns the principle?

. How often should it be reviewed?

RS NG T SV SR

This transforms principles from statements of intent into operational architecture.

Applying the Principles: Meridian Financial Group

Meridian Financial Group provides a useful example of why principles matter. Merid-
ian’s architecture team has historically operated in a decentralized environment. Differ-
ent business units have selected different technologies. Different applications maintain
customer information. Analytical teams have created their own datasets. Cloud adop-
tion has accelerated the number of data environments. Al teams are beginning to build
applications using enterprise information. The organization therefore needs more than
a target-state diagram. It needs architectural principles that help teams make consistent
decisions. Consider the question of customer data. Meridian could establish the princi-

ple:
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Customer information is an enterprise asset with accountable domain ownership.

That principle would lead to several architectural consequences. The enterprise would
need to define the meaning of customer. A business domain would need accountable
ownership. Authoritative customer attributes would need to be identified. Data products
could expose approved customer information to consumers. Applications could continue
maintaining operational customer records where appropriate, but their relationship to
enterprise customer information would become explicit. Similarly, Meridian could apply
the principle:

Data products must provide sufficient metadata, lineage, quality information, and access
controls for their intended consumers.

This would change the organization’s definition of a “dataset.” A dataset would no longer
be considered complete merely because it could be queried. It would need to be under-
standable and governable. For Al, Meridian might apply:

Enterprise Al applications must consume appropriately governed enterprise information
and maintain traceable relationships to the information used to generate business outputs.

This creates a direct architectural connection between traditional data governance and
Al architecture. The principles therefore become the bridge between strategic intent and
technical implementation.

Key Takeaways

Enterprise Data Architecture requires more than technology standards and reference ar-
chitectures. It requires enduring principles that guide decisions across changing environ-
ments. The most important lessons are:

1. Architecture exists to connect business strategy with information and technology.
The architect’s starting point should be business value, not technology selection.

2. Data should be treated as an enterprise asset. Applications may create and manage
data, but important information often has value far beyond a single system.

3. Business meaning must remain distinct from physical implementation. Enterprise
semantics provide stability even when technologies and applications change.

4. Ownership, quality, security, and trust must be explicit. These characteristics should
be designed into the architecture rather than addressed only after problems appear.

5. Interoperability and reuse are strategic capabilities. Data must be capable of moving
across domains and technologies while preserving meaning and governance.

6. Architecture must be designed for change. Cloud, Al, business models, and regula-
tory requirements will continue to evolve.

7. Governance should enable decisions rather than create bureaucracy. Architecture
governance should focus attention on decisions that materially affect enterprise value,
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risk, and long-term flexibility.

8. Architecture principles provide continuity in an environment of technological
change. The specific platforms used by an enterprise may change repeatedly. The ar-
chitectural principles should provide the stable foundation from which those changes
can be evaluated.

Architect’s Reflection

The strongest Enterprise Data Architects are not necessarily the people who know the
largest number of technologies. They are the people who can establish clarity when the
organization faces competing priorities. A business unit wants speed. Security wants con-
trol. Finance wants cost discipline. Data teams want flexibility. Application teams want
autonomy. Executives want measurable business value. Al teams want rapid access to in-
formation. Regulators want accountability. All of these requirements are legitimate. Ar-
chitecture exists partly to create a coherent way of balancing them. That is why principles
matter.

A principle such as “data is an enterprise asset” sounds simple. Its real value appears
when an organization must decide whether a business unit should create another inde-
pendent customer database. A principle such as “security and privacy are designed in”
becomes meaningful when a new Al application requests access to sensitive customer
information. A principle such as “architecture supports change” becomes meaningful
when a critical platform must be replaced without disrupting dozens of dependent sys-
tems. Architecture principles are therefore not statements for presentation slides. They
are decision tools. The Enterprise Data Architect should constantly ask:

What decision would change if we truly believed this principle?

If the answer is “nothing,” the principle may not be sufficiently actionable. A mature ar-
chitecture practice turns principles into standards, standards into patterns, patterns into
implementations, and implementations into measurable outcomes. That is how Enter-
prise Data Architecture moves from documentation to organizational capability.



Designhing the Modern Enterprise
Data Architecture

Part IT moves from context to design. It examines the architectural building
blocks of the modern enterprise data ecosystem: enterprise information
architecture and data modeling, cloud-native platforms, data lakes, ware-
houses, and lakehouses, integration architecture, data engineering and
platform architecture, and the data products and domain-oriented mod-
els that make information reusable.

The central question of Part Il is: what does modern enterprise data architecture
look like? The chapters answer it as a progression. Information architecture
establishes meaning. Cloud and lakehouse platforms provide the founda-
tion. Integration moves information. Engineering turns movement into re-
liable operational capability. Data products make that capability reusable
and accountable.






CHAPTER S5

Enterprise Information
Architecture and Data
Modeling

Enterprise Data Architecture becomes tangible when an organization begins to define
what its information actually means. The previous chapter established the principles that
should guide enterprise data architecture. Those principles provide direction, but they
must eventually be translated into models, domains, entities, relationships, information
flows, and data structures. This is where Enterprise Information Architecture and Data
Modeling become essential. An enterprise cannot effectively manage information if it
does not understand the information itself:

What is a customer?

What is an account?

What is a product?

What constitutes a transaction?
What is an order?

What is a legal entity?

What is a risk exposure?

What is an employee?

These questions appear simple, but in large organizations they frequently produce differ-
ent answers across business units and applications. One system may define a customer
according to an active account relationship. Another may define a customer as any person
who has interacted with the organization. A third may distinguish between individual
customers and organizations. A fourth may maintain its own customer identifier. None
of these definitions is necessarily wrong within its local context. The architectural prob-
lem arises when the enterprise needs to combine information across those contexts. This
is the fundamental purpose of Enterprise Information Architecture:

87
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To establish a coherent view of the information that the enterprise needs, the meaning of
that information, the relationships among information concepts, and the way information is
represented and used across the organization.

Data modeling provides the techniques through which that architecture can be ex-
pressed. In the modern enterprise, however, data modeling cannot be limited to relational
database design. Enterprise information may exist in:

e Relational databases
e APIs

e Event streams
Documents

Object stores
Analytical platforms
Graph databases
Knowledge graphs

Data products

Al retrieval systems

The architect therefore needs a broader perspective. The objective is not to create one enor-
mous enterprise data model. The objective is to establish enough shared understanding
and structure that information can remain coherent across business domains, applica-
tions, platforms, analytics, and Al

5.1 From Data Architecture to Information Architecture

Data architecture and information architecture are closely related, but they are not identi-
cal. Data architecture focuses strongly on the structure, movement, management, storage,
governance, and integration of data. Information architecture begins one level above the
technology and asks:

What information does the enterprise have, what does it mean, how is it related, and how
does it support the business?

This distinction is important. Consider the following concepts:

Customer

Account
Product
Transaction

e Employee

These are business concepts before they are database tables. A database may contain a
table called CUSTOMER. But the table does not define the complete enterprise mean-
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ing of customer. The enterprise information architecture must establish the conceptual
understanding first.

Information as a Business Representation

Information represents things that matter to the business. These may be:

e People

e Organizations
e Products

e Locations

e Assets

Transactions
Events
Agreements
Relationships
Policies

Documents

Information architecture establishes the relationships among these concepts. For exam-
ple:

Customer — owns — Account

Customer — places — Order
Order — contains — Product

Transaction — affects — Account

Employee — belongs to — Organization

These relationships are meaningful independently of whether the underlying implemen-
tation uses relational tables, APIs, events, documents, or graph structures.

The Importance of a Shared Information Language

Large enterprises often suffer from what can be called semantic fragmentation. Different
teams use the same word to mean different things. Different words may be used to de-
scribe the same concept. Business terminology may differ from application terminology.
Technical terminology may differ from business terminology. This creates friction in:

Integration

Reporting

Analytics
Governance

Regulatory reporting

Data products

Al applications
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Enterprise Information Architecture provides a mechanism for reducing that fragmenta-
tion. It does not require every team to use identical physical structures. It establishes a
shared conceptual language where common understanding matters.

5.2 Business Domains and Information Domains

One of the most important decisions in enterprise information architecture is determining
how information should be organized. A common approach is to organize information
around business domains. A domain represents an area of business responsibility and
knowledge. Examples in a financial services organization might include:

e Customer
e Account

e Product

e Payment

e Transaction
e Risk

e Finance

e Employee
e Compliance
e Marketing

The exact domains will differ by organization. The important point is that domains
should reflect meaningful business responsibilities rather than simply mirroring appli-
cation boundaries.

Why Application Boundaries Are Not Enough

Suppose an enterprise has five applications that each maintain customer information. A
purely application-oriented architecture might treat these as five separate data domains.
That can reinforce fragmentation. A business-oriented architecture instead asks:

What customer information does the enterprise need, and which parts of the organization
are responsible for creating, maintaining, and consuming it?

This leads to a more durable architectural structure. Applications may change. Business
domains tend to evolve more slowly.

Information Domains

An information domain can be thought of as a logical grouping of related enterprise
information for which there is meaningful business ownership and architectural respon-
sibility. A domain may contain:

e Core entities
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e Attributes

e Relationships

e Events

e Reference data

e Documents

e Metrics

e Derived information
e Data products

For example, a Customer domain could include:

Core entities

e Individual
e Organization
e Customer Relationship

Supporting information

e Address
e Contact Method
e Customer Segment

Events

Customer Created

Customer Updated
Customer Onboarded

Customer Interaction

Data products

e Customer Master
e Customer Profile
e Customer Interaction History

This provides a much richer architectural view than simply identifying a customer
database.

Domain Boundaries

Domain boundaries should answer practical questions:
Who understands the information?

Who creates it?

Who is accountable for its quality?

Who changes its definition?
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e Who consumes it?
e What business processes depend on it?

The boundary should be clear enough to establish accountability but flexible enough to
support collaboration.

Domain Ownership Does Not Mean Isolation

A domain should not become an information silo. A Customer domain may need to in-
teract with:

Account
Product
Payment

e Risk
Marketing

Compliance

The purpose of domain architecture is therefore not to eliminate relationships. It is to
establish clear ownership while preserving interoperability.

5.3 Enterprise Entities and Business Concepts

Once information domains have been identified, the architect must determine the impor-
tant business entities within those domains. An entity represents something about which
the enterprise needs to maintain information. Examples include:

e Customer
e Account
Product
Order
Payment
Employee
Supplier
Contract

The challenge is that entities often have different representations in different systems.

Enterprise Entity versus System Entity

One system may have an entity called Customer. Another may have Client, another Party,
and another may distinguish between Person and Organization. The architect must deter-
mine whether these represent:

e The same concept
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e Related concepts
e Specialized concepts
e Fundamentally different concepts

This is a semantic question before it is a technical question.

The Importance of Identity

Entity identity is one of the most difficult challenges in enterprise information architec-
ture. An enterprise may know the same real-world person through:

A customer ID

An account number
An email address
A loyalty number
A policy number

A digital identity

These identifiers may all represent different relationships with the same underlying entity.
Enterprise architecture therefore needs to distinguish between the identity of the real-
world entity and the identifiers used by individual systems.

This is one of the reasons Master Data Management becomes important in large enter-
prises.

Golden Records and Authoritative Attributes

Organizations often use the concept of a “golden record” to describe a trusted represen-
tation of an entity. However, architects should use this concept carefully. There may not
be one system that is authoritative for every attribute. For example:

e Customer legal name may be mastered by one system.
e Contact preferences may be maintained by another.

e Risk classification may be owned by a risk system.

e Marketing segmentation may be derived analytically.

The enterprise therefore may need to establish attribute-level authority rather than as-
sume that one system owns the entire entity.

Business Concepts versus Physical Entities

A business concept can have multiple physical representations. For example, the business
concept Customer may appear as:

e Relational tables
e API resources
e Event schemas
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Analytical dimensions

Data-product structures

Graph nodes
Al retrieval metadata

The enterprise information architecture provides the conceptual anchor connecting these
representations.

5.4 Conceptual, Logical, and Physical Data Models
Data modeling traditionally uses three complementary levels:

1. Conceptual model
2. Logical model
3. Physical model

Each serves a different purpose.

Conceptual Data Model

The conceptual model describes the major business concepts and their relationships. For
example: a Customer owns an Account, and an Account records Transactions.

The conceptual model is intentionally independent of technology. Its purpose is commu-
nication and shared understanding. It should be understandable to:

e Business leaders

Subject-matter experts
Architects
Data professionals

Logical Data Model

The logical model adds greater detail. It may identify:

Attributes
Relationships

Cardinality

Keys
Classifications

e Business rules
For example, the Customer entity might include:

e Customer ID
e Customer Type
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Customer Status

Legal Name
e Preferred Name
Effective Date

The logical model remains relatively independent of a specific database implementation.

Physical Data Model

The physical model represents how the information is implemented in a particular tech-
nology. It may define:

e Tables

e Columns

e Indexes

e Partitions

e Storage structures
e Data types

e Constraints

A physical model may differ across technologies while remaining aligned with the same
logical model.

Why All Three Matter

The three levels provide different forms of architectural communication. The conceptual
model answers:

What does the business care about?

The logical model answers:
How is that information logically organized?
The physical model answers:

How will this specific technology implement it?

Confusing these levels can create architectural problems. If physical structures become
the primary representation of enterprise meaning, technology decisions begin to define
business concepts. The preferred direction is:

Business meaning - Conceptual model - Logical model - Physical implementation
not:

Database structure - Inferred business meaning
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Conceptual model Logical model Physical model

Business concepts Entities & attributes Tables, documents, events
Relationships in business terms Keys, cardinality, rules Indexes, partitions, types
Audience: business & architects Audience: architects & modelers Audience: engineers

f Technology-independent ) Platform-independent Technology-specific

Business meaning - conceptual - logical - physical (not the reverse)

Figure 5.1 - Conceptual, Logical, and Physical Data Modeling

5.5 Canonical Models and Shared Enterprise Concepts

Large enterprises frequently face another architectural question:
Should there be a canonical enterprise data model?

The answer requires nuance. A canonical model can provide significant value when the
enterprise needs consistent representations for widely shared concepts. For example:

e Customer
Product
Account

Location
Legal Entity
Currency

However, attempting to create one massive canonical model for every business concept
can become difficult to maintain and disconnected from real business needs.

The Value of Canonical Concepts

Canonical models are most useful when they establish stable enterprise concepts for high-
value shared information. For example, an enterprise may define Customer as a business
concept with:

e Enterprise identity

Customer type
Lifecycle status
Relationships
Key attributes
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Individual systems can then map their local representations to the enterprise concept.
This creates a bridge between local autonomy and enterprise consistency.

Canonical Does Not Mean Identical

The goal is not necessarily to force every system to use the same physical structure. In-
stead, the enterprise can establish:

e Common meaning

e Common identifiers where appropriate

e Common definitions

e Mappings between local and enterprise representations

This approach allows local optimization while preserving enterprise interoperability.
When Canonical Models Become Counterproductive
A canonical model becomes problematic when:

e It attempts to represent every possible business concept
e It is controlled only by a central architecture team

Changes require excessive governance

Business domains cannot evolve independently

Physical implementation is forced to match the canonical structure
A useful principle is:

Standardize shared meaning where it creates enterprise value; allow local implementation
freedom where enterprise consistency is not required.

5.6 Reference Data, Master Data, and Transactional
Data

Enterprise information architecture must also distinguish among different categories of
enterprise information. Three important categories are:

e Master data
e Reference data
e Transactional data

Master Data

Master data represents important business entities that are shared across processes. Ex-
amples include:
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Customer
Product
Supplier

e Employee
e Legal Entity

Master data generally changes relatively slowly compared with transactional information,
although this varies by domain.

Reference Data
Reference data provides controlled classifications and codes. Examples include:

e Country codes
e Currency codes

Transaction types

Customer classifications

Risk categories

Industry classifications

Reference data is often small in volume but high in semantic importance. A mismatch in
reference values can make otherwise compatible datasets difficult to combine.

Transactional Data

Transactional data records business events and activities. Examples include:

e Payments
e Orders
e Purchases
e Transfers
Claims

Shipments

Transactions provide the history of what happened.
The Relationship Among Them

Consider a financial transaction. It may reference:

Customer

Account
Product
Currency

Transaction Type
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The transaction is therefore dependent on master and reference information. Together,
master data, reference data, and transactional data provide the information necessary
to understand business activity.

5.7 Data Modeling in the Modern Data Landscape

Traditional data modeling remains important, but modern data environments require a
broader set of modeling approaches.

Relational Modeling

Relational modeling remains valuable for:

Transactional systems

Financial data

Structured operational information
Analytical workloads

Its strength lies in explicit structure and well-defined relationships.

Dimensional Modeling

Dimensional models remain useful for analytical consumption. They organize informa-
tion around:

e Facts
e Dimensions
e Measures

For example, a Transaction fact may be analyzed by:

Customer
Product
Date
Location
Channel

Data Vault and Historical Modeling

Some enterprises use specialized modeling approaches to manage historical integration
and traceability across complex source environments. The architectural choice should be
driven by the problem being solved rather than by methodology preference.



100 THe ENTerpRIise DATA ARCHITECT IN THe Ace of Al

Event Modeling

Modern enterprises increasingly need to model events. Examples include:

e Customer Registered
e Payment Initiated

e Payment Completed
e Account Closed

Events are particularly important for streaming and event-driven architectures.

Document Modeling

Documents require different approaches to representation. A document may contain:
o Text

Metadata
Entities

Relationships

e Versions

e Permissions

e Lifecycle information

For Al applications, additional metadata may be required to support:

e Retrieval
Classification
Chunking

Source attribution

e Access control

Graph Modeling

Graph models are useful when relationships themselves are central to the business prob-
lem. Examples include:

Customer relationships
Ownership
Organizational structures
Supply chains

Fraud networks

Knowledge relationships

Graph structures become increasingly relevant as enterprises build knowledge graphs
and semantic architectures.
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Al-Oriented Representations

Modern Al introduces additional representations such as:

Embeddings
Vector representations

Features

Prompts
Model inputs
Evaluation datasets

Retrieved context

These are not replacements for traditional enterprise models. They are additional rep-
resentations built for particular computational purposes. The architect must therefore
maintain a distinction between enterprise meaning and technology-specific representa-
tion.

[ Relational table J

[ Feature set ] [ APl resource }

Customer

(enterprise concept)

[ Retrieval metadata Event schema ]

[ Graph node ] [ Analytical dimension ]

[ Data product ]

Figure 5.2 - One Enterprise Concept, Many Representations

5.8 Data Modeling for Analytics and Al

The emergence of Al adds a new dimension to enterprise data modeling. Traditional
analytics often requires information to be structured for:

Aggregation

Filtering

Historical analysis

Statistical processing
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Al applications may require information to be structured for:

Retrieval

Context

Semantic similarity
Reasoning
Classification
Generation

Decision support

This does not mean that enterprises need to create completely separate information ar-
chitectures for Al Instead, Al creates new consumption patterns.

Contextual Modeling

An Al application may need to combine:

e Customer attributes
e Recent transactions
e Product information
e Policy documents

e Interaction history
Business rules

These sources may have different structures. The architecture must therefore provide a
mechanism for assembling them into meaningful context.

Metadata Becomes Increasingly Important

Al systems benefit from metadata that describes:

e What information represents
e Where it originated

e When it was created

e Who owns it

e How it can be used

What restrictions apply

Metadata therefore becomes an important bridge between traditional data architecture
and Al architecture.

Semantic Consistency Matters

Suppose an Al assistant is asked:
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What products does this customer currently hold?

If one system defines an active product differently from another, the Al application may
retrieve contradictory information. The model itself may not be the source of the prob-
lem. The underlying information architecture is. This is why Al readiness begins with
enterprise information clarity.

5.9 From Enterprise Models to Data Products

Data modeling provides the foundation for data products. A data product should not
simply expose a collection of tables. It should expose information with understandable
business meaning. For example, a Customer Profile data product might provide:

e Enterprise customer identifier

Customer type
Status
Contact information

Segmentation
Effective dates

Quality indicators

e Lineage
e Ownership information

The model provides the structure. The data product provides the usable enterprise capa-
bility.

Data Contracts and Models

A data product should define an explicit contract with consumers. The contract may in-
clude:

e Schema

e Semantics
Quality
Availability
Freshness

Versioning
Access rules

This reinforces an important architectural principle:

A data model should describe information; a data product should make that information
reliably consumable.
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Model Evolution

As data products evolve, their underlying models must also evolve. Changes should be
managed carefully because consumers may include:

Applications

Analytical pipelines
Dashboards
Machine learning models

e Alagents

This makes data-model governance increasingly important.

5.10 Enterprise Information Architecture at Meridian
Financial Group

Meridian Financial Group illustrates why enterprise information architecture is neces-
sary. The organization has several customer-related applications resulting from years of
growth and acquisitions. One application maintains customer information for retail bank-
ing. Another manages commercial customers. A third supports wealth management. A
fourth manages digital customer interactions. Each system has its own customer identi-
fier and representation. The result is a fragmented view of customer information. The
architecture team begins by identifying the Customer as an enterprise information do-
main. It then identifies several important concepts:

Person
Organization

Customer Relationship
Account

Product

Interaction

The team distinguishes the conceptual model from the physical implementations. The en-
terprise concept of Customer does not require every application to use the same database
structure. Instead, the architecture establishes:

e Common business definitions

Enterprise identity relationships

Ownership

Mappings to local systems
Authoritative attributes

Data-product interfaces

Meridian then defines a Customer Profile data product that provides trusted information
to authorized consumers. Analytics teams can use the product for segmentation. Digital
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applications can use it for customer context. Risk teams can use approved customer at-
tributes. Al applications can retrieve authorized customer information together with rel-
evant documents and interaction history. The architecture therefore creates a common
information foundation without requiring every system to be replaced. This is a critical
characteristic of effective Enterprise Data Architecture. The architecture creates coher-
ence without requiring uniformity everywhere.

Practical Approach: Building an Enterprise Information
Model

An enterprise information model should be developed incrementally. A useful approach
consists of the following steps.

Step 1: Identify Strategic Business Capabilities

Start with the capabilities that matter most to the enterprise strategy. Examples might
include:

Customer management

Product management

Financial management

Risk management

Supply-chain management

Step 2: Identify Major Information Domains

Determine the information domains that enable those capabilities.

Step 3: Identify Core Business Concepts

Within each domain, identify the major entities and concepts.

Step 4: Establish Definitions

Define the concepts in business language. Avoid beginning with database structures.

Step 5: Establish Relationships

Determine how the concepts relate.

Step 6: Identify Ownership

Determine who is accountable for each important domain or information asset.
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Step 7: Map Existing Systems

Identify how current applications represent the concepts.

Step 8: Identify Authoritative Sources

Determine which systems or processes are authoritative for important information and
attributes.

Step 9: Identify Reusable Data Products

Determine which information should be exposed as reusable enterprise capabilities.

Step 10: Connect to Analytics and Al

Identify how the information will support:

Reporting
Analytics
Machine learning
Generative Al

Intelligent applications

This approach avoids attempting to model the entire enterprise in one exercise. Instead,
the model evolves around business priorities.

Key Takeaways

Enterprise Information Architecture provides the conceptual foundation for Enterprise
Data Architecture. Several principles are particularly important.

1. Information architecture begins with business meaning. Enterprise concepts
should be defined independently of individual applications and technologies.

2. Business domains provide useful boundaries for organizing information. Domains
establish responsibility while allowing interoperability across the enterprise.

3. Entities must be distinguished from their application-specific representations. A
business entity may exist in many systems without requiring those systems to use
identical structures.

4. Conceptual, logical, and physical models serve different purposes. The conceptual
model establishes business understanding, the logical model establishes structure,
and the physical model describes implementation.

5. Canonical models should be used selectively. Shared concepts are valuable where
enterprise consistency creates value, but excessive centralization can become a con-
straint.

6. Master data, reference data, and transactional data must be understood together.
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They provide different but interconnected forms of enterprise information.
7. Modern data modeling extends beyond relational structures. Events, documents,
graphs, data products, and Al-oriented representations are increasingly important.
8. Enterprise information architecture is a foundation for Al. Al applications depend
on meaningful, governed, contextualized enterprise information.

Architect’s Reflection

Data modeling is sometimes treated as a technical discipline that belongs primarily to
database specialists. That view is too narrow. At the enterprise level, data modeling is
fundamentally an exercise in making the business understandable through informa-
tion. When an architect defines Customer, Account, Product, Transaction, or Risk, the
architect is not merely defining database entities. The architect is helping the organiza-
tion establish a shared understanding of how the business works. That is why enterprise
information architecture deserves executive attention. A database can be redesigned. An
application can be replaced. A cloud platform can be migrated. But if the enterprise has
fundamentally different understandings of its most important business concepts, tech-
nology modernization alone will not solve the problem. The modern Enterprise Data
Architect therefore has to operate across three worlds:

e Business meaning: What does the organization mean by the information?

e Architectural structure: How should the information be organized and related?

e Technology representation: How should the information be implemented for a par-
ticular workload?

Keeping those three perspectives connected is one of the most important architectural
disciplines in the modern enterprise. The objective is not to create the largest data model.
It is to create the right level of shared understanding. That understanding becomes the
foundation for integration, data products, analytics, governance, and ultimately enter-
prise intelligence.
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CHAPTER 6

Cloud-Native Enterprise Data
Architecture

Cloud computing has fundamentally changed how enterprises design, build, operate,
and evolve their data architectures. The change is larger than moving databases and ap-
plications from company-owned data centers to cloud infrastructure. Cloud introduces
new architectural capabilities: elastic computing, virtually unlimited storage, managed
services, distributed processing, event-driven architectures, automation, infrastructure
as code, and consumption-based economics.

At the same time, cloud introduces new architectural responsibilities. Data may be dis-
tributed across regions, accounts, subscriptions, providers, and services. Security bound-
aries become more dynamic. Costs become closely tied to architectural decisions. Plat-
form teams must balance standardization with developer and domain autonomy. Enter-
prises must also determine which capabilities should be centralized, which should be
distributed, and which should remain portable.

For the Enterprise Data Architect, cloud therefore represents both an implementation
environment and an architectural paradigm. The central question is no longer:

Where should the enterprise store its data?

It becomes:

How should the enterprise design data capabilities so that information can be securely stored,
processed, governed, shared, and used at enterprise scale in an increasingly cloud-based
environment?

This chapter examines the architectural principles and patterns required to answer that
question.

109
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6.1 From Traditional Data Architecture to Cloud-Native
Architecture

Traditional enterprise data architecture evolved around infrastructure that was relatively
fixed. Organizations typically purchased database servers, storage systems, networking
equipment, backup infrastructure, and specialized appliances. Capacity planning was
performed months or years in advance. Database platforms were carefully selected be-
cause changing them could be expensive and disruptive.

Architectural decisions were consequently shaped by physical constraints. Storage capac-
ity mattered because storage had to be purchased. Compute capacity mattered because
processors had to be provisioned. Network bandwidth mattered because physical net-
work infrastructure had finite capacity. Data centers mattered because applications and
data had to be located within physical facilities. Cloud computing changes these assump-
tions.

Compute and storage can be provisioned programmatically. Infrastructure can scale dy-
namically. Managed services can replace portions of infrastructure operations. Data can
be replicated across locations. Processing can be distributed across clusters and services.
This does not eliminate architectural constraints. It changes them. The Enterprise Data
Architect must now consider:

Service selection
Scalability
Elasticity
Distributed data
e Cloud security

e Identity and access

e Network architecture
e Data residency

e Resilience

e Observability

e Cost management

e Service dependencies
e Automation

e Portability

e Operational ownership

Cloud-native architecture therefore should not be confused with simply using cloud ser-
vices. A system can run in the cloud and still behave like a traditional data-center archi-
tecture. A cloud-native architecture takes advantage of cloud characteristics while delib-
erately managing their consequences.

Cloud Migration versus Cloud-Native Architecture

These concepts are related but not equivalent.
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Concept Primary objective

Cloud migration Move existing workloads to cloud environments

Cloud modernization Improve existing workloads using cloud
capabilities

Cloud-native architecture Design systems around cloud-native operating
characteristics

Cloud data architecture Organize enterprise data capabilities across
cloud environments

Cloud-native data architecture Design data capabilities to exploit cloud
elasticity, automation, distribution, and managed
services

A database moved from an on-premises server to a virtual machine in the cloud may tech-
nically be a cloud workload. It is not necessarily a cloud-native data architecture. The dis-
tinction matters because migration without architectural redesign can simply reproduce
existing limitations in a different infrastructure environment.

6.2 Cloud as an Enterprise Data Architecture
Foundation

Cloud provides a broad set of capabilities that can become foundational components of
an enterprise data architecture. At a high level, these capabilities can be grouped into
several architectural layers.

6.2.1 Storage

Cloud storage provides highly scalable repositories for structured, semi-structured, and
unstructured information. Examples include:

Object storage

Managed relational databases
Distributed databases

File systems

Analytical storage

Specialized data stores

Object storage has become particularly important in modern data architectures because it
provides a durable foundation for large-scale data estates. However, the Enterprise Data
Architect should avoid treating storage as architecture. A storage service is a capability.
Architecture determines how that capability is used.
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6.2.2 Compute

Cloud provides multiple computing models:

Virtual machines

Containers

Serverless functions

Managed distributed processing

Specialized analytical compute
GPU and accelerator infrastructure

The architectural decision is not simply which compute service to use. The more impor-
tant question is:

What processing characteristics does the workload require?

For example, an ingestion workload may require event-driven processing, while a large
analytical transformation may require distributed compute. An Al inference workload
may have very different compute characteristics from a nightly financial reporting pro-
cess.

6.2.3 Networking

Modern enterprise data architectures depend heavily on networking. Data platforms in-
creasingly integrate:

e Applications

e APIs

e Event streams

e Databases

e Analytical platforms
e Al services

e External partners

e Saa$S applications

Network architecture therefore becomes part of data architecture. Latency, bandwidth,
isolation, routing, private connectivity, and cross-region traffic can directly affect data-
platform performance, security, and cost.

6.2.4 Identity

Identity is one of the most important foundations of cloud data architecture. Traditional
architectures often relied heavily on network boundaries. Cloud architectures increas-
ingly rely on identity-based controls. The architect must therefore understand:

e Human identities
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Application identities
Service identities
Roles

Policies

Privileged access
Workload identity
Machine-to-machine authentication

A modern data architecture should make access decisions based on who or what is re-
questing access, what they are trying to access, and under what conditions.

6.2.5 Managed Services
Cloud providers offer managed capabilities for many data functions. These may include:
Databases

Data warehouses
Streaming

Integration
Orchestration

e Cataloging
e Monitoring
e Machine learning
e Al services

Managed services can significantly reduce operational burden. However, they also create
architectural dependencies. The architect must therefore evaluate both the capability and
the dependency it creates.

6.3 Cloud Data Architecture Patterns

There is no single cloud data architecture suitable for every enterprise. Different orga-
nizations require different combinations of platforms, services, integration patterns, and
governance models. Nevertheless, several recurring architectural patterns have emerged.

Pattern 1: Centralized Enterprise Data Platform

In this model, the enterprise establishes a central data platform that provides common
capabilities for many business domains. The platform may provide:

Ingestion

Storage
Transformation

Analytics
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Metadata
Governance

Security
Data quality
Data sharing

Business teams consume the platform while a central platform organization operates
the underlying capabilities. This model can provide strong consistency and control. Its
primary architectural risk is excessive centralization. If every data request must pass
through one central team, the platform can become a bottleneck.

Pattern 2: Federated Data Platform

A federated model distributes data capabilities across business domains while maintain-
ing enterprise-wide standards and shared services. Domains may own:

Domain data

e Domain pipelines

Domain data products
e Domain quality rules

Central architecture teams may provide:
e Common security

e Identity
Platform capabilities

e Governance frameworks
Metadata standards
Enterprise integration patterns

This approach aligns naturally with domain-oriented architecture and data-product prin-
ciples discussed later in the book.

Pattern 3: Hub-and-Spoke Architecture

A hub-and-spoke model combines centralized and distributed characteristics. A central
platform provides common infrastructure and governance while domain teams operate
specialized capabilities. The model can be useful when an organization wants domain
autonomy without allowing every domain to create completely independent technology
ecosystems.

Pattern 4: Event-Driven Data Architecture

In an event-driven architecture, business events become important mechanisms for mov-
ing information between systems. For example, a Customer Created event may trigger:
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Customer-profile processing
Risk evaluation

Marketing segmentation
Notification

Analytics

Downstream synchronization

This can reduce point-to-point integration and improve responsiveness. However, event-
driven architectures introduce their own complexity:

e Event design

e Schema evolution

e Ordering

e Duplication

e Replay

e Failure handling

e Observability

e Eventual consistency

Events therefore need architectural governance just as APIs and data models do.

6.4 Storage, Compute, and Separation of Concerns

One of the most important architectural changes enabled by cloud platforms is the ability
to separate storage from compute. Traditional data platforms frequently coupled the two.
A database appliance might contain:

Processors

e Memory

Storage
Database software

Scaling the platform could therefore require scaling the entire system. Cloud architec-
tures can separate these concerns. Data can reside in durable storage while processing
capacity is provisioned according to workload requirements. This creates several bene-
fits.

Independent Scaling

Storage and compute can scale independently. A platform may retain large volumes of
data while only provisioning significant compute resources when analytical workloads
execute.
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Workload Isolation

Different workloads can use different compute resources. For example:

e Reporting

Data engineering

Machine learning

Exploratory analytics

Operational processing

This reduces competition for shared resources.

Elasticity

Compute capacity can increase when demand rises and decrease when demand falls.
This is particularly useful for variable workloads.

Economic Flexibility

Separating storage and compute allows organizations to optimize each independently.
However, separation also introduces new considerations. Architects must understand:

e Data movement
e Compute startup time

Caching

e Concurrency
Workload isolation
Network traffic
Query performance

Cost behavior

The architectural objective is not maximum separation. It is appropriate separation.

6.5 Data Platforms and Cloud Services

The modern enterprise data platform increasingly consists of multiple specialized ser-
vices rather than one monolithic technology stack. A conceptual cloud data platform may
contain the following capabilities:

Source Systems

Sources may include:

e Enterprise applications
e SaaS platforms
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e Specialized databases
e Vector stores
e Graph databases

Data Processing

Processing capabilities transform and enrich data. These may include:

e SQL processing
Distributed processing

Streaming
Orchestration

Transformation

Data quality processing

Data Products

The platform should enable the publication and consumption of trusted data products.
This is where the technical platform connects to the information architecture discussed
in Chapter 5.

Semantic and Metadata Services

Metadata becomes increasingly important as the number of data assets grows. Capabili-
ties may include:

Business glossary

Catalog

Lineage
Technical metadata
Data classification

Semantic models

Policy metadata

Al and Machine Learning

Cloud data platforms increasingly integrate with:

Machine learning platforms

Model registries

Feature management
Vector search

Retrieval systems
Generative Al services

Agent frameworks



Cloud-Native Enterprise Data Architecture 119

This creates an important architectural convergence. Data platforms are no longer de-
signed only for reporting and analytics. They increasingly become foundations for enter-
prise intelligence.

6.6 Hybrid and Multi-Cloud Data Architecture

Most large enterprises do not operate in a perfectly homogeneous environment. They
may have:

Legacy data centers

Private cloud

One or more public clouds

Saa$S platforms

Regional infrastructure

Acquired systems

Hybrid architecture therefore remains an important reality.

Hybrid Cloud

Hybrid architecture connects on-premises and cloud environments. Common reasons
include:

e Legacy applications

e Regulatory requirements
e Latency

e Migration sequencing

e Specialized infrastructure
e Contractual constraints

e Organizational strategy

The Enterprise Data Architect must avoid creating unnecessary dependencies between
environments. A poorly designed hybrid architecture can result in:

Excessive data movement
High network costs
Synchronization complexity

e Inconsistent security controls

Operational fragmentation

Multi-Cloud

Multi-cloud architecture involves using services from multiple cloud providers. Organi-
zations may pursue multi-cloud strategies for several reasons:
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e Business requirements

e Acquisitions

e Geographic requirements

e Provider-specific capabilities
e Resilience

e Negotiation leverage

e Existing investments

But multi-cloud is not automatically more resilient or more flexible. It can also multiply:

Platform complexity
Skills requirements
Security models
Monitoring systems
Governance processes
Integration mechanisms
e Operating costs

The architect should therefore distinguish between intentional multi-cloud architecture
and accidental multi-cloud complexity.

Architectural Principle

Use multiple environments when there is a clear business, regulatory, technical, or re-
silience rationale—not simply because multiple technologies are available.

6.7 Security, Governance, and Resilience in the Cloud

Cloud does not remove enterprise security and governance responsibilities. It changes
where those responsibilities are implemented. A modern cloud data architecture should
address security across multiple dimensions.

Identity and Access

Access should be governed through:

e Least privilege

e Role-based or attribute-based controls
Workload identities

Privileged-access management

Strong authentication

Policy enforcement
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Data Protection

Data may require protection:

At rest
In transit

During processing

During sharing

During backup and recovery

Sensitive information should also be classified so that security controls can be applied
according to risk.

Network Security

Network architecture should consider:

Segmentation

Private connectivity

Ingress and egress controls
Service-to-service communication
Network monitoring

Data Residency

Global enterprises may need to manage where data is:

Stored
Processed
Replicated

Backed up
Accessed

Data residency requirements should therefore be incorporated into architecture decisions
rather than treated as an operational afterthought.

Governance

Governance should extend across the cloud data lifecycle. This includes:

Ownership
e (Classification
Retention

Lineage
Quality
Access
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e Policy
e Compliance

Resilience

Cloud provides many resilience capabilities, but resilience still requires architecture. The
architect should consider:

e Availability zones

e Regions

e Backup

Replication

Disaster recovery
Recovery time objectives
Recovery point objectives

Failure isolation

A cloud service being highly available does not automatically make the overall enterprise
data architecture highly resilient. Resilience must be designed across dependencies.

6.8 Cost, Performance, and FinOps Considerations

One of the defining characteristics of cloud is that architecture and economics become
closely connected. In a traditional data center, infrastructure costs may be largely capital-
ized and relatively fixed. In cloud environments, costs can become variable and usage-
dependent. This changes the Enterprise Data Architect’s responsibilities. Architectural
decisions can directly influence:

e Storage costs

Compute costs
Network costs
Query costs
Data transfer
Backup
Replication

Managed-service consumption

Cost Is an Architectural Attribute

Performance, security, scalability, and cost should not be treated as completely indepen-
dent concerns. Consider two designs.

Architecture A

e Stores large amounts of data
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e Processes it frequently
e Replicates it across several environments
e Maintains multiple copies

Architecture B

Stores similar information
Processes only required subsets
Minimizes unnecessary movement

Uses workload-specific compute

The difference may have little effect on the logical information model but can have a sub-
stantial effect on operating economics. Therefore:

Cost behavior should be considered during architecture design, not after implementation.

FinOps and Data Architecture

FinOps practices help connect technology consumption to financial accountability. The
Enterprise Data Architect should understand:

e Cost allocation

e Tagging

e Chargeback or showback
e Workload optimization

e Storage lifecycle policies
e Compute utilization

e Data duplication

e Network traffic

e Platform utilization

Architects do not necessarily own the enterprise cloud budget. They do, however, influ-
ence many of the decisions that create it.

6.9 Designing for Portability and Avoiding Cloud
Lock-in

Cloud platforms provide powerful capabilities, but extensive dependence on provider-
specific services can create switching costs. This is commonly described as cloud lock-in.

Cloud lock-in is not inherently negative. Using a provider-specific service may be entirely
appropriate when it delivers significant business value. The architectural question is:

Is the dependency intentional and economically justified?
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Portability can be considered at multiple levels.

Data Portability

Can data be exported in usable formats?

Application Portability

Can applications be moved without major redesign?

Processing Portability

Can transformations and workloads run on alternative platforms?

Metadata Portability

Can:

e Definitions

e Lineage

e Classifications

Ownership
e Policies

be transferred between environments?

Identity Portability

Can security models be maintained when workloads move?

Skill Portability

Does the architecture depend on a small set of highly specialized technologies?

A mature cloud architecture distinguishes between capabilities that should be standard-
ized and capabilities where strategic differentiation is worth provider-specific depen-
dency.

Avoiding the Wrong Kind of Abstraction

Architects sometimes attempt to eliminate lock-in by creating an abstraction layer over
every cloud capability. This can create another problem. The abstraction may:

e Reduce access to valuable native capabilities

e Increase engineering complexity

e Create an internal platform that is difficult to maintain
Slow innovation
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The objective should therefore not be zero lock-in. It should be managed dependency.

6.10 Cloud-Native Data Architecture at Meridian
Financial Group

Meridian Financial Group provides a useful example of the architectural transition. The
fictional enterprise operates across multiple regions and has accumulated data infrastruc-
ture through decades of growth and acquisitions. Its environment includes:

Legacy relational databases
Enterprise applications
Regional data warehouses

Saa$S applications

File-based integration

e On-premises infrastructure
e Cloud platforms

e Analytical workloads

e Emerging Al initiatives

The organization initially approached cloud migration as a technology modernization
program. Individual applications and databases were migrated to cloud infrastructure.
However, several problems emerged.

Problem 1: Data Duplication

Different business units created independent copies of customer, account, and transaction
data.

Problem 2: Increasing Integration Complexity

Cloud migration introduced additional environments rather than eliminating existing
ones.

Problem 3: Cost Visibility

Business teams could not easily determine which workloads were responsible for increas-
ing cloud consumption.

Problem 4: Governance Fragmentation

Security and data policies varied between platforms.



126 THe ENTerpRrise DATA ARcHITECT IN THe Ace of Al

Problem 5: Al Readiness

Meridian’s Al teams required access to trusted enterprise data, but data remained frag-
mented across multiple environments. The Enterprise Data Architecture team responded
by establishing several architectural principles.

Principle 1: Separate Information Architecture from Platform
Location

Meridian defined enterprise information domains independently from where the data
was physically stored. For example, the Customer domain could span:

Legacy databases

Operational applications

Cloud storage

Analytical platforms

This preserved enterprise meaning while allowing technology platforms to evolve.

Principle 2: Establish Shared Cloud Data Capabilities

Meridian created common services for:

Identity
Ingestion
Metadata
Security
Observability
Data quality

Data product publication

Principle 3: Support Domain Ownership

Business domains increasingly became responsible for the quality and meaning of their
data products.

Principle 4: Introduce Cost Accountability

Cloud workloads were associated with business ownership and cost centers. Architects
and platform teams could therefore identify expensive workloads and evaluate whether
the architectural value justified the consumption.

Principle 5: Design for Al Consumption

The platform architecture was extended to support:
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Analytical workloads

Machine learning
e Retrieval systems
e Semantic services
e Generative Al

This shifted the cloud platform from being primarily an infrastructure modernization
program to becoming an enterprise information and intelligence platform.

The lesson from Meridian is important. Cloud transformation did not succeed simply
because workloads moved to cloud infrastructure. It became strategically valuable when
the enterprise redesigned the relationship among business domains, information, plat-
forms, governance, and intelligence.

Practical Artifact: Cloud-Native Enterprise Data
Architecture Assessment

A useful way for an Enterprise Data Architect to evaluate an organization’s cloud data
architecture is to assess it across several dimensions.

Step 1: Establish the Current-State Landscape

Document:

e Major data platforms
e Applications

e Databases

Data stores

Integration mechanisms
Cloud environments
On-premises environments
Analytical platforms

Al platforms

The objective is to establish architectural visibility.

Step 2: Assess Cloud Adoption

For each major workload, classify its current state.

State Description
Traditional Primarily dependent on legacy infrastructure
Cloud-hosted Workload moved to cloud infrastructure

Cloud-modernized Workload uses selected cloud capabilities
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State Description

Cloud-native Architecture designed around cloud
characteristics

Cloud-optimized Architecture continuously optimized for
performance, resilience, security, and cost

This prevents the organization from equating cloud migration with cloud maturity.

Step 3: Evaluate Data Architecture

Assess:

e Storage

e Compute

e Ingestion

e Integration

e Processing

e Analytics

e Metadata

e Data products

e AI/ML capabilities

Identify duplicated or overlapping capabilities.

Step 4: Evaluate Governance

Assess whether the organization has consistent mechanisms for:

Ownership
Classification

Security

Privacy

Lineage
Quality
Retention

e Access

Step 5: Evaluate Resilience
Review:
e Backup

e Replication
e Disaster recovery
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Regional resilience
Failure isolation
Recovery objectives

Step 6: Evaluate Economics

Analyze:

Storage utilization
Compute utilization
Network costs
Duplicated data

Idle resources
Expensive workloads
Cost allocation
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The objective is not simply to reduce cloud spending. The objective is to understand the
relationship between architectural value and architectural cost.

Step 7: Evaluate Al Readiness

Determine whether the cloud data architecture can support:

Machine learning
Enterprise search
RAG

Vector retrieval
Semantic services
Generative Al
Agentic applications

Questions should include:

Is trusted data discoverable?

Can data be accessed securely?

Is metadata available?

Can information be retrieved in context?

Are sensitive data controls enforced?

Can Al workloads operate at enterprise scale?

Cloud-Native Architecture Assessment Matrix
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Dimension Key Question Evidence

Platform Are cloud capabilities used Platform architecture
intentionally?

Data Is enterprise information Information model
organized coherently?

Integration Can systems exchange Integration architecture
information reliably?
Are access and protection Security architecture

Security controls consistent?

Governance Is ownership and policy Governance model
enforceable?

Resilience Can critical workloads recover DR architecture
from failure?

Cost Can consumption be FinOps data
understood and optimized?
Can trusted information Al/data architecture

Al readiness support Al workloads?

Portability Are dependencies understood Technology decisions

and intentional?

Operating model Can teams operate the

architecture effectively?

Organization and processes

This assessment should not become a maturity-score exercise for its own sake. Its purpose
is to identify architectural decisions that require attention.

Key Takeaways

1. Cloud is an architectural paradigm, not merely an infrastructure destination.

2. Cloud migration and cloud-native architecture are different concepts.

3. Modern data architectures increasingly separate storage, compute, and workload
execution.

4. Cloud platforms enable centralized, federated, hub-and-spoke, and event-driven
architectural patterns.

5. Hybrid and multi-cloud architectures require deliberate governance and operating
models.

6. Identity, security, governance, resilience, and data residency must be designed into
the architecture.

7. Cloud economics are an architectural concern. Cost behavior should be considered
during design.

8. Cloud lock-in should be managed rather than automatically eliminated.

9. Thelogical enterprise information architecture should remain coherent even when
physical platforms change.
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10. Cloud data architecture increasingly serves analytics, machine learning, generative
Al, and enterprise intelligence—not just traditional reporting.

Architect’s Reflection

Cloud changes the physical environment in which enterprise data architecture operates.
But the deeper transformation is conceptual. The architect is no longer designing a rel-
atively fixed collection of databases, warehouses, interfaces, and servers. The architect
is designing a continuously evolving ecosystem of capabilities. Data may move between
platforms. Compute may appear and disappear according to workload demand. New
services may be introduced without replacing the entire platform. Business domains may
publish and consume data products. Al systems may retrieve and reason over enterprise
information. Security policies may be enforced through identity and automation rather
than physical network boundaries. And every one of these capabilities has architectural,
operational, and financial consequences. This makes the role of the Enterprise Data Ar-
chitect more important, not less. The architect must understand the technology deeply
enough to make sound platform decisions, but must also maintain the enterprise perspec-
tive established in earlier chapters. The goal is not to build the most sophisticated cloud
platform. The goal is to create an enterprise data environment in which information can
be trusted, governed, shared, analyzed, and intelligently used.

Cloud is the environment. Architecture is the discipline. Enterprise intelligence is the
outcome.
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CHAPTER 7

Data Lakes, Data Warehouses,
and Lakehouse Architecture

The evolution of enterprise data architecture can be understood, in part, as an evolution
in how organizations store, organize, process, and use information.

For many years, the enterprise data warehouse was the central destination for analyt-
ical data. It provided a structured environment in which organizations could integrate
information from operational systems and make it available for reporting, business intelli-
gence, and decision support. The warehouse brought discipline to enterprise analytics by
emphasizing consistent definitions, controlled structures, governed data, and predictable
performance.

As the volume, variety, and velocity of enterprise data increased, however, the traditional
warehouse model began to encounter new challenges. Organizations increasingly needed
to work with log data, machine-generated information, documents, images, events, ap-
plication data, and other forms of information that did not fit naturally into highly struc-
tured relational models.

The data lake emerged as an architectural response to these challenges. It emphasized
scalable storage, flexible data formats, and the ability to retain large amounts of raw and
processed information. Data lakes became particularly important in cloud architectures
because inexpensive and scalable object storage could provide a foundation for large en-
terprise data estates.

But the data lake introduced challenges of its own. Without strong governance, meta-
data, quality controls, and data management practices, a lake could become difficult to
understand and trust. Organizations sometimes found themselves with large collections
of data that were technically available but difficult to discover, interpret, govern, or use.

The lakehouse emerged as an attempt to combine important characteristics of data lakes
and data warehouses. It seeks to provide flexible, scalable storage while also support-
ing stronger management, transactional capabilities, analytical performance, governance,
and data engineering patterns. For the Enterprise Data Architect, the important question
is not whether a lake, warehouse, or lakehouse is inherently the correct architecture. The
important question is:

133
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What combination of storage, processing, management, and access patterns best supports
the enterprise’s information and intelligence requirements?

That question requires understanding the architectural strengths and limitations of each
approach.

7.1 The Evolution of Enterprise Analytical Architecture

The enterprise analytical environment has evolved through several broad stages.

In the early stages of enterprise computing, organizations often performed analysis di-
rectly against operational systems. This approach worked when data volumes were rela-
tively small and analytical requirements were limited. As organizations began demand-
ing more sophisticated reporting, directly querying operational systems created prob-
lems. Analytical workloads could compete with transaction processing, and information
from different applications was often difficult to combine.

The enterprise data warehouse addressed this problem by creating a separate envi-
ronment for analytical processing. Data from operational systems was extracted, trans-
formed, integrated, and loaded into a structured analytical repository. The warehouse
provided a controlled environment for enterprise reporting. This architecture established
an important principle:

Analytical workloads should be architected differently from transactional workloads.

That principle remains relevant today. However, enterprise data became increasingly
diverse. Organizations began collecting information from websites, mobile applica-
tions, sensors, social platforms, application logs, APIs, external datasets, and machine-
generated systems. Data was no longer exclusively structured into rows and columns.
At the same time, organizations increasingly wanted to retain information before know-
ing exactly how it would be used. The data lake addressed this requirement. Instead of
requiring every piece of information to be modeled and transformed before storage, or-
ganizations could retain data in more flexible forms and apply processing later.

This approach introduced the concept commonly described as schema-on-read. A ware-
house traditionally emphasized defining structure before or during loading. A data lake
could defer some structural decisions until data was consumed. The lake therefore ex-
panded the range of information that could be retained and processed. But flexibility
came with a price. Without strong architecture, a lake could become a collection of files,
tables, pipelines, and datasets whose meaning was unclear. This created demand for ap-
proaches that combined the flexibility of a lake with more disciplined data management.
The lakehouse concept emerged in this context.
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7.2 Understanding the Data Warehouse

A data warehouse is an analytical data environment designed to support structured, gov-
erned, and performant analysis. Its traditional role is to integrate information from mul-
tiple operational systems into a consistent analytical model. For example, an enterprise
may have separate systems for:

Customers
Accounts
Transactions
Products
Employees
Financial reporting

Each operational system may have its own data model and terminology. The warehouse
provides an environment in which these representations can be integrated for analytical
purposes. A financial institution, for example, may have one system that identifies a cus-
tomer using a customer number, another using an account identifier, and another using a
relationship identifier. The warehouse can establish analytical relationships among these
representations. This is one reason data warehousing is not simply a storage technology.
It is an information integration architecture.

The Role of Data Modeling

Traditional warehouses generally depend heavily on data modeling. Dimensional mod-
els, star schemas, normalized structures, and other analytical modeling techniques pro-
vide mechanisms for organizing information around business concepts. For example, an
analytical model may contain Customer, Account, Product, Transaction, and Date struc-
tures. These structures make it possible to ask questions such as:

How much revenue was generated by customer segment?

Which products have the highest transaction volume?
e How has account activity changed over time?

Which regions are experiencing growth?

The model creates consistency between the data and the questions the enterprise wants
to ask. This is particularly important for regulated industries and executive reporting,
where the definition of a metric can have significant consequences.

Strengths of the Warehouse

The traditional warehouse remains valuable because it provides strong support for struc-
tured analytical workloads. It generally emphasizes:

e Governed data
e Predictable analytical structures
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Performance
SQL-based access
Controlled transformation

Enterprise reporting

Consistent business definitions

The warehouse is therefore particularly well suited to information that has a relatively
clear analytical purpose.

Limitations of the Traditional Warehouse

The same characteristics that make the warehouse effective can also create limitations.
Highly structured models can make it harder to work with:

e Large volumes of raw data

e Semi-structured information

e Documents

e Images

e Logs

e Rapidly changing data structures
e Machine-generated data

Traditional warehouse architectures can also create significant transformation require-
ments. If data must be extensively modeled before analysts and data scientists can use it,
the time between data generation and data availability can become longer. This is one of
the reasons organizations began adopting data lake architectures.

7.3 Understanding the Data Lake

A data lake is a large-scale data repository designed to store information in a variety of
formats, often using scalable object storage. The central architectural idea is flexibility. A
data lake can retain:

Structured data
Semi-structured data
Unstructured data
Logs

Events

Documents
e Files
e Machine-generated information

The data does not necessarily need to be transformed into a highly structured analytical
model before it is stored. This creates an important architectural capability. An organiza-
tion can preserve information first and determine some of its future analytical uses later.



Data Lakes, Data Warehouses, and Lakehouse Architecture 137

This can be particularly useful for data science and Al workloads. For example, an orga-
nization may collect millions of application events. At the time of ingestion, it may not
know every analytical question that will eventually be asked of those events. Retaining
the raw information provides future flexibility.

Schema-on-Read

One of the concepts associated with data lakes is schema-on-read. The idea is that struc-
ture can be applied when the information is consumed rather than requiring all structure
to be established at ingestion. This does not mean that data lakes should have no schemas.
In well-designed data lakes, schemas still exist. The difference is that the architecture can
support multiple representations and defer some modeling decisions.

Raw Data and Curated Data

A mature data lake commonly contains multiple stages of information. For example:

e Raw: information as received from source systems.

e Standardized: information transformed into consistent technical formats.

e Curated: information cleaned, enriched, and prepared for specific analytical or oper-
ational uses.

e Published: information made available through governed data products or analytical
interfaces.

These stages should not be interpreted as mandatory physical zones for every implemen-
tation. They are architectural concepts that help establish data lifecycle and responsibil-

ity.

The Data Swamp Problem

The flexibility of a data lake can become a weakness when architecture and governance
are insufficient. If an organization stores large amounts of data without clear ownership,
metadata, quality controls, or lifecycle policies, users may struggle to determine:

e What a dataset represents
e Who owns it

e Whether it is trustworthy

e When it was created

e How it was transformed

e Whether sensitive information is present

e Whether another dataset already contains the same information

A data lake that is technically full but semantically unclear is not a successful enterprise
data architecture. This is often described using the term data swamp. The problem is not
the lake itself. The problem is the absence of sufficient architecture around it.
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7.4 From Data Lake to Lakehouse

The lakehouse approach emerged from the recognition that organizations wanted the
flexibility of data lakes while also requiring many of the capabilities associated with an-
alytical warehouses. The lakehouse is therefore best understood as an architectural ap-
proach rather than simply a product category. At a conceptual level, a lakehouse seeks
to combine:

Scalable storage
Flexible data formats
Analytical processing

Stronger data management

Transactional capabilities

e Governance

e Performance

e Multiple workload support

) . Open storage + managed
Data Structured, modeled data Any format, raw retention P tagbles 9
Structure Schema on write Schema on read Transactions & versioning
Control Strong governance & Gover must be added | | Gover Kload
ontro consistency overnance must be adde overnance across workloads
Typical use Bl & regulated reporting Data science & exploration Bl, ML, and Al together

Figure 7.1 - Data Warehouse, Data Lake, and Lakehouse Compared

The lakehouse can allow organizations to maintain a relatively open and scalable stor-
age foundation while providing more structured management and analytical capabilities
above it. This is particularly attractive in cloud environments. Cloud object storage can
provide a durable foundation, while different processing engines can operate over the
stored data.

Why This Matters

The architectural significance of the lakehouse is not simply that it combines two technolo-
gies. Its larger significance is that it can reduce the need to maintain completely separate
data estates for different analytical workloads. For example, the same underlying data
may support:

e Business intelligence
e Data engineering
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Machine learning

Exploratory analytics

Operational analytics
Al retrieval

This does not mean every workload should use the same physical representation. It
means the architecture can provide a more coherent data foundation across workloads.

7.5 Data Lakehouse Architecture

A conceptual lakehouse architecture can be viewed as a set of interacting layers. At the
bottom is scalable storage. Above that are mechanisms for organizing and managing
datasets. Processing engines provide transformation and analytical capabilities. Gover-
nance and metadata services provide enterprise control. Consumption layers provide
access to users and applications.

Consumption [ Bl } [ Analytics } [ ML } [ Generative Al }

Data products Curated ] { Published ] { Contracted
J
B 3
£ Y
Processing engines Interactive SQL ’ ‘ Distributed ’ ‘ Streaming & b
» £
J . <
e 8 s
g 3
Table management Schema ’ ‘ Transactions ‘ Versioning ’ ‘ Partitioning g g
>
) ] 2
~
Object storage Raw ’ ‘ Standardized ’ ‘ Curated
J
~
Operational I | Events ’ | Documents I | External

Figure 7.2 — Conceptual Lakehouse Architecture

Storage Layer

The storage layer provides the durable foundation. Object storage is commonly used be-
cause of its scalability and flexibility. However, storage alone does not provide the se-
mantics required for enterprise analytics.

Table and Data Management Layer

The next layer provides structures that allow files and datasets to behave more like man-
aged analytical tables. Capabilities can include:
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Schema management
Transactional behavior

Versioning

Partitioning
Metadata
Data lifecycle management

These capabilities help address some of the weaknesses associated with unmanaged data
lakes.

Processing Layer

The processing layer provides engines for transforming and querying data. Different en-
gines may be optimized for different workloads. For example, one workload may empha-
size interactive SQL while another may require distributed processing. The architecture
should allow processing to evolve without forcing unnecessary redesign of the underly-
ing information foundation.

Consumption Layer

The same underlying data may support multiple consumers. These may include:

e Analysts
e Business intelligence tools
e Data scientists

Applications

Machine learning pipelines

Generative Al systems

This is where the lakehouse becomes particularly relevant to the broader enterprise ar-
chitecture.

7.6 Batch, Streaming, and Lakehouse Architectures

The traditional data warehouse was heavily associated with batch processing. Data
would be extracted from source systems on a scheduled basis, transformed, and loaded
into analytical structures. This remains useful. Many business processes do not require
second-by-second information. Financial reporting, regulatory reporting, historical anal-
ysis, and many planning workloads can operate effectively with scheduled processing.
However, modern enterprises increasingly require streaming and near-real-time data. Ex-
amples include:

e Fraud detection
e Payment monitoring
e Customer interaction analysis
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Operational monitoring
e Iol'
Cybersecurity

Application telemetry

The modern data architecture therefore needs to support multiple processing patterns.

Batch Processing

Batch processing works with accumulated data. Its strengths include:

Predictable processing

Efficient large-scale transformation

Simpler operational models

Strong suitability for historical processing

Streaming Processing

Streaming processes data continuously or in small increments. Its strengths include:

e Low latency

e Rapid event processing

e Real-time decision support
e Continuous monitoring

Micro-Batch

Some architectures use micro-batching, where data is processed in small frequent inter-
vals rather than individually. This can provide a balance between continuous processing
and traditional batch operations. The important architectural principle is:

Processing mode should be selected according to business latency requirements.
Not every dataset needs real-time processing. Real-time architecture introduces addi-

tional complexity and cost, so it should be justified by business value.

7.7 Data Architecture for Analytics and Al

The rise of Al changes the role of the analytical data platform. Traditional analytics often
focuses on structured questions. For example:

What were our sales last quarter?

Al applications can require much broader forms of information. An Al system may need:
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e Structured customer information
e Transaction history

e Product information

e Documents

e Policies

e Procedures

e Knowledge articles

e Application events

e Metadata

e Business definitions

This creates a convergence between data architecture and Al architecture. A lakehouse
or modern analytical platform may become one component of a broader enterprise intel-
ligence architecture.

Structured Data for Al

Structured data remains important for AI. Machine learning models often require well-
prepared datasets. Analytical models can provide:

Features

Historical patterns
Behavioral information

Customer attributes

Financial indicators

Unstructured Data for Al

Generative Al introduces significant demand for unstructured information. Documents
and text may need to be:

Collected
Classified
Parsed
Chunked
Enriched
Indexed
Embedded
Retrieved

This means that enterprise data architecture increasingly needs to account for informa-
tion beyond conventional tables.
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Metadata Becomes More Important

As data is consumed by Al systems, metadata becomes critical. An Al application needs
to know not only that information exists but also:

e What it means

e Whether it is current
Whether it is authoritative
Who owns it

Whether it contains sensitive information

Under what conditions it can be used

This reinforces a principle introduced earlier in the book:

Data without context is not sufficient for enterprise intelligence.

7.8 Governance Across Lakes, Warehouses, and
Lakehouses

The physical architecture of the data platform does not replace governance. Governance
must operate across the entire data lifecycle. A modern architecture should be able to
answer:

e What is this data?

e Who owns it?

e Where did it come from?
e How was it transformed?
Who can access it?

How long should it be retained?
e How trustworthy is it?
e Can it be used for AI?

These questions require metadata, lineage, quality, security, privacy, and ownership.

Data Classification

Information should be classified according to its sensitivity and business significance. For
example, an enterprise may distinguish:

e Public information

e Internal information

e Confidential information

e Restricted or regulated information

The precise categories will vary by organization. What matters is that classification can
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be connected to enforceable policies.

Data Lineage

Lineage allows the organization to understand how information moves through the ar-
chitecture. For example:

Operational Database — Ingestion —» Lakehouse Table — Transformation — Data
Product » Dashboard

or:

Document Repository — Processing - Chunking - Embedding — Retrieval Index —»
Al Application

Lineage becomes increasingly important as architectures become more complex.

Data Quality

A lakehouse does not automatically make data trustworthy. Quality must be measured
and managed. Relevant dimensions can include:

Completeness

Accuracy

Consistency
Timeliness

e Uniqueness
Validity

The quality expectations should be linked to business use. A dataset used for regulatory
reporting may require different controls from a dataset used for exploratory analysis.

7.9 Choosing Between Warehouse, Lake, and
Lakehouse

The choice should be driven by workload and architectural requirements rather than
technology fashion. A warehouse may be appropriate when the primary requirement is
highly structured analytical reporting with strong semantic consistency and predictable
workloads. A lake may be appropriate when the enterprise needs a highly flexible storage
foundation for diverse data and exploratory processing. A lakehouse may be appropriate
when the organization wants a common scalable data foundation that supports diverse
analytical and Al workloads while providing stronger data management capabilities. In
many enterprises, the answer is not one or the other.

All three architectural concepts may coexist. A mature enterprise architecture may con-
tain:

e Operational databases
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Analytical warehouses

Object storage

Lakehouse environments

Specialized databases

Streaming platforms
e Search systems
e Vector stores

The Enterprise Data Architect’s role is to define the relationships among these compo-
nents.

Architectural Decision Questions

Before selecting an architecture, the architect should ask:

. What business problem is being solved?
. What information types are involved?

. What latency is required?

. What analytical workloads are expected?
What AI workloads are expected?

What governance requirements apply?

. What data quality is required?

. What scale is expected?

O N oYU AW N e

. What resilience is required?

[y
o

. What is the expected cost profile?
. Who owns the data?
12. How will the architecture evolve?

=
=

These questions are more durable than choosing a specific technology.

7.10 Data Lakes, Warehouses, and Lakehouses at
Meridian Financial Group

Meridian Financial Group historically relied heavily on enterprise data warehouses. The
warehouse supported:

e Financial reporting
e Management reporting

Regulatory analysis
e Customer analytics
e Operational performance reporting

The architecture was stable but increasingly difficult to scale for newer workloads. Merid-
ian’s data environment began receiving large amounts of information from digital chan-
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nels, applications, market systems, documents, and external sources. The organization
initially responded by creating a large data lake. The lake successfully expanded stor-
age capacity and enabled data science teams to experiment with new datasets. However,
a new problem emerged. Different teams created their own datasets and transforma-
tions. Some datasets contained duplicate customer information. Some contained undoc-
umented business rules. Some were no longer actively maintained.

Users often struggled to determine which dataset should be trusted. Meridian there-
fore began transitioning toward a lakehouse-oriented architecture. The goal was not to
eliminate the existing warehouse. Instead, the organization established a broader analyt-
ical architecture. Structured financial reporting remained supported by governed ware-
house capabilities. Large-scale and diverse data was retained in the scalable data founda-
tion. Managed analytical tables provided stronger consistency and transactional behavior.
Domain-oriented data products were introduced for important business areas. Metadata
and lineage capabilities were strengthened. Al teams were provided controlled access to
structured and unstructured enterprise information.

The most important change was organizational as much as technological. Meridian
stopped thinking of the lakehouse as simply another platform. It began treating the an-
alytical environment as an enterprise information capability. Business domains became
responsible for the meaning and quality of their data. Platform teams became responsible
for providing reliable technical capabilities. Enterprise architecture established common
principles and integration patterns. Governance teams established policies. Al teams con-
sumed trusted information through governed interfaces. The resulting architecture was
more flexible because different workloads could use different processing patterns while
still participating in a common enterprise information environment.

Practical Artifact: Enterprise Lake, Warehouse, and
Lakehouse Assessment

The following assessment can be used when evaluating an organization’s current analyt-
ical architecture.

Step 1: Identify Analytical Workloads

Start with business requirements rather than technologies. Document workloads such as:

e Executive reporting
e Regulatory reporting
e Operational analytics
e Customer analytics
e Machine learning

e Data science

o Al

e Exploratory analysis
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For each workload, document the required latency, scale, data types, and quality expec-
tations.

Step 2: Map Existing Platforms

Create an inventory of:

e Warehouses
e Lakes
[}

Lakehouses

Operational databases
e Streaming platforms

e Specialized data stores
e Search platforms

e Al data stores

Then identify which business domains and workloads depend on each platform.

Step 3: Assess Data Movement

Map how information moves through the architecture. For example:
Source — Ingestion —» Storage — Transformation — Data Product - Consumer

Look for:

e Unnecessary copies

e Redundant pipelines

e Excessive transformations
e Uncontrolled movement

Missing lineage

Step 4: Assess Governance

For each major dataset, determine whether the organization knows:

e The owner

e The definition

e The source

e The quality level

e The sensitivity

e The lineage

e The approved consumers

If these answers cannot be established, the technical platform may be functioning without
sufficient information architecture.
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Step 5: Assess Al Readiness

Evaluate whether the platform can support both structured and unstructured informa-

tion. Ask:

e Can Al systems access governed enterprise data?

e Can documents be discovered and retrieved?

e Is metadata available?

e Can sensitive information be controlled?

Can data lineage be established?

Can information be connected to business context?

Step 6: Define the Target Architecture

The target architecture should describe:

What should remain

What should be modernized
What should be consolidated
What should be retired

e What new capabilities are required

The target should focus on architectural capabilities rather than prematurely selecting

products.

Lakehouse Decision Matrix

Requirement Warehouse Data Lake Lakehouse
Structured reporting Strong fit Possible Strong fit
Highly diverse data More limited Strong fit Strong fit

Raw data retention More limited Strong fit Strong fit

Data science Possible Strong fit Strong fit

Al workloads Possible Strong fit Strong fit
Strong analytical Strong Requires additional Strong potential
governance capabilities

Flexible storage More limited Strong Strong
Traditional SQL Strong Depends on engine Strong
analytics

Streaming integration Possible Strong potential Strong potential

Multiple workload
types

Strong for analytical
workloads

Strong

Strong

The matrix is not a technology selection scorecard. It is a way to initiate architectural
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discussion. The actual decision should consider the enterprise’s requirements, existing
investments, skills, regulatory environment, operating model, and long-term strategy.

Key Takeaways

1. The data warehouse, data lake, and lakehouse represent different architectural ap-
proaches to managing enterprise information.

2. The data warehouse remains valuable for structured, governed, and highly consis-
tent analytical workloads.

3. The data lake provides flexibility for large volumes and diverse forms of informa-
tion.

4. A data lake without sufficient metadata, governance, ownership, and quality con-
trols can become difficult to trust and use.

5. The lakehouse seeks to combine scalable and flexible storage with stronger analyt-
ical management capabilities.

6. Modern enterprises often need multiple analytical patterns rather than a single
physical platform.

7. Batch and streaming architectures should be selected according to business latency
requirements.

8. Al increases the importance of both structured and unstructured enterprise infor-
mation.

9. Metadata, lineage, quality, ownership, and context become increasingly important
as data platforms support AL

10. The Enterprise Data Architect should design relationships among platforms rather

than treating any individual platform as the complete enterprise architecture.

Architect’s Reflection

The evolution from warehouse to lake to lakehouse is sometimes presented as a sequence
in which each new technology replaces the previous one. Enterprise architecture is rarely
that simple. The warehouse did not become irrelevant because data lakes emerged. Data
lakes did not become obsolete because lakehouses became popular. Each architectural
approach addresses particular requirements. The deeper lesson is that enterprise data ar-
chitecture evolves as the nature of information and business demand changes. The ware-
house taught enterprises the importance of structure, integration, governance, and ana-
lytical consistency. The data lake expanded the enterprise’s ability to retain and explore
diverse information. The lakehouse seeks to bring greater management and analytical dis-
cipline to a flexible data foundation. Al is now adding another dimension. The enterprise
needs information not only for dashboards and reports, but also for retrieval, prediction,
reasoning, automation, and intelligent decision support. This means the Enterprise Data
Architect must think beyond storage technology. A data platform should be evaluated
by the capabilities it provides to the enterprise.

e Can the organization discover information?
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Can it understand information?
Can it trust information?

Can it govern information?
Can it share information?

Can it analyze information?

Can it provide information to Al systems safely and with sufficient context?

Those questions lead us back to the central architectural principle of this book:

The purpose of enterprise data architecture is not to build a data platform. It is to create
an environment in which enterprise information can become a trusted and reusable
strategic asset.

The lakehouse is one architectural response to that challenge. It is not the destination. The
destination is an enterprise capable of turning information into intelligence.



CHAPTER 8

Enterprise Data Integration
Architecture

Enterprise data architecture is not only about where information is stored. It is equally
about how information moves. An enterprise may have well-designed databases, a mod-
ern cloud platform, a lakehouse, sophisticated analytical models, and strong governance,
but those capabilities provide limited value if information cannot move reliably between
the systems, domains, applications, and people that need it. Data integration provides
that connective tissue.

Every modern enterprise contains multiple representations of information. A customer
may exist in a CRM system, a billing system, a digital application, a data warehouse, a
data lake, a customer master, and an Al knowledge environment. An account may exist
in a core banking platform, a reporting system, a risk platform, and several downstream
analytical applications.

The Enterprise Data Architect must therefore address a fundamental architectural prob-
lem:

How can enterprise information move between systems while preserving meaning, quality,
security, timeliness, and business context?

Historically, organizations addressed this problem through batch files, database repli-
cation, enterprise service buses, and point-to-point interfaces. Modern enterprises now
have a much broader set of integration capabilities, including APIs, event streaming,
change data capture, managed cloud integration services, data pipelines, messaging plat-
forms, and event-driven architectures.

The challenge is not a lack of integration technologies. The challenge is choosing the ap-
propriate integration pattern for each business requirement and establishing enough ar-
chitectural consistency that the enterprise does not become an interconnected collection
of fragile interfaces. This chapter examines enterprise data integration as an architectural
discipline and connects it to the broader principles established throughout this book.
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8.1 The Evolution of Enterprise Data Integration

Early enterprise integration was often relatively simple. One application produced a file,
and another application consumed it. A nightly batch process might extract informa-
tion from an operational system and transfer it to a reporting environment. As enter-
prises grew, the number of applications increased. Each application introduced its own
database, data model, interfaces, and integration requirements. The organization then
began creating connections between systems. A customer system might send informa-
tion to a billing system. The billing system might send information to a reporting system.
The reporting system might send information to a regulatory platform. Another system
might consume information from all three.

As the number of systems increased, integration complexity increased rapidly. This led
to a common architectural pattern in which applications became connected through large
numbers of point-to-point interfaces. At first, this approach appeared practical. If System
Aneeded information from System B, the teams built an interface between them. But over
time, the architecture became increasingly difficult to understand. A change in one sys-
tem could affect many downstream systems. An interface might depend on a particular
database structure. A file format might be interpreted differently by different consumers.
A failure in one pipeline could remain undetected until a business report was produced.

The enterprise therefore began looking for more systematic approaches to integration.
Enterprise application integration platforms, middleware, service-oriented architecture,
APIs, message brokers, and enterprise service buses emerged as different responses to
this problem. Cloud computing and modern data platforms introduced another genera-
tion of integration patterns. Organizations now combine:

APlIs

Batch pipelines
Streaming

Event-driven integration
Change data capture

File transfer

Database replication

e Managed integration services
e Application integration

e Data-sharing mechanisms

The modern Enterprise Data Architect must understand all of these patterns and, more
importantly, understand when each one is appropriate.

8.2 Integration as an Architectural Capability

Data integration is sometimes treated as an implementation activity. A development
team receives a requirement to move data from one system to another and builds a
pipeline. That approach is sufficient for small environments. At enterprise scale, inte-
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gration becomes an architectural capability. The architecture must define:

e How information moves

e Who owns interfaces

e How schemas are managed

e How failures are handled

e How data is secured

e How interfaces evolve

e How lineage is maintained

e How consumers discover available information
e How performance is managed

This means that integration architecture should be connected to the enterprise informa-
tion architecture described in Chapter 5. If the enterprise has defined a common concept
such as Customer, integration architecture must help preserve the meaning of Customer
as information moves between systems. The integration layer should not silently trans-
form the concept into different meanings in every interface. This leads to a critical prin-
ciple:

Integration should move information without destroying its business meaning.

8.3 Point-to-Point Integration and Its Limitations

Point-to-point integration connects one system directly to another. Conceptually:
System A — System B

The pattern is simple, and for a small number of systems, it can be effective. However, the
number of potential connections increases rapidly as systems are added. If ten systems
each need to exchange information with several other systems, the number of interfaces
can become difficult to manage. The problem is not simply the number of interfaces. Each
interface may contain:

Transformation logic
Authentication
Business rules

Error handling

Retry logic

e Monitoring

e Schema assumptions

e Operational dependencies

As these responsibilities become duplicated across interfaces, the architecture becomes
increasingly difficult to govern.



154 THe ENTerpRrIise DATA ARcHITECT IN THe Ace of Al

The Integration Mesh Problem

A highly interconnected environment can eventually resemble a mesh of dependencies. A
change in one application may require changes in many interfaces. A new consumer may
require another interface. Different teams may implement similar transformations differ-
ently. The result can be an architecture that works operationally but is difficult to evolve.
The solution is not necessarily to eliminate all direct integration. Instead, the architect
should establish reusable integration patterns and determine where shared capabilities
are appropriate.

Point-to-point Hub-and-spoke APIs & events Streaming & CDC Data products
— —» — —

fragile, duplicated middleware, ESB decoupled contracts continuous change reusable, governed

Contracts - security - observability - ownership apply to every pattern

Figure 8.1 - Evolution from Point-to-Point Integration to Modern Enterprise Integration

8.4 Batch Data Integration

Batch integration remains one of the most important enterprise integration patterns. A
batch process collects information over a period of time and processes it as a group. For
example, a financial organization may transfer transaction information to an analytical
platform every hour. Another process may load customer information every night. A
regulatory reporting process may execute once per day or month. Batch integration has
several important advantages. It can be efficient for large volumes of information because
data can be processed together. It can also be operationally predictable: the organization
knows when the process begins, what data it is expected to process, and when it should
complete.

Batch processing is therefore appropriate for many workloads where real-time informa-
tion is unnecessary. The architectural mistake is assuming that everything should be-
come real-time simply because modern technologies make it possible. Real-time process-
ing introduces additional complexity. If a business process can operate with information
that is updated every hour, building a sub-second integration architecture may add com-
plexity without meaningful business benefit. The architect should therefore begin with
the business latency requirement.

8.5 APIs and Application Integration

Application programming interfaces, or APIs, provide standardized mechanisms
through which applications expose and consume capabilities or information. APIs
are particularly useful when one application needs to request information or invoke a
business capability from another application. For example:
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Customer Application - Customer API - Customer Service

An API can provide a controlled boundary between systems. Instead of allowing con-
sumers to access another application’s database directly, the application exposes an inter-
face that defines how information and capabilities are accessed. This creates an important
architectural boundary. The consumer does not need to know how the provider stores
its information internally.

APIs and Data Architecture

APIs should not be treated as simply another mechanism for moving data. A well-
designed API represents a business capability or information contract. For example,
an API might provide a Get Customer Profile operation rather than exposing every
database table used to construct the customer profile. This distinction protects the in-
ternal implementation of the provider and allows the interface to evolve.

API Governance

Enterprise API architecture should address:

e Ownership

e Authentication

e Authorization

e Versioning

e Schema design

e Error handling

e Rate limits

e Monitoring

e Lifecycle management

Without governance, APIs can become another form of integration fragmentation.

8.6 Change Data Capture

Change Data Capture, commonly known as CDC, is an important pattern for mod-
ern data integration. Instead of repeatedly extracting an entire dataset, CDC identifies
changes occurring in a source system. These changes may include:

e Inserts
e Updates
e Deletes

The changes can then be propagated to downstream platforms. For example:
Operational Database - CDC — Data Platform

This approach can significantly reduce unnecessary data movement. If a customer
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database contains 100 million records but only 50,000 records change during an hour, pro-
cessing only the changes can be substantially more efficient than repeatedly extracting all
100 million records. CDC is particularly valuable in modern analytical architectures be-
cause it can help connect operational systems to cloud data platforms with lower latency.
However, CDC introduces architectural considerations. The architect must understand:

e Transaction ordering

e Deletes

e Updates

e Schema changes

e Duplicate events

e Replay

e Source-system behavior
e Downstream consistency

CDC should therefore be treated as an architectural pattern rather than simply a replica-
tion mechanism.

8.7 Event-Driven Data Integration

Event-driven architecture changes the way systems communicate. Instead of one system
directly requesting information from another, a system can publish an event describing
something that happened. Examples include Customer Created, Payment Completed,
and Account Closed. Other systems can subscribe to these events. The producing sys-
tem does not necessarily need to know every consumer. This creates a degree of decou-
pling. For example, a Customer Created event published by the customer system may be
consumed by:

e Analytics Platform
e Marketing Platform
e Risk Platform

Notification Service

Customer Data Product

This is fundamentally different from building separate integrations from the customer
system to each consumer.

Events as Business Facts

A well-designed business event represents something meaningful that occurred. An
event is not simply a database row. For example, an event named AccountUpdated
may be technically accurate but semantically weak. A more meaningful event might be
CustomerAddressChanged, because it describes a business-relevant occurrence.

The distinction matters because event-driven architectures become easier to understand
when events represent business concepts rather than implementation details.
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8.8 Event Streaming and Real-Time Data

Event streaming extends event-driven architecture by allowing events to be continuously
published, retained, processed, and consumed. This creates new possibilities for enter-
prise data architecture. Information can move through the organization with significantly
lower latency than traditional batch integration. For example, a transaction event can trig-
ger:

Fraud analysis
Risk evaluation

Customer notification

Operational monitoring

Analytical processing

This can create an architecture in which operational and analytical processes become
more closely connected. However, streaming architecture introduces complexity. The ar-
chitect must consider:

Event ordering
Duplication
Delivery guarantees
Consumer failures

Replay
Retention

e Schema evolution

e Observability

e Backpressure

e Operational recovery

Real-time does not mean instantaneous perfection. Distributed systems require explicit
handling of failure and inconsistency.

8.9 Data Contracts and Schema Evolution

Integration depends heavily on shared expectations about data. If a producer sends a field
called customer_id and a consumer interprets it as account_id, the integration may tech-
nically function while producing incorrect business results. This is why data contracts
are important. A data contract defines expectations between producers and consumers.
It may specify:

e Field definitions

Data types

Required fields
e Allowed values

Semantic meaning
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Quality expectations
Ownership

Versioning

Service-level expectations

Data contracts are particularly valuable in domain-oriented architectures and data prod-
ucts. They create explicit agreements between teams.

Schema Evolution

Enterprise systems change. Fields are added. Fields are renamed. Values change. Busi-
ness definitions evolve. A modern integration architecture must therefore support con-
trolled schema evolution. The architect should define policies for:

Backward compatibility

Versioning

Deprecation
Consumer notification

Testing

Migration

The objective is to allow systems to evolve without creating uncontrolled downstream
disruption.

8.10 Data Integration in Cloud Environments

Cloud platforms provide many integration capabilities, but they also increase architec-
tural choices. An enterprise may combine:

e API gateways

e Managed messaging

e Event streaming

e Serverless functions

e Data pipelines

e Workflow orchestration
e CDC

e Object storage

e Managed databases

e Integration platforms

This flexibility is powerful. It can also create architectural fragmentation. Different teams
may select different integration mechanisms for similar problems. One team may use an
event platform. Another may use scheduled files. Another may build a custom APIL. An-
other may implement database replication. All of these approaches may be individually
reasonable. Collectively, they may produce a difficult operating environment. The Enter-
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prise Data Architect therefore needs to establish integration principles and patterns, not
necessarily mandate one technology.

8.11 Integration, Data Quality, and Trust

Integration can amplify both good and bad data. If a source system contains incorrect
customer information and the enterprise integration architecture distributes that infor-
mation to ten downstream systems, the error has effectively been multiplied. This is why
integration architecture and data quality cannot be treated as separate disciplines. The
architect should determine where quality controls occur. Some validation belongs at the
source. Some belongs during ingestion. Some belongs during transformation. Some be-
longs at the point where a data product is published. For example, an integration pipeline
may validate:

Required fields
Data types

Valid codes
Duplicate records

Referential relationships

But technical validation is not enough. A record can be syntactically valid and still be
semantically incorrect. A customer may have a valid date of birth field containing the
wrong date. A transaction may have a valid currency code but be associated with the
wrong account. This is why data quality must be connected to business ownership and
information architecture.

8.12 Integration, Security, and Privacy

Data integration creates movement. Movement creates exposure. Every integration path
therefore represents a potential security boundary. The architect should consider:

e Authentication

e Authorization

e Encryption

e Network controls

e Secrets management
e Data classification

e Privacy

e Audit logging

Sensitive data may also require transformation before being shared. For example, an in-
tegration may need to:

e Mask personal information
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e Tokenize identifiers
e Remove unnecessary attributes
e Restrict access to selected fields

The principle of data minimization is particularly relevant. A consumer should receive
the information it needs rather than automatically receiving everything available from
the source. This reduces both security risk and unnecessary data duplication.

8.13 Integration and Enterprise Data Products

Data products provide another important perspective on integration. Traditional integra-
tion often focuses on moving data from one system to another. Data-product architecture
focuses on making useful information available to consumers. The difference is subtle but
important. Consider a Customer domain. A traditional integration architecture might cre-
ate several pipelines:

e CRM — Warehouse
Billing — Warehouse

Core Banking — Warehouse
CRM — Marketing
Billing — Risk

A data-product architecture may instead establish a governed Customer Profile Data
Product. The product can combine relevant information from multiple sources and ex-
pose it through governed interfaces. Consumers can then use the product without recre-
ating the underlying integration logic. This creates a more reusable architecture.

( 7 's N\
CRM Analytics
L J L J
( 7 's N\
Siling Customer Profile SLaKEting
- J Data Product - J
( D owner - contract ( )
Core banking quality - lineage Risk
access policy
. J & J
r 2 r o
Digital channels Al assistant
. J & J
integration pipelines governed reuse

Figure 8.2 — From Integration Pipelines to a Reusable Data Product

This does not eliminate pipelines. It changes their architectural purpose. Integration be-
comes part of the mechanism for producing reliable, reusable enterprise information.
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8.14 Integration for Al and Generative Al

Al introduces new integration requirements. Traditional analytical integration primarily
moves structured information. Al systems may need to combine:

Structured data

e Documents

e APIs

Events

Metadata

Business definitions

Operational context
For example, an enterprise Al assistant answering a customer-service question may need:

Customer profile information.
Recent transactions.

Product information.
Relevant policies.

Service history.

SR ol A

Current account status.

This requires integration across multiple information domains. The architecture may in-
clude:

Enterprise Systems — Integration Layer —» Retrieval and Context Services - AI Ap-
plication

The integration architecture therefore becomes part of the Al architecture.

Al Requires Contextual Integration

Al systems often need information at inference time rather than only during scheduled
analytical processing. This introduces new requirements for:

Low-latency retrieval
Semantic search
APIs

Event-driven updates

Vector retrieval

Knowledge graphs
Metadata

These topics will be explored in later chapters. The important point here is that Al does
not eliminate enterprise integration. It increases its importance.
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8.15 Enterprise Integration at Meridian Financial Group

Meridian Financial Group’s integration environment evolved through multiple gener-
ations of technology. Its earlier architecture relied heavily on scheduled file transfers
and point-to-point interfaces. As the company expanded, additional integration mech-
anisms were introduced. Some applications exposed APIs. Other systems used database
replication. Newer platforms used event streaming. Cloud migration introduced man-
aged integration services. The result was a highly capable but fragmented integration
environment. The architecture team identified several problems. First, multiple systems
maintained their own versions of customer information. Second, the same transformation
logic was implemented in multiple pipelines. Third, interface ownership was sometimes
unclear. Fourth, failures were not consistently visible across the enterprise. Fifth, Al initia-
tives were beginning to require access to information across multiple domains. Meridian
responded by establishing an enterprise integration architecture based on several princi-
ples.

Principle One: Use the Simplest Appropriate Pattern

Batch was retained where business latency requirements were low. APIs were used for
application and service interactions. CDC was used where operational database changes
needed to be propagated efficiently. Events were used for meaningful business occur-
rences requiring asynchronous distribution. This prevented the organization from forc-
ing every integration problem into one pattern.

Principle Two: Establish Enterprise Integration Standards

Meridian established common standards for:

Authentication

Schema management
Error handling
Monitoring

Logging

L]
L]
e Versioning
°
e Ownership

The standards applied across technologies.

Principle Three: Treat Data Contracts as Architectural Assets

Critical domain interfaces received explicit data contracts. The contracts defined:

Meaning

Ownership
Schema
Quality expectations
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e Versioning

Principle Four: Build Reusable Data Products

Rather than allowing every consumer to reconstruct customer or account information
independently, Meridian established reusable domain data products.

Principle Five: Design for Al Consumption
Integration architecture was extended to support retrieval and contextual access for Al
applications.

The transformation did not eliminate existing integration technologies. Instead, it estab-
lished architectural rules governing when each pattern should be used. This distinction
was important. Enterprise architecture became a mechanism for managing complexity
rather than attempting to eliminate every form of technological diversity.

Practical Artifact: Enterprise Data Integration
Architecture Assessment

A practical integration assessment should begin with business requirements and then
examine the technical environment.

Step 1: Inventory Integration Flows

Identify the major ways information moves across the enterprise. Document:

e Source

e Destination

e Data domain

e Integration mechanism

Frequency
Volume
Latency
Owner

Criticality

A simple inventory can reveal surprising levels of duplication.

Step 2: Classify Integration Patterns

Classify each integration as:

e Batch
o API
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e CDC

e Event

e Streaming

e File

e Database replication
e Data sharing

e Other

The purpose is not to determine which pattern is universally best. The purpose is to un-
derstand why each pattern exists.

Step 3: Identify Business Latency Requirements

For every important integration, ask:
How quickly does the consumer actually need the information?

Possible categories include:

e Monthly

e Daily

e Hourly

Near real-time

Real-time

This prevents unnecessary real-time architecture.

Step 4: Assess Data Contracts

Determine whether critical integrations have explicit definitions for:

Schema
Semantics
Ownership
Quality
Versioning

Where contracts are absent, identify the highest-risk interfaces.

Step 5: Assess Failure Management

Review how the architecture handles:

e Failed messages
e Unavailable systems
e Duplicate records
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Late events
Malformed data
Schema changes

Retries

Replay

A mature integration architecture assumes that failures will occur. The objective is not to
prevent every failure. It is to make failures detectable, recoverable, and understandable.

Step 6: Assess Observability

The organization should be able to answer:

Did the integration run?

Did it complete?

How much data moved?

Were records rejected?

Were downstream consumers affected?
Where did the failure occur?

Observability is particularly important when data crosses many platforms.

Step 7: Assess Integration for Al

Determine whether Al applications can access the information they require through gov-
erned mechanisms. Assess:

e APl access

e Document integration
e Event access

e Metadata access

e Retrieval

e Security controls

e Data freshness

Enterprise Integration Assessment Matrix

Dimension Key Question

Connectivity Can required systems exchange information?

Pattern Is the integration mechanism appropriate for the
workload?

Semantics Is the meaning of exchanged data clear?

Contract Are producer and consumer expectations

explicit?
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Dimension Key Question

Quality Are data-quality controls present?

Security Is information protected during movement?
Resilience Can failures be detected and recovered?
Observability Can integration behavior be monitored?
Ownership Is responsibility clearly assigned?

Reuse Can information be consumed without recreating

integrations?

Al readiness Can Al systems securely access required

enterprise context?

Key Takeaways

1. Integration is the connective tissue of enterprise data architecture.

. Modern enterprises require multiple integration patterns rather than a single inte-

gration technology.

. Point-to-point integration can create increasing dependency and maintenance com-

plexity as the enterprise grows.

. Batch integration remains valuable when business latency requirements are low.
. APIs provide controlled interfaces for applications and business capabilities.
. Change Data Capture can efficiently propagate operational changes into analytical

environments.

. Event-driven architecture enables systems to respond to meaningful business oc-

currences with reduced coupling.

. Data contracts help preserve semantic consistency as systems evolve.

9. Integration architecture must address quality, security, observability, resilience,

10.

11.

12.

and ownership—not just data movement.

Data products provide a way to turn integration pipelines into reusable enterprise
information capabilities.

Al increases the need for integrated access to structured, unstructured, semantic,
and contextual information.

The Enterprise Data Architect should establish principles for choosing integration
patterns rather than forcing every problem into the same technical solution.

Architect’s Reflection

Integration is one of the areas where the complexity of the enterprise becomes most visi-
ble. Every application represents a local view of the business. Every database represents a
particular implementation of information. Every interface creates a relationship between
systems. As the enterprise grows, these relationships multiply. The architect’s challenge
is not to make every system identical. That would be neither realistic nor desirable. The
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challenge is to create enough architectural coherence that systems can evolve indepen-
dently while still participating in an enterprise information ecosystem. This requires a
shift in perspective. Integration should not be viewed simply as moving data from Point
A to Point B. The architect should ask:

e What information is being exchanged?
e What does it mean?

e Who owns it?

e Why does the consumer need it?

How quickly is it needed?

What quality is required?

What happens if the exchange fails?
How does the interface evolve?

Can the same information be reused by other consumers?

These questions move integration from implementation into architecture. The rise of data
products and Al makes this shift even more important. A data product requires reliable
integration to assemble and publish information. An Al application requires reliable in-
tegration to retrieve enterprise context. A real-time decision requires reliable integration
to bring current information into the decision process. A modern enterprise therefore
cannot treat integration as background plumbing. Integration is part of the enterprise’s
information architecture. The ultimate goal is not to create more connections. It is to cre-
ate meaningful, governed, reusable connections between enterprise capabilities and
enterprise information. That is what allows the enterprise data architecture to function
as an integrated system rather than a collection of disconnected technologies.
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CHAPTER 9

Data Engineering and Platform
Architecture

Enterprise data architecture defines how information is organized, governed, integrated,
and made available across the enterprise. But architecture becomes real only when the
organization can operate it. This is where data engineering and platform architecture
become essential.

The modern enterprise may have thousands of data sources, millions or billions of
records, hundreds of pipelines, multiple cloud environments, analytical platforms,
streaming systems, and an expanding collection of Al workloads. Designing the logical
architecture is only the beginning. The enterprise must also build reliable mechanisms for
acquiring data, transforming it, processing it, monitoring it, securing it, and delivering it
to consumers.

Data engineering provides many of the implementation capabilities required to make
this possible. Platform architecture provides the environment in which those capabili-
ties can operate consistently at enterprise scale. The distinction between the two is use-
ful. Data engineering focuses on building and operating data flows and transformations.
Data platform architecture focuses on creating the reusable technical capabilities, stan-
dards, services, and operating environment that allow data engineering teams to work
effectively. The Enterprise Data Architect must understand both.

A data pipeline that works for one dataset may not be an appropriate enterprise pattern.
Similarly, a sophisticated platform can fail to create business value if it does not support
the actual information needs of the organization. The central architectural question is
therefore:

How should an enterprise build a data engineering and platform environment that is reliable,
scalable, secure, observable, reusable, and capable of supporting analytics and AI?

This chapter examines that question.

169
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9.1 From Data Pipelines to Data Engineering

Early enterprise data environments often relied on relatively simple extraction and trans-
formation processes. A scheduled job would extract information from an operational
database, transform it, and load it into a warehouse. As data volumes and business re-
quirements increased, these processes became more sophisticated. Organizations began
building:

e Complex transformation pipelines
e Distributed processing systems

e Streaming pipelines

e Orchestration frameworks

Metadata systems

Data quality services
e Automated deployment processes

The discipline of data engineering emerged around these capabilities. Modern data engi-
neering is not simply writing scripts that move data. It involves designing systems that
reliably convert source information into usable enterprise information. A data engineer
may need to consider:

e Source-system behavior
e Schemas

e Transformations

e Dependencies

Data quality
Processing patterns
Performance
Security

Testing
Deployment

Monitoring

Recovery

At enterprise scale, these concerns become architectural concerns. A pipeline is therefore
not an isolated technical artifact. It is part of the enterprise data architecture.

9.2 The Data Engineering Lifecycle

A useful way to understand data engineering is through the lifecycle of a data asset. In-
formation begins in a source system. It is then acquired, transported, stored, transformed,
validated, published, consumed, monitored, and eventually archived or deleted. Concep-
tually:

Source — Ingest — Store —» Transform — Validate —» Publish - Consume — Observe
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— Retain/Dispose

Each stage creates architectural responsibilities.
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Source —> Ingest —> Store —> Transform —> Validate
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Security - governance - metadata - lineage across every stage

Figure 9.1 - Enterprise Data Engineering Lifecycle

The lifecycle is not necessarily linear. Modern systems may continuously process infor-
mation. Streaming data can move through the lifecycle repeatedly. Data products can be
updated continuously. Al applications can consume information dynamically. The life-
cycle should therefore be understood as a set of capabilities rather than a rigid sequence.

9.3 Data Ingestion Architecture

Ingestion is the process of bringing information from source systems into a data plat-
form. Chapter 8 examined integration patterns such as APIs, batch processing, CDC,
and events. Data engineering builds on those patterns by implementing reliable inges-
tion mechanisms. The architect must first understand the characteristics of the source. A
source may be:

e A relational database

e A SaaS application

e A file repository

e An API

e An event stream

e An IoT platform

e An application log

e A document repository

Each source creates different engineering requirements. A database may support CDC.
A Saa$ application may expose APIs. A legacy system may only produce files. An event
platform may provide continuous streams. The platform therefore needs multiple inges-
tion capabilities.
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Ingestion Should Preserve Context

A common mistake is to think of ingestion simply as copying data. A mature ingestion
process should preserve information about:

e Source
e Timestamp

Ingestion time
Schema

Version

e Processing status
e Lineage
e Quality

This metadata becomes important later when users need to determine where a dataset
originated and whether it is trustworthy.

9.4 Data Transformation Architecture

Raw information is rarely ready for direct enterprise consumption. Transformation con-
verts source information into representations suitable for specific uses. Transformations
may include:

e Standardization
e Cleansing

Joining
Enrichment

Aggregation

Deduplication
Validation
Derivation

For example, one source system may represent a country as US, another as USA, and an-
other as United States. A transformation may standardize these values. However, not
every transformation should be performed centrally. This is where the information archi-
tecture established in Chapter 5 becomes important. Some transformations are technical.
For example:

e Converting timestamps
e Parsing files
e Changing data types

Others are business transformations. For example:

e Calculating customer profitability
e Defining revenue
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e Determining risk categories

Business transformations require business ownership. If a central engineering team
changes a business definition without domain involvement, the resulting data may be
technically correct but semantically wrong.

9.5 ELT, ETL, and Modern Transformation

Traditional enterprise warehouses often used ETL, or Extract, Transform, Load. Data
was transformed before being loaded into the target environment. Modern cloud data
platforms frequently support ELT, or Extract, Load, Transform. In this model, data is
loaded into scalable storage or analytical infrastructure before substantial transformation
occurs. The distinction reflects changes in computing architecture. Cloud platforms can
provide scalable compute that allows transformations to occur closer to the data. Neither
approach is universally correct. The architect should consider:

Source characteristics
Target platform

Transformation complexity

Data volume

e Latency

e Security

e Governance

e Compute economics

The broader principle is more important than the terminology:

Transformation should occur where it creates the best combination of performance, gover-
nance, reuse, and cost.

9.6 Data Processing Architectures

Data processing can occur in several ways.

Batch Processing

Batch processing operates on accumulated data. It remains highly effective for:

Historical transformations

e Reporting
e Large-scale data preparation
e Periodic regulatory processing
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Stream Processing

Stream processing operates continuously or incrementally. It is useful for:

e Real-time monitoring
Fraud detection

Operational intelligence
Event-driven applications

Rapidly changing information

Interactive Processing

Interactive processing allows users or applications to query information dynamically.
This is common in:

Analytical environments

Business intelligence

Exploratory analysis
Data science

Al-Oriented Processing

Al workloads introduce additional processing requirements. These may include:

e Document parsing
e Text processing

Embedding generation

Feature computation

Model preparation

Retrieval indexing

The modern data platform must increasingly support all of these processing patterns.

9.7 Data Orchestration and Workflow Architecture

As the number of pipelines grows, managing them individually becomes impractical. A
modern data platform therefore requires orchestration. Orchestration coordinates:

e Dependencies

e Scheduling

e Execution

e Retries

e Error handling

e Notifications

e Data-quality checks

e Downstream publication
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For example, Customer Ingestion must complete before Customer Standardization,
which must complete before the Customer Data Product is refreshed, which must in turn
complete before Customer Analytics runs. A workflow orchestrator can manage these
dependencies. However, orchestration should not become an uncontrolled collection of
technical dependencies. The architect should distinguish between technical dependency
and business dependency.

For example, a pipeline may technically depend on another pipeline because one pro-
duces a file. But the deeper business relationship may be that one data product depends
on another domain’s information. The latter should be visible in the architecture.

9.8 Data Pipelines as Production Systems

One of the major changes in modern data engineering is the recognition that data
pipelines should be treated as production systems. A pipeline is not complete simply
because it produces the expected output. It must also be:

Testable
Observable
Recoverable

Secure

Maintainable

Version-controlled

Documented

Consider a pipeline that normally processes one million records per hour. If it suddenly
processes only 100,000 records, the pipeline may technically succeed. But the business
process may have failed. This illustrates an important distinction:

Technical pipeline success does not necessarily mean business data success.

Data engineering therefore needs business-aware quality and observability.

9.9 Data Quality Engineering

Data quality should be incorporated into engineering rather than performed only after
data has arrived in an analytical environment. A mature data engineering process can
validate information throughout the lifecycle. For example, ingestion may check:

e File structure
e Schema

e Required fields

Transformation may check:
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e Referential integrity
e Valid values
e Duplicate records

Publication may check:

e Completeness
e Business rules
e Freshness

The specific controls depend on the data product and business requirement.

Quality Gates

A quality gate can prevent unreliable information from being published as trusted data.
For example:

Ingestion — Validation - Transformation — Quality Gate — Publication

If the quality threshold is not met, the system can:

Reject the data
Quarantine it

Alert the owner

e Publish with an appropriate quality status

This creates a more disciplined relationship between engineering and trust.

9.10 Metadata and Data Lineage in Engineering

Metadata is often treated as documentation. In modern data engineering, it is much more
than documentation. Metadata can drive:

Discovery
e Governance

Security
Orchestration
Quality
Lineage

Lifecycle management

For example, a platform may know that a dataset is classified as restricted. That metadata
can potentially influence:

e Who can access it
e Where it can be copied
e Whether it can be used for certain workloads
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Similarly, lineage metadata can identify downstream consumers before an upstream
schema changes. This makes metadata an operational capability.

9.11 Data Platform Architecture

As data engineering capabilities grow, organizations need a reusable platform. A data
platform can provide common services to multiple engineering and business teams. A
conceptual platform may include a flow of capabilities:

Data Sources — Ingestion - Storage — Processing — Data Quality - Data Products
— Analytics and Al

with cross-cutting services for:

Security
Metadata
Governance
Observability
e Orchestration

e Cost management

The purpose of the platform is reuse. Without a platform, every team may need to build
its own:

e Ingestion mechanism
e Monitoring

e Security integration

e Deployment process
Metadata handling

This creates duplication. The platform provides common capabilities so teams can focus
on business-specific data products and transformations.

9.12 Platform Engineering and the Internal Data
Platform

Modern data platforms increasingly adopt principles from platform engineering. Instead

of providing only infrastructure, platform teams create reusable internal capabilities for
engineering teams. A platform may provide standardized mechanisms for:

e Creating pipelines
e Provisioning storage

Deploying workloads
e Managing secrets
Registering data products
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e Monitoring pipelines
e Implementing quality checks

The platform becomes an internal product. This is an important organizational shift. The
platform team is not simply operating infrastructure. It is providing capabilities to inter-
nal customers.

Platform as a Product

A successful internal data platform should therefore be evaluated according to questions
such as:

Is it easy to use?

Does it reduce engineering effort?

Does it provide reliable defaults?

Does it enforce enterprise policies?

Does it allow appropriate flexibility?

Does it provide good developer experience?
This helps avoid a common problem in enterprise architecture: building technically so-

phisticated platforms that teams avoid using.

9.13 Infrastructure as Code and Automation

Cloud-native data platforms depend heavily on automation. Infrastructure as code al-
lows infrastructure and configuration to be defined programmatically. This can support:

Repeatable environments

Version control

Automated deployment

Testing
Rollback
Standardized configuration

Automation can also be applied to data engineering. A pipeline can be automatically:

e Tested

e Deployed

e Monitored

e Validated

e Promoted across environments

This creates greater consistency than manually configured infrastructure. For the Enter-
prise Data Architect, the important architectural principle is:
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If an enterprise capability must be repeated consistently at scale, it should be a candidate for
automation.

9.14 Data Observability

As data environments become more distributed, traditional infrastructure monitoring is
not enough. The platform may be operationally healthy while the data itself is incorrect.
Data observability focuses on understanding the health of data and data pipelines. Im-
portant dimensions can include:

e Freshness

e Volume

e Distribution
e Schema

Completeness
e Pipeline execution

Downstream impact
For example, a customer data pipeline may successfully complete but produce 4o per-
cent fewer records than expected. Infrastructure monitoring might report success. Data

observability should identify the anomaly. This makes observability an essential part of
trust engineering.

9.15 Scalability and Performance
Modern enterprise data platforms must handle growth. Growth can occur in:

e Data volume
e Number of users

Number of pipelines

Number of data products
Number of AI workloads
e Processing frequency

Scaling is therefore more than increasing compute capacity. The architect should con-
sider:

Partitioning

Parallel processing
Workload isolation

Caching

Storage optimization

Data locality
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e Query optimization
e Concurrency

The architecture should also distinguish between predictable and unpredictable growth.
A platform designed for today’s workload may fail when a new Al application suddenly
generates large volumes of embedding, retrieval, or inference activity. Scalability should
therefore consider future workload classes.

9.16 Reliability and Resilience

A data platform should be designed around the assumption that components will fail.
Failures may occur because of:

e Source-system outages
e Network interruptions
e Malformed data

e Software defects

e Cloud-service failures
e Configuration changes
e Capacity limits

A resilient architecture should support:

e Retries

e Idempotent processing
e Checkpoints

e Replay

e Backup

e Recovery

e Failure isolation

Idempotency

Idempotency is particularly important in data engineering. If a pipeline processes the
same input twice, the resulting data should not unintentionally create duplicate busi-
ness records. This becomes especially important in distributed and event-driven envi-
ronments.

Recovery

Recovery should also be designed at the data level. The architect should determine:

e How far processing can be rolled back

Whether data can be replayed
e Where checkpoints exist
How downstream consumers recover
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9.17 Security in Data Engineering Platforms

Security should be integrated into the engineering platform rather than implemented
separately by every team. A platform can provide common capabilities for:

Identity

Role management
Secrets

Encryption
Network controls

Data classification

Access logging

This creates more consistent security. However, domain-specific security requirements
still need to be considered. A platform should provide secure defaults while allowing
appropriate domain controls.

Security by Default

A useful principle is:
The easiest path through the platform should also be a secure path.

If engineers must perform many manual security steps before deploying a pipeline, se-
curity becomes inconsistent. If secure configurations are built into reusable platform ca-
pabilities, the likelihood of consistent implementation increases.

9.18 Data Engineering Economics

Data engineering has an economic dimension that is sometimes overlooked. Every
pipeline consumes resources. Every copy of data consumes storage. Every transforma-
tion consumes compute. Every cross-region movement can create network costs. Ev-
ery additional platform creates operational overhead. Therefore, platform architecture
should consider:

e Reuse
Consolidation

Workload optimization

Data lifecycle

Storage tiers

Processing efficiency

The architect should also understand that engineering productivity has an economic
dimension. A platform that reduces the time required to create and operate reliable
pipelines can create significant enterprise value even if its infrastructure cost is not the
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lowest possible. The right objective is not simply minimizing technical expenditure. It is
optimizing total value.

9.19 Data Engineering for Al

Al introduces additional responsibilities for data engineering. Traditional data pipelines
often focus on producing tables. Al pipelines may need to produce several different rep-
resentations of the same enterprise information. For example, a document may become:

e A raw document

e Extracted text

e Structured metadata
e Chunks
Embeddings

Searchable representations
e Access-control metadata

Similarly, structured business data may be transformed into:

e Analytical tables

e Features

e Semantic representations
e Retrieval-friendly views

This creates a broader concept of data engineering. The engineer is no longer preparing
information for only one analytical representation. The engineer may be preparing infor-
mation for multiple forms of machine consumption.

This reinforces the importance of the information architecture established earlier. The
same business concept may require multiple physical representations while maintaining
a common enterprise meaning.

9.20 Data Engineering and Data Products

Data products require engineering discipline. A data product is not simply a table placed
in a catalog. It needs:

e An owner

e Defined consumers

e Documented semantics
e Quality expectations

e Reliable pipelines

e Interfaces

e Monitoring

e Lifecycle management
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Data engineering provides much of the technical foundation. The domain provides busi-
ness meaning. The platform provides reusable technical capabilities. Governance pro-
vides enterprise controls. This creates a useful division of responsibility.

Capability Primary Responsibility
Business meaning Domain
Data ownership Domain

Pipeline implementation  Data Engineering

Platform capabilities Platform Engineering

Enterprise standards Architecture

Policy Governance

Consumption Business and technical consumers

The boundaries may vary by organization, but the principle is important. No single team
should be expected to own every dimension of a data product.

9.21Data Engineering and Platform Architecture at
Meridian Financial Group

Meridian Financial Group had accumulated hundreds of data pipelines across business
units. Some were centrally managed. Others were created by individual teams. Several
different technologies were used for similar workloads. The engineering organization
identified several recurring problems. Some pipelines had limited monitoring. Some
transformations existed in multiple places. Some data products depended on undocu-
mented processes. Some teams manually configured infrastructure. And when a pipeline
failed, determining its downstream impact could be difficult. Meridian therefore estab-
lished an enterprise data platform. The platform provided standardized capabilities for:

e Ingestion

e Transformation
e Orchestration
e Quality
Metadata
Monitoring

Security

Deployment

The objective was not to force every engineering team into exactly the same implementa-
tion. Instead, the platform established guardrails and reusable capabilities. For example,
teams could select different processing technologies where justified, but all production
workloads were required to provide:

e Ownership
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Metadata
Lineage

Monitoring

Security classification
Quality checks
Deployment controls

The Platform Product Model

Meridian also changed how the platform team operated. The platform was treated as an
internal product. Engineering teams were considered users. The platform team therefore
measured:

Developer adoption

Time to create a new pipeline
Deployment reliability
Incident frequency

e Platform utilization

Engineering satisfaction

This shifted the platform conversation from infrastructure provision to engineering en-

ablement.

Al Extension

As Meridian expanded its Al initiatives, the platform was extended to support:
Document processing

L]
e Embedding generation
e Retrieval indexes

Al data pipelines
e Model-data integration

The architecture maintained common governance and security controls across these new
workloads.

The result was not a single centralized engineering organization. Instead, Meridian es-
tablished a common platform with distributed engineering responsibilities. This allowed
domains to retain ownership of their information while reducing the amount of infras-
tructure every team had to build independently.

Practical Artifact: Enterprise Data Engineering and
Platform Assessment

A useful assessment should examine both engineering practices and platform capabili-
ties.
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Step 1: Inventory Data Pipelines

For major pipelines, document:

Source
Destination
Owner
Frequency
Latency
Technology

Business criticality
e Dependencies

This establishes the engineering landscape.

Step 2: Assess Engineering Standards

Determine whether production pipelines consistently provide:

e Version control

e Testing

e Deployment automation
e Monitoring

e Logging

e Error handling

e Quality checks

e Documentation

Step 3: Assess Platform Capabilities

Evaluate whether the enterprise provides reusable capabilities for:

Ingestion
Storage
Processing
Orchestration
Metadata
Security
Observability

Quality

Identify capabilities being independently recreated by multiple teams.

Step 4: Assess Reliability

For critical pipelines, examine:
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Failure frequency

Recovery time

Retry mechanisms

Replay
Checkpointing

Dependency management

The assessment should focus on business impact rather than simply technical availability.

Step 5: Assess Data Quality

Determine whether quality checks exist at appropriate stages. Look for:

Schema validation

Completeness
e Accuracy
Freshness

Duplicate detection
Business-rule validation

Step 6: Assess Platform Developer Experience

Ask engineering teams:

How long does it take to create a production pipeline?
e How difficult is deployment?
e How easy is monitoring?

How easy is debugging?

How much infrastructure must each team build themselves?

These questions reveal whether the platform is genuinely enabling engineering teams.

Step 7: Assess Al Readiness

Determine whether the platform can support:

Document processing
Embeddings

Vector indexing
Retrieval

Feature pipelines

Al-specific data products
Governed model access
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Data Engineering and Platform Assessment Matrix

Dimension Key Question

Engineering Are pipelines engineered as production systems?

Automation Can infrastructure and deployments be
automated?

Quality Are quality controls built into pipelines?

Orchestration
Metadata
Observability

Are dependencies managed reliably?
Is data context captured and maintained?

Can pipeline and data health be understood?

Security Are secure controls built into the platform?

Resilience Can failures be detected and recovered?

Scalability Can workloads grow without architectural
redesign?

Reuse Are common capabilities provided as platform

Developer experience

services?

Does the platform reduce engineering effort?

Al readiness Can the platform support Al-specific data

processing?

Key Takeaways

1. Data engineering turns enterprise data architecture into operational reality.

2. Data pipelines should be treated as production systems rather than simple scripts.

3. Modern data engineering requires ingestion, transformation, orchestration, qual-

10.

11.

ity, metadata, observability, security, and resilience.

Data platforms provide reusable capabilities that prevent every team from rebuild-
ing the same technical foundation.

Platform engineering should treat the internal data platform as a product for its
engineering consumers.

Automation and infrastructure as code improve consistency, repeatability, and op-
erational control.

Data observability extends traditional infrastructure monitoring by examining the
health of data itself.

Data quality should be engineered into pipelines rather than treated only as a
downstream governance activity.

Reliability requires explicit mechanisms for retries, replay, checkpointing, idem-
potency, and recovery.

Platform architecture must balance standardization with appropriate engineering
and domain autonomy.

Al introduces new data engineering requirements, including document pro-
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cessing, embeddings, retrieval representations, and multiple forms of machine-
consumable data.

12. The modern data platform is increasingly becoming a shared foundation for ana-
lytics, data products, machine learning, and Al

Architect’s Reflection

There is a tendency to think of architecture as something that exists above engineering. A
diagram is created. Standards are documented. Technology decisions are approved. Then
engineering teams are expected to make the architecture real. In modern enterprise data
environments, that separation is increasingly artificial. Architecture must understand
how systems will actually be built and operated. A beautifully designed platform that
is difficult to use will not create adoption. A perfectly standardized pipeline framework
that prevents teams from solving legitimate business problems will create workarounds.
A highly scalable data platform without observability may simply produce failures at
greater scale. A sophisticated Al data architecture without reliable engineering will not
produce trustworthy Al This is why the Enterprise Data Architect must work closely
with data engineers and platform engineers. The architect should understand not only
what the target architecture looks like but also what it takes to operate it every day. The
most effective architecture therefore provides both direction and enablement. Direction
establishes principles, standards, boundaries, and target capabilities. Enablement pro-
vides reusable platforms, automation, patterns, and guardrails that allow engineering
teams to move quickly without repeatedly solving the same problems. This balance be-
comes especially important as enterprises adopt data products and Al The organization
cannot afford to centralize every engineering decision. Nor can it afford to let every team
build an independent platform. The architectural objective is to create a shared founda-
tion that makes the right behavior easier.

When the platform provides secure ingestion, automated deployment, quality controls,
metadata, observability, and reusable infrastructure as standard capabilities, engineer-
ing teams can concentrate on the business problems that make their data valuable. This
is the deeper role of platform architecture. It does not replace data engineering. It ampli-
fies it. And when data engineering, platform engineering, information architecture, and
enterprise governance operate together, the organization gains something more valuable
than a collection of pipelines. It gains an enterprise capability for continuously turning
raw information into trusted, reusable, and intelligent data assets.



CHAPTER 10

Data Products, Data Mesh,
and Domain-Oriented
Architecture

The modern enterprise data environment is becoming increasingly distributed.

Data is no longer created only in a small number of centralized systems and consumed by
a relatively limited group of reporting teams. It is produced across operational applica-
tions, Saa$S platforms, digital channels, devices, business processes, partner ecosystems,
analytical platforms, and increasingly, Al applications.

At the same time, organizations expect data to be easier to discover, understand, access,
and reuse. This creates a fundamental architectural challenge.

A centralized data team can provide consistency and enterprise control, but it can strug-
gle to understand the detailed meaning and changing needs of every business domain.
A completely decentralized model can give domains greater autonomy, but it can also
produce duplication, inconsistent definitions, fragmented platforms, and difficult-to-
manage governance.

The concepts of data products, data mesh, and domain-oriented architecture emerged
partly in response to this tension. These concepts should not be interpreted as a single
technology architecture. They are ways of thinking about how responsibility for data can
be organized. A data product focuses on the quality and usability of a data asset. Domain-
oriented architecture focuses on aligning data ownership with business domains. Data
mesh is an organizational and architectural approach that emphasizes domain owner-
ship, data as a product, self-service data infrastructure, and federated governance.

For the Enterprise Data Architect, the important question is not whether an organization
should “implement data mesh.” The more useful questions are:

e Who owns enterprise information?
e Who is accountable for its quality?
e How should data be packaged for reuse?

189
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What capabilities should be centralized?

What responsibilities should belong to domains?

How should enterprise standards coexist with domain autonomy?

How can data products support analytics, applications, and AI?

This chapter explores these questions and develops a practical architectural model for
distributed data ownership.

10.1 From Centralized Data Warehousing to Distributed
Data Ownership

Traditional enterprise data architecture often concentrated responsibility in a central data
organization. Operational systems produced data. A central integration team extracted
and transformed it. A central warehouse stored it. A central Bl organization created re-
ports. This model provided important advantages. It could establish:

Centralized standards
Common infrastructure

L]

L]

e Consistent security
e Enterprise reporting
L]

Centralized governance

However, as the enterprise expanded, the model also encountered limitations. The cen-
tral data organization might not fully understand the business meaning of every dataset.
A customer domain, for example, may have sophisticated knowledge of customer lifecy-
cle, onboarding, relationships, segmentation, and regulatory requirements. A centralized
team may understand the technology but not possess the same depth of business context.
This creates an architectural problem. The people closest to the business process often un-
derstand the data best, but the people operating the enterprise platform often have the
strongest technical capabilities.

Modern data architecture seeks to combine these strengths.

10.2 Business Domains as Data Ownership Boundaries

A business domain represents a coherent area of business responsibility. Examples in-
clude:

Customer
Product
Finance

Payments
e Claims

Supply chain
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e Human resources
e Marketing
e Risk

Domains are useful architectural boundaries because they often correspond to business
capabilities and operational responsibility. A domain may own:

Business processes

Applications
Business rules

Information

Data quality

Subject-matter expertise

This makes the domain a natural candidate for data ownership. However, a business do-
main is not necessarily the same thing as a system boundary. A customer domain may
span several applications. A finance domain may contain multiple platforms. A product
domain may include information distributed across operational and analytical systems.
The Enterprise Data Architect therefore needs to distinguish between business owner-
ship and technical implementation. The business domain defines meaning and account-
ability. Technology implements the capabilities required to manage and distribute that
information.

10.3 What Is a Data Product?

A data product is a managed data asset designed to serve identifiable consumers. It can
be:

A dataset

A curated analytical table
A set of APIs

A streaming feed

A semantic model

e A collection of data and metadata

A governed retrieval-oriented information service

The important characteristic is not the physical format. The important characteristic is
that the data is treated as a product with users, expectations, ownership, and lifecycle
management. A data product should answer several questions:

e Who owns it?
Who uses it?
What does it mean?

What quality can consumers expect?

How is it accessed?
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e How frequently is it updated?
e How is it secured?
e What happens when it changes?

This moves the organization away from thinking of data as simply a by-product of ap-
plications. Data becomes an enterprise asset with an explicit service relationship to con-
sumers.

10.4 Data Products versus Datasets

Not every dataset is automatically a data product. A dataset may exist because an engi-
neering team created it for an internal process. It may have:

No owner
Limited documentation
No quality expectations

No defined interface

No lifecycle management

Such a dataset can still be useful. But it does not necessarily have the characteristics of a
product. A data product introduces stronger expectations.

Dataset Data Product

May be created for a specific process Designed for identifiable consumers
Ownership may be unclear Explicit ownership

Documentation may be limited Defined meaning and documentation
Quality may be implicit Quality expectations

Interface may be unstable Managed access mechanism
Lifecycle may be informal Managed lifecycle

Consumers may be unknown Consumers are understood
Governance may be inconsistent Appropriate governance controls

”

The distinction is valuable because simply renaming existing datasets as “data products
does not create a product operating model.

10.5 Characteristics of a Well-Designed Data Product

A mature data product should provide more than data. It should provide context. Con-
sider a dataset called customer revenue. The name alone is insufficient. A consumer
needs to understand:

e Whatis a customer?
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What is revenue?
Which transactions are included?

Which currencies are used?

What is the calculation period?

How frequently is the data updated?
What are the known limitations?

e Who owns the definition?

Without this context, consumers may interpret the same dataset differently. A useful data
product therefore includes several dimensions.

Data

The actual information being provided.

Metadata

Definitions, ownership, lineage, classifications, and operational characteristics.

Quality

Expectations for completeness, accuracy, timeliness, and other relevant dimensions.

Access

The mechanisms through which consumers obtain the data.

Contract

The expectations governing changes, availability, and compatibility.

Documentation

The information consumers need to use the product correctly.

Governance

Policies governing security, privacy, retention, and permitted use.

The data product is therefore better understood as a bundle of data, metadata, interfaces,
quality expectations, and governance.

10.6 Data Contracts

A data product requires an agreement between producer and consumer. This agreement
is often represented through a data contract. A contract can define:

e Schema
e Field definitions
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Business meaning

Data types

Quality expectations

Update frequency

Service expectations

Compatibility rules

Ownership

The contract does not need to be a large legal document. It can be a machine-readable
and human-understandable specification. For example, a customer data product might
define that:

e customer_id is unique

Country follows the enterprise reference standard

Customer status uses an approved value set

Updates occur within a defined period

Personally identifiable information is subject to specified access controls

The contract creates predictability. Consumers can build against the product with greater
confidence. Producers can change the implementation without unnecessarily breaking
consumers as long as the contract remains compatible. This is another reason the con-
cepts discussed in Chapter 8—schema evolution, integration, and interoperability—are
foundational to data products.

10.7 The Meaning of Data Mesh

Data mesh is often misunderstood as a technology platform. It is better understood as
an organizational and architectural approach to managing data in a large, distributed
enterprise. The approach is commonly associated with four major principles:

1. Domain-oriented ownership

2. Data as a product

3. Self-service data infrastructure

4. Federated computational governance

These principles address different problems. Domain ownership addresses business ac-
countability. Data as a product addresses usability and quality. Self-service infrastruc-
ture addresses engineering enablement. Federated governance addresses enterprise con-
sistency. Together, they attempt to balance decentralization with enterprise control. The
key architectural insight is that these principles are complementary. Implementing only
one or two of them can create an incomplete model. For example, decentralizing data
ownership without providing common platform capabilities may simply distribute op-
erational complexity across the organization. Similarly, creating a centralized platform
without domain ownership may leave the original ownership problem unresolved.
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10.8 Domain-Oriented Data Architecture

Domain-oriented architecture changes where some data responsibilities sit. Instead of
asking:

Which central team owns all enterprise data?
the organization asks:

Which business domain is accountable for the meaning, quality, and appropriate use of this
information?

This can be particularly effective for business concepts that are deeply connected to do-
main processes. For example, the customer domain may be accountable for:

Customer identity

Customer status

Customer lifecycle

Customer relationships

The finance domain may own:

Accounting structures

Financial transactions
Financial balances

Financial reporting concepts
The risk domain may own:

e Risk classifications
e Risk measures
e Risk events

This does not mean that every domain builds its own infrastructure. Ownership and in-
frastructure are separate architectural concerns.

10.9 Centralized Capabilities and Federated Ownership

A mature enterprise does not have to choose between complete centralization and com-
plete decentralization. A more practical model is often:

Federated Ownership + Centralized Enablement + Federated Governance

Domains own business data products. A central platform organization provides common
technical capabilities. Enterprise architecture and governance establish common policies
and standards. This creates a balance.

For example:
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Customer domain Product domain Finance domain Risk domain Operations domain

JI|L JI|L
il il

[ data product data product data product ] [ data product ] [ data product ]

[ data product data product data product ] [ data product ] [ data product ]

Federated governance: global rules (security, identity, interoperability, metadata) - local rules (domain

definitions, quality, transformation)

Self-service data platform (shared)

[ Ingestion ][ Storage ][ Processing ][ Orchestration ][ Catalog ][ Observability ][ Security ]

Figure 10.1- Federated Enterprise Data Architecture

Customer domain — customer data products

Product domain — product data products

Finance domain — finance data products

Risk domain — risk data products
All of these can use common:

Ingestion services
Storage
Processing
Orchestration
Metadata
Observability
Security

Identity
e Data catalog capabilities

This is often more sustainable than asking every domain to independently build an entire
data platform.

10.10 Federated Governance

Decentralized ownership does not eliminate the need for enterprise governance. In fact,
distributed environments can make governance more important. The challenge is to gov-
ern what must be consistent while allowing domains autonomy over what legitimately
belongs to them. Enterprise-wide standards may include:
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e Security classifications

e Identity standards

e Privacy policies

e Data retention requirements
e Regulatory controls

e Enterprise identifiers

e Interoperability standards

e Metadata requirements

Domains may retain control over:

Business-specific definitions
Domain transformations
Product implementation
Domain-specific quality rules

This creates a distinction between global rules and local rules.

The Enterprise Data Architect should help determine which rules belong in each cate-
gory.

10.11 Enterprise Standards and Domain Autonomy

The tension between standardization and autonomy is not unique to data architecture.
Every enterprise architecture encounters it. Too much standardization can slow innova-

tion. Too little standardization can create fragmentation. A useful principle is:

Standardize the things that must interoperate; allow variation where it does not create unac-
ceptable enterprise risk.

For example, an enterprise may require every data product to provide:

Ownership metadata

Security classification

Lineage

Quality information

But it may allow domains to choose different internal transformation techniques. Simi-
larly, the enterprise may require a common customer identifier while allowing individ-
ual domains to maintain additional domain-specific attributes. This creates controlled
autonomy.
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10.12 Data Products and Enterprise Information
Architecture

Data products should not exist independently of enterprise information architecture. The
information model provides the conceptual foundation. Consider the concept of Cus-
tomer. Different domains may use the concept differently. Marketing may care about:

e Segmentation
e Campaign engagement
e Preferences

Risk may care about:

e Exposure
e Risk classification
e Financial relationships

Service operations may care about:

e Interactions
e Cases
e Service status

These are legitimate domain perspectives. Enterprise architecture should not necessarily
force every domain to create one enormous physical customer model. Instead, the archi-
tect should establish shared semantic foundations. The enterprise may define:

e What a customer means

e How customer identity is represented
e Which attributes are authoritative

e Which reference standards apply

Domains can then create products aligned with their responsibilities. This is where en-
terprise information architecture and data product architecture meet.

10.13 Data Products and Master Data

Master data management remains relevant in a data-product-oriented architecture. In
fact, data products can strengthen master-data practices if responsibilities are clearly de-
fined. Suppose several domains maintain information related to customers. The enter-
prise may establish a customer master or authoritative identity capability. Other domains
may then create specialized customer data products. For example:

e A Customer Identity Product may provide trusted identity information.
e A Customer Risk Product may provide risk-related information.
e A Customer Engagement Product may provide interaction information.
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The architecture therefore does not require one physical dataset to satisfy every consumer.
Instead, it creates multiple products that share common enterprise concepts and identi-
fiers.

10.14 Data Products and Data Mesh Are Not the Same
Thing

These concepts are related but distinct. An organization can create data products without
implementing a full data mesh operating model. For example, a centralized data organi-
zation can own and operate high-quality enterprise data products. Conversely, an or-
ganization could decentralize ownership without creating well-managed data products.
Therefore, a data product is primarily a design and operating concept for a data asset,
while data mesh is a broader organizational and architectural approach. This distinction
matters because enterprises should not adopt an organizational model simply because a
particular architecture term is popular. The architecture should respond to business scale,
organizational structure, regulatory environment, technology maturity, and actual data
problems.

10.15 Data Products and the Modern Data Platform

The modern data platform provides the foundation on which data products operate. A
domain should not need to independently implement:

Identity management
Encryption

Pipeline orchestration
Monitoring

Metadata capture

Deployment automation

These should ideally be reusable platform capabilities. The domain engineering team can
then focus on:

Domain logic
Data transformation

[ ]

[ ]

e Product quality

e Business semantics
[ ]

Consumer requirements
This creates an important architectural separation:

e Platform capabilities are shared.
e Business data ownership is distributed.
e Enterprise policies are federated.
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This is one of the central architectural patterns for large modern enterprises.

10.16 Data Product Lifecycle

A data product should have a lifecycle. It begins with a business need. The domain identi-
fies the information required and its consumers. The product is designed, implemented,
tested, published, monitored, evolved, and eventually retired. A conceptual lifecycle is:

Identify - Design — Build — Validate - Publish - Operate — Evolve — Retire

Each stage has architectural implications.

Identify

Understand consumers and business outcomes.

Design

Define semantics, interfaces, quality, and governance.

Build

Implement pipelines, transformations, and access mechanisms.

Validate

Test data quality, security, performance, and contract compliance.

Publish

Make the product discoverable and accessible.

Operate

Monitor usage, quality, freshness, and reliability.

Evolve

Manage changes while protecting consumers.

Retire

Deprecate the product responsibly when it is no longer needed.

The lifecycle prevents the data product from becoming another unmanaged enterprise
dataset.
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10.17 Data Product Discovery

A data product is valuable only if consumers can find and understand it. This makes dis-
covery a critical platform capability. A consumer should be able to search for information
using concepts such as:

Customer
Product
Revenue
Transaction
Location

Employee

The catalog should ideally provide:

Description
Owner

Business domain

Quality information

Lineage
Classification

e Access mechanism

Usage guidance

This is where metadata and semantic architecture become increasingly important. A fu-
ture enterprise data environment will not simply be a collection of datasets. It will be a
network of discoverable information products connected through shared semantics.

10.18 Data Products and Al

The emergence of Al makes data products even more significant. Al applications require
access to trusted enterprise context. A data product can provide that context in a con-
trolled and reusable way. For example, an Al assistant supporting financial analysts may
need:

Customer information

Account information

Transaction history

Regulatory policies
Product definitions

Risk information

Rather than allowing the Al application to connect directly to dozens of underlying sys-
tems, the architecture can expose governed information products. This creates a con-
trolled boundary between enterprise information and Al applications. Data products
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may therefore become important building blocks for:

RAG systems
Al assistants

Agentic applications

Decision intelligence

Machine learning

Enterprise search

The architecture becomes:

Domain Data — Data Product -» Governed Context - Al Application
rather than:

Al Application - Direct Access to Everything

The former provides a stronger architectural control point.

10.19 Data Products and Generative Al Context

Generative Al introduces a particularly important requirement: context. A language
model can generate useful responses, but enterprise applications require access to cur-
rent and authorized organizational information. Data products can provide structured
and governed context. For example, a customer-service Al application might consume a
customer-service data product containing:

Customer profile
Current service cases

Product information

Interaction history

Service policies

The Al application does not need to understand the underlying operational architecture.
The data product abstracts that complexity. This is an important evolution. Data products
are not only analytical assets. They can become enterprise context interfaces.

10.20 Data Products and Semantic Consistency

Distributed ownership creates a potential problem. Different domains may use the same
business term differently. Consider terms such as Customer, Revenue, Account, Product,
Order, and Active Customer. These terms may have different meanings across domains. A
data-product architecture therefore needs semantic governance. The enterprise glossary
and information model should provide common definitions where shared understand-
ing is required. This does not mean every domain must use identical terminology inter-
nally. It means that when information crosses domain boundaries, the meaning must
be explicit. The Enterprise Data Architect plays an important role in identifying these
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semantic boundaries.

10.21 Anti-Patterns in Data Product Architecture

Data products can fail when organizations focus on terminology rather than architecture.
Several anti-patterns are common.

Renaming Existing Datasets

Simply changing the name of a dataset to “data product” does not create ownership or
consumer accountability.

Domain Decentralization Without Platform Support

Giving domains responsibility without providing shared infrastructure can create dupli-
cated engineering effort.

Platform Centralization Without Domain Ownership

A highly centralized platform may still fail to establish business accountability.

Excessive Federation

If every domain defines its own standards without enterprise coordination, interoperabil-
ity becomes difficult.

Excessive Standardization

If every domain is forced into identical implementation patterns, autonomy becomes
meaningless.

Ignoring Consumers

A data product designed without understanding its consumers may become technically
elegant but commercially irrelevant.

Treating Data Products as Permanent

Products need lifecycle management. Unused or obsolete products should be retired.

These anti-patterns reinforce the principle that data product architecture is fundamen-
tally about operating model and accountability, not labels.

10.22 Data Products at Meridian Financial Group

Meridian’s centralized data organization had historically operated many enterprise
datasets. The organization had created a large analytical environment, but business teams
often complained that they could not easily determine:
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Who owned a dataset
What a field meant
Whether information was current

Whether they could use it for a particular purpose

Meridian decided to introduce domain-oriented data products. The initial domains in-
cluded:

Customer
Product
Finance

e Risk
Operations

The organization did not immediately reorganize every system around these domains.
Instead, it began by identifying high-value information products.

Customer Domain

The customer domain established products covering:

Customer identity

Customer profile

Customer relationships

Customer lifecycle

Product Domain

The product domain established products covering:

e Product catalog

e Product attributes

e Product availability

e Product lifecycle
Finance Domain

The finance domain established products covering:

Financial transactions

Accounting information
Revenue

Balances

Risk Domain

The risk domain established products covering:
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Risk classifications

Exposures
Risk events

Risk measures

These products shared enterprise identifiers and common metadata standards. Merid-
ian’s central platform organization provided:

e Ingestion

e Storage

e Processing

e Orchestration

e Metadata

e Security

e Observability

e Deployment automation

Enterprise governance established common requirements for:

Privacy
Security
Regulatory controls

Data quality

Lineage

Changing the Ownership Model

The most important change was not technical. It was accountability. Previously, the cen-
tral data team was often expected to answer questions about business meaning. Under
the new model, domains became accountable for the meaning and quality of their data
products. The central platform team remained accountable for platform capabilities. Ar-
chitecture remained accountable for enterprise alignment and standards. Governance re-
mained accountable for policies and controls. This clarified responsibilities.

Al Use Case

Meridian later introduced an Al assistant for internal analysts. Rather than giving the
assistant broad direct access to enterprise databases, the architecture allowed it to con-
sume selected governed data products. This created a more controlled path to enterprise
information. The Al application could retrieve appropriate context without needing to
understand every underlying operational system. The data-product architecture there-
fore became part of Meridian’s Al architecture.
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Practical Artifact: Enterprise Data Product and Domain
Assessment

The following assessment can help determine whether an organization is ready to intro-
duce domain-oriented data products.

Step 1: Identify Business Domains

Start with business capabilities and value streams. Identify domains that have:

Meaningful business responsibility
Identifiable information ownership
Subject-matter expertise

L]
L]
L]
e Significant data consumption

Do not begin by drawing technical system boundaries. Begin with business responsibility.

Step 2: Identify High-Value Data Products

For each domain, identify information that is:

Frequently reused
Business-critical

Difficult to discover

Expensive to reproduce
e Important to analytics or Al

Prioritize these products first.

Step 3: Establish Ownership

For every proposed product, identify:

e Business owner
Technical owner

e Data steward
e Platform responsibility
e Governance responsibility

Avoid the ambiguous phrase “the data team owns it.” Ownership should be explicit.

Step 4: Define the Product Contract

Document:

e Business meaning
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Schema

Identifiers

Quality expectations
Freshness

Access mechanism
Security classification
Change policy

Step 5: Identify Shared Enterprise Concepts

Determine which concepts require enterprise consistency. Typical examples include:

Customer
Legal entity
Product
Location
Currency
Calendar
Organization

Define the appropriate enterprise standards without unnecessarily centralizing all do-
main data.

Step 6: Assess Platform Enablement

Determine whether domains have access to shared capabilities for:

Ingestion
Processing
Storage
Orchestration
Metadata
Quality
Observability
Security
Deployment

If every domain must build these independently, the organization may be decentralizing
infrastructure rather than data ownership.

Step 7: Establish Federated Governance

Define which rules are enterprise-wide and which are domain-specific. Enterprise ar-
chitecture should make the boundary explicit.
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Step 8: Assess Consumer Experience

For each data product, determine whether a consumer can easily answer:

e What is this?

e Who owns it?

e Can I useit?

e How fresh is it?

e How reliable is it?

e How do I access it?

e What does each important field mean?
e What happens if it changes?

If these questions cannot be answered, the product is not yet sufficiently mature.

Data Product Maturity Model

Dimension Emerging Developing Mature

Ownership Unclear Assigned Explicit and
accountable

Semantics Informal Documented Governed and
discoverable

Quality Reactive Defined Continuously
monitored

Access Ad hoc Standardized Productized

Metadata Limited Cataloged Operational and rich

Contracts None Partial Explicit and managed

Governance Centralized/reactive Shared Federated

Platform Team-specific Shared services Self-service platform

Lifecycle Informal Managed Product lifecycle

Al readiness Limited Selected use cases Governed reusable
context

This maturity model should be used as an assessment tool rather than as a mandatory
transformation sequence.

Key Takeaways

1. Data products make data ownership, quality, usability, and lifecycle explicit.

2. A data product is more than a dataset; it includes data, metadata, quality expecta-
tions, interfaces, documentation, and governance.

3. Business domains are often natural boundaries for data ownership because they
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contain business context and accountability.

Data mesh is an organizational and architectural approach, not simply a technology
platform.

Domain ownership does not require every domain to build its own infrastructure.
Shared platform capabilities can enable decentralized ownership without creating
duplicated technical foundations.

Federated governance balances enterprise standards with legitimate domain au-
tonomy.

Data contracts establish predictable expectations between data producers and con-
sumers.

Enterprise information architecture remains important because distributed data
products still need shared semantic foundations.

Master data and enterprise identifiers continue to matter in domain-oriented archi-
tectures.

Data products can become important interfaces between enterprise information
and Al applications.

Successful data-product architecture is fundamentally about accountability, con-
sumer value, platform enablement, and governance—not terminology.

Architect’s Reflection

The most important lesson from data products and data mesh is not that enterprises
should decentralize their data. It is that data ownership should be placed as close as
practical to the business context that gives the data meaning. That distinction matters.
Decentralization by itself is not an architectural objective. A distributed organization can
easily become more complicated than a centralized one. The goal is not to maximize the
number of teams that own data. The goal is to create clear accountability while maintain-
ing enterprise interoperability.

This requires the Enterprise Data Architect to think beyond technology. The architect
must understand:

Business domains
Organizational responsibilities
Information ownership
Platform capabilities
Governance

Semantics

Consumer needs

The architect must also resist two opposite temptations. The first is to centralize ev-
erything because centralization feels easier to govern. The second is to decentralize ev-
erything because autonomy appears to increase agility. Neither is universally appropri-
ate. The more sustainable architecture is usually somewhere between the two. Domains
should own what they understand and control. Platforms should provide what should
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be reused. Enterprise architecture should define what must remain interoperable. Gover-
nance should define what must remain controlled. This creates an architecture in which
autonomy operates within enterprise boundaries.

The emergence of Al makes this even more important. Al applications need access to
enterprise context, but unrestricted access to every underlying system creates architec-
tural, security, and governance challenges. Data products provide an intermediate layer.
They allow the enterprise to expose information intentionally. That makes the data prod-
uct concept larger than an analytics pattern. It can become part of the enterprise’s in-
formation delivery architecture. In this model, the enterprise does not simply expose
databases. It exposes governed information capabilities. The distinction is subtle but sig-
nificant. A database answers:

Where is the data stored?

A data product answers:

What information does the enterprise provide, who owns it, what does it mean, how trust-
worthy is it, and how can it be consumed safely?

That is a fundamentally more architectural question. As enterprises move toward intelli-
gent applications, this distinction will become increasingly important. The future enter-
prise data architecture will likely not be a single centralized repository or a collection of
disconnected domain systems. It will be a network of governed information products
operating on shared platform capabilities and connected through common enterprise
semantics. That network becomes one of the foundations of the intelligent enterprise.



Architecting the Al-Ready
Enterprise

Part IIl moves from designing the modern enterprise data environment to
understanding how that environment enables artificial intelligence. It ex-
amines the architectural relationship between enterprise data and Al, then
develops the foundations for generative Al, retrieval-augmented genera-
tion, semantic and knowledge architecture, agentic systems, and decision
intelligence.

The central theme is that Al readiness is not achieved by adding models
to an existing data platform. It requires trusted information, meaningful
context, governed access, reliable data products, and an architecture that
connects Al capabilities to enterprise processes and decisions.






CHAPTER T

The Relationship Between
Enterprise Data Architecture
and Al

Artificial intelligence is changing how enterprises use information.

For many years, enterprise data architecture focused primarily on enabling operational
systems, reporting, analytics, and business intelligence. The architecture was designed to
move data from source systems into governed environments where it could be integrated,
analyzed, and used to support decisions.

Al expands this responsibility.

Machine learning systems depend on data for training, evaluation, and inference. Gen-
erative Al applications depend on information and context to produce useful responses.
Retrieval-augmented generation systems depend on enterprise knowledge that can be
discovered and retrieved. Al agents may need access to tools, APIs, and business pro-
cesses to complete tasks.

These capabilities create new demands on enterprise data architecture. An Al application
may be technically connected to a model, but that connection alone does not make it
enterprise-ready. The application must also access appropriate information, understand
its meaning, respect permissions, provide traceability, and operate within organizational
controls. This is where Enterprise Data Architecture becomes a foundational discipline
for Al The relationship is reciprocal. Data architecture enables Al by providing trusted
information and governed access. Al also changes data architecture by introducing new
forms of information processing, new consumers, new operational requirements, and
new expectations for context.

The Enterprise Data Architect must therefore understand Al not only as another work-
load running on the data platform, but as a new architectural consumer and producer of
enterprise information. This chapter establishes that relationship and develops a frame-
work for connecting enterprise data architecture to Al architecture.

213
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11.1 From Analytical Data to Intelligent Information

Traditional analytical architecture was largely designed to support human interpretation.
A business intelligence dashboard might present revenue by region. An analyst would in-
terpret the results, compare them with other information, and decide what action to take.
Al changes the interaction. A machine learning model may identify patterns in transac-
tion data. A generative Al application may summarize policies and customer records.
An agent may use enterprise information to prepare a recommendation or initiate an
approved workflow. In each case, information is consumed differently.

A human analyst can recognize ambiguity, ask a colleague for clarification, or consult an-
other source. An Al application may instead process information according to its design,
available context, and model behavior. If the underlying information is incomplete, incon-
sistent, outdated, or incorrectly interpreted, the application may produce an unreliable
result.

This makes information quality and meaning central to Al architecture. The enterprise
must consider not only whether data is available, but whether it is suitable for a particular
Al use.

A dataset prepared for historical reporting may not be appropriate for real-time inference.
A document repository may contain valuable knowledge but lack the metadata needed to
identify its authority, currency, or access restrictions. A customer table may contain useful
attributes but lack the relationships required to answer a complex business question.

Al readiness therefore requires a broader view of information. The objective is not simply
to make more data available to models. It is to make the right information available, with
sufficient context and appropriate controls.

11.2 Al as a New Enterprise Data Consumer

Enterprise data architecture has traditionally supported several categories of consumers:

Operational applications

Reporting and business intelligence
Analytical users

Data science teams

External partners

Al adds new consumer types. These include:

Predictive models

Generative Al applications

Retrieval systems

Intelligent assistants
e Autonomous or semi-autonomous agents
e Decision-support applications
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Each consumer has different information requirements.

A reporting application may need consistent historical measures. A predictive model may
require carefully prepared features and a defined observation period. A RAG application
may need relevant document passages, source metadata, and permission information. An
agent may need access to current business state and approved tools.

The architecture must understand these differences. A useful design principle is:

Do not assume that information prepared for one consumer is automatically suitable for
another.

A data product may serve several consumers, but its contract should make clear what it
provides and what assumptions consumers must not make. For example, a customer pro-
file product may support analytics and customer-service applications. A machine learn-
ing use case may require a separate feature representation with explicit rules about time,
missing values, and target leakage. The underlying business concepts may be shared,
while the physical representations differ.

11.3 Al as a New Producer of Enterprise Information

Al is not only a consumer of enterprise data. It can also produce information. Examples
include:

e Document classifications
e Extracted entities

e Generated summaries

e Predicted outcomes

e Recommendations

e Embeddings

e Conversational records
e Agent execution logs

These outputs may become useful enterprise information assets. However, they should
not automatically be treated as authoritative business facts.

A model-generated summary, for example, is a derived representation of source infor-
mation. It may be useful, but it does not replace the original record. A predicted cus-
tomer risk category is not necessarily equivalent to an approved risk classification. An
Al-generated answer may contain a claim that requires validation before it is used in a
business process.

The architecture should therefore distinguish among;:

1. Source information — information originating from an operational or authoritative
source.

2. Transformed information — information created through defined processing and
business rules.
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3. Model-derived information — predictions, classifications, embeddings, summaries,
or other Al outputs.

4. Human-approved information — outputs reviewed and accepted through an appro-
priate business process.

This distinction helps preserve provenance and accountability.

11.4 The Data Foundations of Al

Al systems depend on multiple dimensions of data readiness. A useful way to examine
readiness is to consider six foundations.

Availability

The information required for an Al use case must be accessible through appropriate tech-
nical interfaces. Availability does not mean unrestricted access. It means that authorized
applications can obtain the information they need through governed mechanisms.

Quality

Information should meet the requirements of the use case. A predictive model may be
sensitive to missing values, inconsistent labels, or biased sampling. A retrieval application
may be affected by duplicated documents, incomplete metadata, or outdated content.

Semantics

The application must have a reliable understanding of what the information represents. A
field called account_status may have different meanings across systems. Al applications
need explicit definitions rather than assumptions based on names alone.

Context

Information must be presented in a form that supports the task. A model answering a pol-
icy question may need the policy text, effective date, jurisdiction, and relevant business
context—not simply a collection of documents.

Lineage and Provenance
The enterprise should be able to identify where information came from, how it was trans-
formed, and whether an Al output can be traced to its supporting sources.

Governance

Information must be used according to applicable access, privacy, retention, and business
policies.

These foundations are interdependent. A highly available dataset with unclear seman-
tics may still be unsuitable for AL A well-documented knowledge source without access
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controls may create unacceptable exposure. Al readiness is therefore a property of the
broader information architecture, not merely of a model or platform.

11.5 The Relationship Between Data Architecture and
Al Architecture

Data architecture and Al architecture are distinct but connected disciplines. Data archi-
tecture defines how enterprise information is structured, governed, integrated, stored,
and delivered. Al architecture defines how models, data, prompts, retrieval, tools, ap-
plications, evaluation, and operational controls work together to support Al capabilities.
Their responsibilities overlap. For example, a RAG application requires:

e Source data and documents
e Ingestion and transformation
e Metadata

e Chunking and indexing

Retrieval

e Access control

e Model integration
e Evaluation

e Monitoring

The data architecture provides much of the information foundation. The Al architecture
determines how that information is used within the application. The boundary should
be explicit enough to establish ownership, but flexible enough to support joint design.

Architectural Concern

Data Architecture Contribution

Al Architecture Contribution

Information sources

Source ownership, integration,
quality

Use-case suitability

Semantics Definitions, models, Context interpretation
relationships

Access Data products, APlIs, Application access patterns
permissions

Metadata Catalog, lineage, classification Retrieval and prompt context

Processing Ingestion and transformation Embedding and model-specific

processing

Governance Data policies and stewardship Model and application controls

Quiality Data validation and Model and response evaluation
observability

Operations Pipeline reliability Inference and application

operations

These are not rigid organizational boundaries. In some enterprises, the same team may
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perform several responsibilities. The architectural distinction remains useful because it
prevents important capabilities from being overlooked.

11.6 A Reference Architecture for Enterprise Data and
Al

An Al-ready enterprise architecture should connect source systems, data platforms, in-
formation products, semantic capabilities, and Al applications. A conceptual architecture
can be organized into eight layers:

1. Enterprise sources: operational systems, SaaS applications, documents, events, exter-
nal data, and other information sources.

2. Data integration and engineering: ingestion, transformation, validation, orchestra-
tion, and data processing.

3. Governed data platform: storage, compute, metadata, security, quality, lineage, and
observability.

4. Information and data products: domain-owned datasets, APIs, streams, semantic
models, and other managed information services.

5. Semantic and knowledge services: business definitions, ontologies, knowledge
graphs, document metadata, and enterprise context.

6. Al enablement: model access, embedding services, retrieval, feature services, evalu-
ation, and Al-specific governance.

7. Al applications and intelligent processes: assistants, predictive applications,
decision-support systems, and agents.

8. Enterprise control and operations: identity, policy enforcement, monitoring, audit,
risk management, and lifecycle controls across the architecture.

The architecture is not intended to prescribe one technology stack. It describes capabili-
ties and relationships. An organization may implement several layers using one platform
or distribute them across multiple services. The important requirement is that the capa-
bilities are accounted for and their interfaces are understood.

11.7 Structured, Unstructured, and Multimodal
Information for Al

Al applications increasingly work with more than structured tables. Enterprise informa-
tion may include:

Relational records

Documents

Emails

Presentations
e Images



The Relationship Between Enterprise Data Architecture and Al 219

Al applications Assistants ] [ Predictive apps ] [ Decision support] [ Agents

Al enablement Model access ][ Embeddings ][ Retrieval ][ Evaluation

Semantic & knowledge Definitions ] [ Ontologies ] [Knowledge graphs] [ Context

Governed data platform Storage ] [ Compute ] [ Quality ] [ Lineage

)
c
2
=]
©
o
o
o
o
I~
°
2
5
€
o
o
M
]
=
S
o
]
2
c
i

Integration & engineering

Ingestion ] [ Transformation ] [ Orchestration

Enterprise sources Systems ] [ Documents ] [ Events ] [ External

N
N
N
~

Data products [Domain—owned datasets] [ APIs ] [ Streams ]
J
N
N
N

Figure 11.1 - Enterprise Data and Al Reference Architecture
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Sensor data

This creates a broader information architecture challenge. Structured information often
has defined schemas and relationships. Unstructured information may contain valuable
knowledge but require additional processing to become discoverable and usable. Multi-
modal information can combine text, images, audio, and other forms. The architecture
should not assume that all information can be managed in the same way.

For example, a financial transaction table may require strict schema and reconciliation
controls. A policy document repository may require document versioning, classification,
effective dates, and paragraph-level provenance. An audio archive may require transcrip-
tion, speaker or event metadata where appropriate, and controls over derived text.

Al-specific processing can create additional representations, such as extracted text,
chunks, embeddings, or classifications. These representations should retain links to their
source material.

11.8 Data Products as the Interface Between Enterprise
Data and Al

Chapters 9 and 10 established the importance of data engineering and data products.
In an Al-ready architecture, data products can become a controlled interface between
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enterprise information and Al applications. Consider an internal Al assistant supporting
financial analysts. The assistant may require:

Financial transactions
Account information
Customer relationships
Product definitions
Policy documents

Regulatory guidance

Connecting the assistant directly to every underlying system would create a large num-
ber of dependencies and potentially inconsistent access mechanisms. A data-product ap-
proach can expose governed information through defined interfaces. The application can
consume the products it needs without implementing the integration and business logic
independently.

This does not mean that every Al use case should consume only pre-existing data prod-
ucts. Some use cases require specialized processing or new information products. The
architectural objective is to reuse trusted capabilities where appropriate and make new
dependencies explicit.

A data product used by Al should describe not only its schema but also its semantics,
freshness, quality, access rules, and known limitations.

11.9 The Importance of Context

Data availability and data context are different. A model may have access to a large vol-
ume of information but still lack the context needed to interpret it correctly. Context can
include:

Business definitions
Relationships among entities
Time periods

Jurisdiction

Source authority

User permissions

Task-specific instructions

Relevant operational state

For example, an Al application answering a question about a financial product may need
to know which product version applies, when a policy became effective, and which cus-
tomer segment is in scope. Without this context, the model may retrieve information that
is topically related but not applicable. Context engineering is therefore an important ar-
chitectural concern. It involves determining what information should be provided to an
Al system, how it should be represented, and how it should be selected for a particular
task.
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The Enterprise Data Architect contributes by ensuring that enterprise information has
sufficient structure, metadata, and semantic clarity to support context construction.

11.10 Enterprise Semantics and Al Interpretation

Al systems can process language and identify patterns, but enterprises still need explicit
definitions for important business concepts. A model may recognize the words “cus-
tomer,” “account,” or “revenue.” That does not guarantee that it understands the enter-
prise’s approved meaning. Enterprise semantics provide a controlled vocabulary and a
set of relationships that help maintain consistency. These may include:

Business glossary terms

Conceptual and logical models
Reference data

Ontologies
Knowledge graphs
Domain-specific definitions

For example, the term “active customer” may depend on a defined set of business condi-
tions. If those conditions differ between marketing, finance, and risk, an Al application
may produce different answers depending on which source it retrieves. The architecture
should make these differences explicit. Where a shared enterprise definition is required,
it should be governed. Where domain-specific definitions are legitimate, the domain and
context should be identified. Al does not remove the need for semantic architecture. It
increases the consequences of semantic ambiguity.

11.11 Al Readiness Is More Than Data Availability

Organizations sometimes define Al readiness primarily in terms of whether data can be
accessed by a model. That is too narrow. An Al-ready information environment should
also address:

e Business relevance

e Data quality

e Semantic consistency
e Provenance

e Permissions

e Freshness

e Evaluation

e Monitoring

e Lifecycle management

A collection of accessible datasets may support experimentation, but production Al re-
quires stronger controls.
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For example, a prototype may use a collection of policy documents to answer questions. A
production application may need to ensure that it retrieves the currently effective policy,
respects the user’s permissions, identifies supporting sources, and handles cases where
the evidence is insufficient.

The difference is architectural. Al readiness should be assessed against the requirements
of the intended use case and its consequences. A low-risk internal summarization tool
may require different controls from an application that influences financial, employment,
health, or other consequential decisions.

11.12 Data Quality and Al Quality

Data quality and Al quality are related, but they are not identical. Data quality examines
whether information meets defined requirements. Al quality examines whether the Al
system performs appropriately for its intended purpose. An Al application can produce
poor results even when its source data is technically valid. Possible causes include:

Unsuitable retrieval

Incomplete context

Ambiguous instructions
Model limitations

Weak evaluation
Incorrect tool use

Changes in source information

Likewise, a model may perform acceptably in a test environment but degrade when
source data changes. The architecture should therefore connect data quality controls with
Al evaluation and monitoring. For example:

Source Data Validation —» Product Quality — Retrieval Evaluation — Response Eval-
uation —» Production Monitoring

This creates a chain of assurance rather than treating the model as an isolated component.

11.13 Data Lineage and Al Traceability

Traditional data lineage traces information through systems and transformations. Al in-
troduces additional questions. For a generated answer, an enterprise may need to under-
stand:

Which sources were available
e Which sources were retrieved

Which data product was used
Which version of a document was retrieved

e Which model and application configuration were involved

Whether the output was reviewed



The Relationship Between Enterprise Data Architecture and Al 223

e What action followed

The precise level of traceability depends on the use case, regulatory environment, and
risk. However, the architecture should consider traceability from the beginning. It is dif-
ficult to reconstruct provenance after an Al application has been deployed if the necessary
metadata and logs were never captured.

Traceability also supports debugging. When an Al application produces an unexpected
response, the team needs to distinguish among possible causes:

Incorrect source data
Outdated content
Retrieval failure

Semantic ambiguity
Model behavior
Application logic

Without traceability, these causes can be difficult to separate.

11.14 Security and Access Control Across Data and Al

Al applications create new access patterns. A user may ask a question through an assis-
tant rather than directly querying a database or document repository. The architecture
must ensure that this new interface does not bypass existing permissions. For example,
if a user cannot access a restricted document through the enterprise search platform, the
Al assistant should not expose its content through a generated answer. This requires se-
curity to extend through the entire information path. The architecture should consider:

e User identity

e Application identity

e Data-product permissions
e Document-level access

e Retrieval filtering

e Tool permissions

e Output handling

e Audit records

It is not sufficient to secure only the model endpoint. The system must preserve appropri-
ate authorization as information moves through ingestion, indexing, retrieval, generation,
and action.

11.15 The Al Data Lifecycle

Al workloads introduce additional data lifecycle requirements. A typical lifecycle may
include:
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Source acquisition.

Data validation.

Transformation and enrichment.
Feature or context preparation.
Model training, retrieval, or inference.
Output generation.

Evaluation and monitoring.

S IS N A

Retention, archival, or deletion.

Different Al patterns require different lifecycles. A predictive model may require training
datasets, feature definitions, and model evaluation data. A RAG system may require doc-
ument processing, chunking, embeddings, indexes, and source references. An agent may
require tool-access records and execution traces. The Enterprise Data Architect should
work with Al architects and governance teams to establish which information is retained,
why it is retained, and when it should be removed. The lifecycle should account for de-
rived information as well as original source data.

11.16 Architectural Patterns for Data and Al Integration

Several patterns can connect enterprise data architecture to AL

Pattern 1: Al Application Consuming Data Products

The AI application accesses governed data products through defined interfaces. This is
useful when the information is structured, reusable, and already managed as a product.
Pattern 2: Retrieval-Augmented Generation

The application retrieves relevant enterprise information and provides it as context to a
generative model. This is useful for questions that depend on organizational knowledge
not contained in the model itself.

Pattern 3: Feature-Based Machine Learning

Data engineering pipelines prepare features for training and inference. This is useful for
predictive use cases requiring repeatable feature definitions.

Pattern 4: Event-Driven Al Processing

Events trigger model inference or Al workflows. This is useful when processing must
respond to business events or changes in operational state.

Pattern 5: Al-Assisted Data Processing

Al is used to classify, extract, summarize, or enrich information as part of a data pipeline.
This is useful for processing information that is difficult to handle through traditional
deterministic transformations alone.
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These patterns can coexist. The architect should select them according to business require-
ments, information characteristics, latency, governance, and operational constraints.

11.17 The Role of the Enterprise Data Architect in Al

The Enterprise Data Architect does not need to become the designer of every model or
Al application. The role is to ensure that Al capabilities fit within a coherent enterprise
information architecture. This includes:

Defining how Al applications access enterprise information
Establishing reusable data and context interfaces
Aligning Al requirements with data products

Ensuring semantic consistency

Incorporating governance and security

e Supporting lineage and traceability

e Identifying platform capabilities

e Coordinating with Al, application, security, and business architects

The architect must also understand enough about Al patterns to recognize their informa-
tion requirements. For example, designing a RAG architecture without understanding
document metadata, retrieval, permissions, and source provenance would be incomplete.
Similarly, designing a predictive analytics environment without understanding feature
consistency and training-serving differences would leave important architectural ques-
tions unanswered. The Enterprise Data Architect’s contribution is not to own every Al
technology decision. It is to connect those decisions to enterprise information, business
meaning, and governance.

11.18 Enterprise Data and Al Architecture at Meridian
Financial Group

Meridian Financial Group had begun several Al initiatives. Different business units were
experimenting with:

e Document summarization
e Customer-service assistants
e Financial analysis

Risk analytics

Operational forecasting

The initiatives were initially developed independently. Some teams connected applica-
tions directly to source systems. Others copied documents into separate repositories.
Some built their own data preparation processes. This created several concerns. The orga-
nization could not consistently determine which sources supported Al responses. Similar
business concepts were represented differently across applications. Access controls var-
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ied. Reusable data products were not always available. Meridian recognized that its Al
program needed a stronger enterprise information foundation.

Establishing an Al Information Architecture

The organization established a shared architectural approach. Al applications were ex-
pected to identify:

Their information sources

The data products they consumed
e The context required

Applicable permissions

Quality expectations

Traceability requirements

The enterprise data platform provided common ingestion, transformation, metadata, and
observability capabilities. Domain teams remained responsible for business meaning and
data-product quality. Al application teams remained responsible for application behav-
ior, model integration, and use-case evaluation. Enterprise architecture coordinated the
overall design.

A Customer-Service Assistant

One initiative involved an internal customer-service assistant. The application needed ac-
cess to customer profiles, service cases, product information, and approved service poli-
cies. Meridian designed the information path so that the assistant consumed selected gov-
erned products and retrieved policy information through a controlled knowledge service.
The application did not receive unrestricted access to every underlying system. The ar-
chitecture also retained source references and relevant execution information to support
review and troubleshooting.

Architectural Outcome

Meridian’s Al architecture became more consistent because the organization treated in-
formation access as a first-class architectural concern. The central lesson was not that ev-
ery Al application had to use an identical design. It was that every Al application needed
an explicit and governed relationship with enterprise information.

Practical Artifact: Enterprise Data and Al Readiness
Assessment

This assessment can be used to evaluate whether an enterprise data environment is pre-
pared to support Al initiatives.
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Step 1: Identify Al Use Cases

For each proposed use case, document:

e Business objective

Intended users

Expected outcome
Information required
Decision or process supported

Consequences of an incorrect result
Avoid assessing Al readiness without a defined use case. Readiness is relative to the in-

tended application.

Step 2: Map Information Requirements
Identify:

Structured sources
Unstructured sources

[}
[}
e External information
[}

Data products
e Semantic models

e Reference data
e Real-time information requirements

Determine which sources are authoritative and who owns them.

Step 3: Assess Information Quality

For each important source, evaluate:

e Completeness
Accuracy
Consistency

[ ]

[ ]

e Timeliness
e Uniqueness
[ ]

Known limitations

Identify quality requirements specific to the Al use case.

Step 4: Assess Semantic Readiness

Determine whether important concepts have:

e Clear definitions
e Consistent identifiers
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e Documented relationships
e Approved reference values
e Appropriate domain context

Identify terms that have different meanings across business areas.

Step 5: Assess Context and Retrieval Requirements

For generative Al use cases, identify:

e Relevant source material
e Document structure

e Metadata requirements
Effective dates

Source authority

Retrieval needs

Citation or evidence requirements

For predictive use cases, identify feature definitions, time boundaries, and training and
inference requirements.

Step 6: Assess Security and Governance

Determine how the architecture will enforce:

e User permissions

Application permissions

Data classification

Privacy requirements
Retention

Permitted use
Auditability

Consider whether permissions must be preserved at document or record level.

Step 7: Assess Traceability

Determine what must be recorded to understand an Al result. This may include:

e Source identifiers
e Data-product versions
Retrieved documents

Model and application versions
Tool calls

Review status

Downstream actions
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The required level of traceability should reflect the use case and its risk.

Step 8: Assess Operational Readiness

Evaluate whether the organization can monitor:

Data pipelines

Source freshness
Retrieval quality
Model behavior
Application reliability
Usage

Cost

Incidents

Identify who is responsible for responding when a problem occurs.

Step 9: Identify Architectural Gaps
Group findings into:

e Information quality

e Semantics

e Data products

e Platform capabilities

e Al integration

e Security and governance
e Traceability

e Operations

Prioritize gaps according to business need and risk rather than attempting to modernize
everything at once.

Enterprise Data and Al Readiness Matrix

Dimension Assessment Question

Information availability Can authorized Al applications access required
information?

Data quality Is information fit for the intended use?

Semantics Are important business concepts clearly
defined?

Context Can relevant information be selected and

provided appropriately?
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Dimension Assessment Question

Data products Are reusable, governed information interfaces
available?

Metadata Is ownership, classification, and lineage
available?

Security Are permissions preserved across Al access
paths?

Traceability Can important Al outputs be related to
supporting information?

Evaluation Can information quality and Al behavior be
assessed?

Operations Can the complete data-to-Al workflow be
monitored and supported?

Lifecycle Are source and derived information managed
appropriately?

Accountability Are data, platform, Al, and business

responsibilities clear?

This matrix is intended to reveal architectural gaps. It is not a universal certification stan-
dard or a substitute for use-case-specific risk assessment.

Key Takeaways

Al expands the role of enterprise data architecture from analytical enablement to
governed information and context delivery.

2. Al is both a consumer and a producer of enterprise information.

3. Al readiness depends on availability, quality, semantics, context, provenance, and

~

10.

11.

governance—not simply access to data.

Data architecture and Al architecture are distinct disciplines that must be designed
together.

Data products can provide controlled interfaces between enterprise information
and Al applications.

Enterprise semantics become more important as Al applications interpret and com-
bine information across business domains.

Data quality and Al quality are related but different; both require explicit controls.
Lineage and traceability should be designed into Al information flows rather than
added after deployment.

Security must be preserved across ingestion, indexing, retrieval, generation, and
action.

Different Al patterns create different information requirements, so architecture
should be use-case-driven.

The Enterprise Data Architect helps establish the information foundation and en-
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terprise controls for AI without needing to own every model or application design.
12. The Al-ready enterprise is built on trusted information, shared context, governed
access, and clear accountability.

Architect’s Reflection

The arrival of Al can make enterprise architecture conversations focus too quickly on
models, frameworks, and platforms. These technologies matter, but they are not the en-
tire architecture. An Al application can connect to a model in a relatively short period of
time. Establishing a reliable relationship between that application and enterprise infor-
mation is often a much broader challenge. The application needs to know what informa-
tion is relevant, what that information means, whether it is current, who is allowed to
access it, and how its use can be understood later. These are longstanding information
architecture concerns. AI makes them more visible because the information is now being
interpreted and acted upon by systems that may operate at speed and scale. This changes
the architect’s responsibility. The Enterprise Data Architect must increasingly design for
both human and machine consumption. That does not mean abandoning the foundations
of enterprise data architecture. It means applying them to a wider range of consumers
and outcomes. Business domains still matter. Data quality still matters. Metadata still
matters. Semantics still matter. Governance still matters. What changes is the way these
capabilities are assembled and exposed to applications.

In an Al-ready enterprise, the data platform is not simply a place where information is
stored and transformed. It becomes part of a larger information delivery architecture.
Data products expose trusted information. Semantic services provide business meaning.
Knowledge services provide relevant context. Al applications use these capabilities to
support tasks and decisions. Governance and security operate across the complete in-
formation path. This is the architectural connection that the Enterprise Data Architect
must help establish. The objective is not to make every enterprise dataset available to ev-
ery model. It is to make appropriate information available to appropriate Al applications,
for appropriate purposes, with appropriate controls. That is the difference between an Al
experiment connected to enterprise data and an Al capability integrated into enterprise
architecture.
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CHAPTER 12

Enterprise Generative Al
Architecture

Generative artificial intelligence introduces a new way for enterprises to interact with
information, applications, and business processes.

Traditional enterprise applications generally operate through predefined interfaces, busi-
ness rules, and workflows. Users select options, enter information, and receive outputs
based on application logic. Generative Al introduces a different interaction model. Users
can express requests in natural language, and applications can interpret those requests,
retrieve information, generate content, and—in some architectures—invoke tools or ini-
tiate controlled actions.

This capability creates opportunities across the enterprise. Employees may use Al as-
sistants to search policies, summarize documents, prepare reports, analyze information,
or interact with business applications. Customer-facing applications may provide con-
versational experiences. Engineering teams may use generative Al to support software
development, documentation, and operational processes.

However, enterprise generative Al is not simply a model connected to a chat interface.
A production architecture must address information access, model integration, context,
application design, security, privacy, evaluation, observability, cost, and operational re-
sponsibility. It must also distinguish between generating information and taking action.

The Enterprise Data Architect has an important role in this environment because gener-
ative Al depends on enterprise information and context. The architect must work with
Al application, security, and business teams to ensure that information is made available
through appropriate interfaces and that the resulting architecture remains governed and
maintainable.

This chapter examines the major components and design decisions involved in enterprise
generative Al architecture.

233



234 THe ENTerpRrise DATA ARcHITECT IN THe Ace of Al

12.1 From Traditional Applications to Generative Al
Applications

Traditional enterprise applications are usually designed around defined workflows. A
user may open a customer record, select a transaction, complete a form, or run a report.
The application follows predefined logic and presents information through a structured
interface. Generative Al applications introduce a more flexible interaction pattern. A user
might ask:

“Summarize the recent activity on this customer account and identify any unresolved service
issues.”

The application may need to interpret the request, identify relevant information, retrieve
data from multiple sources, organize the results, and generate a response. The user does
not necessarily need to know which application contains each piece of information. This
can simplify interaction, but it does not eliminate the underlying complexity. The appli-
cation still needs to determine:

What the user is asking
What information is relevant

Whether the user is authorized to access it

Which systems or data products should be queried

How the retrieved information should be interpreted

How the response should be generated

Whether the response requires review before use

The conversational interface is only one part of the system. The enterprise architecture
must support everything behind it.

12.2 What Is Enterprise Generative Al Architecture?

Enterprise generative Al architecture is the set of capabilities, components, interfaces,
controls, and operating practices required to build and operate generative Al applications
within an organization. It typically includes:

e User interaction

e Application logic

e Model access

e Prompt and context management
e Retrieval

e Enterprise data access

e Tool integration

e Identity and authorization

e Safety and policy controls
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e Evaluation
e Monitoring
e Operational management

The exact design depends on the use case. A document summarization application may
require document ingestion, model access, and output validation. An enterprise knowl-
edge assistant may require retrieval, metadata, permissions, citations, and source fresh-
ness. An Al assistant that interacts with business systems may also require tool orches-
tration, transaction controls, and human approval. There is therefore no single genera-
tive Al architecture suitable for every enterprise application. The architect should define
reusable enterprise capabilities while allowing application-specific designs where justi-
fied.

12.3 The Core Components of a Generative Al
Application

A useful conceptual model separates a generative Al application into several components.

User Experience

The interface through which users interact with the application. It may be conversational,
embedded within an existing application, or integrated into a business workflow.

Application Orchestration

The logic that manages the interaction, determines which capabilities are needed, and
coordinates the application flow.

Model Access Layer

The mechanism through which the application accesses one or more language models.

Prompt and Context Management

The process of constructing instructions and providing the information required for a
particular task.

Retrieval and Enterprise Information Access

The capabilities used to locate and obtain relevant enterprise information.

Tool Integration

The interfaces through which the application can access approved services, APIs, or busi-
ness functions.
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Security and Policy Controls

The controls that govern identity, permissions, information use, and application behavior.

Evaluation and Observability

The mechanisms used to assess output quality, monitor performance, and investigate
issues.
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Figure 12.1 - Core Components of an Enterprise Generative Al Application

These components may be implemented within one application framework or distributed
across enterprise services. The architectural requirement is that their responsibilities and
interfaces are understood.

12.4 The Model Access Layer

The model access layer provides a controlled way for enterprise applications to interact
with generative Al models. An enterprise may use:

e Models hosted by an external provider

e Models available through a cloud platform
e Internally hosted models

e Multiple models for different tasks

The model access layer can help standardize how applications connect to these models.
It may provide:

e Authentication
e Request routing
e Usage controls
e Model selection
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Rate limiting

Logging
Cost tracking

Policy enforcement

This is particularly useful when multiple applications use different models. Without a
common approach, each application may implement its own authentication, logging, con-
figuration, and usage controls. That can create duplication and inconsistent oversight.
However, a shared model access layer should not conceal important model differences.
Different models may vary in capability, latency, cost, context limits, supported modali-
ties, and deployment constraints. The architecture should make model selection explicit
and allow applications to use models appropriate to their requirements.

12.5 Model Selection as an Architectural Decision

Model selection is often treated as a technical comparison. In enterprise architecture, it
is also a question of business fit, risk, and operating requirements. The architect should
consider:

e Task complexity

e Response quality

e Latency

e Cost

e Data sensitivity

e Deployment options

e Availability

e Model capabilities

e Integration requirements
e Evaluation results

A larger model is not automatically required for every task. A simple classification or ex-
traction task may be handled by a more specialized or smaller model, depending on the
requirements and evaluation results. A complex reasoning or synthesis task may require
a different capability profile. The architecture should avoid unnecessary dependence on a
single model when the enterprise has legitimate requirements for flexibility or resilience.
At the same time, supporting many models introduces operational complexity. The or-
ganization must balance choice with the cost of maintaining, evaluating, securing, and
monitoring multiple model integrations.

12.6 Prompt and Context Architecture

Prompts are often discussed as text instructions supplied to a model. In an enterprise
application, prompt management is broader. A prompt may include:
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e System-level instructions

e Application instructions

e User requests

e Retrieved enterprise information
e Conversation history

e Structured context

e Tool descriptions

e Output constraints

These elements influence how the model responds. The architect should treat prompt
construction as part of application design rather than as an informal string assembled
inside code. Prompts should have ownership, versioning, testing, and change manage-
ment appropriate to the application. This is especially important when prompts contain
business rules or influence consequential workflows.

Context Is Not Just More Text

Adding more information to a prompt does not necessarily improve the result. Context
should be relevant, current, authorized, and appropriate for the task. A customer-service
assistant may need the current service policy and the customer’s authorized service
record. It may not need unrelated historical documents or information from other cus-
tomers. The architecture should therefore provide mechanisms to select context rather
than simply pass large collections of information to the model.

12.7 Retrieval-Augmented Generation

Retrieval-augmented generation, commonly called RAG, combines information retrieval
with generative Al Instead of relying only on information learned during model training,
a RAG application retrieves relevant information from an external knowledge source and
provides it as context to the model. A simplified process is:

. The user submits a question.

. The application interprets the request.

. A retrieval process searches relevant information.
The application selects suitable content.

The content is provided to the model as context.

. The model generates a response.

N oU AW N e

. The application presents the response and, where supported, its sources.

RAG can help an application use enterprise information that is not part of a model’s train-
ing data or that changes more frequently than model training cycles. It does not guaran-
tee correctness. The quality of the result depends on source quality, retrieval relevance,
permissions, context construction, model behavior, and application design. RAG archi-
tecture is examined in greater depth in Chapter 13. For this chapter, the important point
is that retrieval is one component of a larger generative Al application architecture.
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12.8 Enterprise Knowledge Sources

Generative Al applications may need information from many enterprise sources. These
can include:

Document management systems
Policy repositories

Knowledge bases

Data products

Operational applications
Analytical platforms

e APIs

e Approved external information

The architecture should identify which sources are authoritative for each use case. A doc-
ument repository may contain several versions of a policy. A knowledge base may in-
clude both approved guidance and informal discussion. A data product may provide a
governed business definition that differs from an application’s local label. The applica-
tion needs a way to distinguish these sources. Source authority, effective date, ownership,
classification, and lineage can all affect whether retrieved information is suitable. This re-
inforces the need for enterprise metadata and semantic architecture.

A RAG system that indexes documents without preserving their business context may
retrieve content that is textually relevant but operationally inappropriate.

12.9 Tool Integration and Enterprise APIs

Some generative Al applications need to do more than retrieve information. They may
need to invoke tools. A tool can be an API, service, function, or controlled business capa-
bility exposed to the Al application. Examples include:

e Searching a product catalog
e Checking an order status

Calculating a value

Retrieving an account balance

Creating a service request
e Preparing a transaction for approval

Tool integration introduces a major architectural distinction. Retrieving information and
changing enterprise state are different activities. A read-only query may have relatively
limited consequences. A tool that changes a customer record, initiates a payment, or mod-
ifies an operational process requires stronger controls. The architecture should consider:

e User authorization
e Application authorization
e Allowed operations
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Input validation
Transaction boundaries

Confirmation requirements

Audit records

Error handling

Rollback or compensation where applicable

The model should not be treated as the authority for deciding whether a business action
is permitted. The application and enterprise control layers must enforce those rules.

12.10 Human Approval and Controlled Action

Generative Al applications can support different levels of autonomy. At one end, the sys-
tem generates information for a human to review. At another, it may execute a predefined
action after satisfying application rules. Between these points are designs in which the
Al prepares an action, but a person must approve it. The appropriate design depends on:

e Business impact
e Reversibility

e Risk

Policy

User expectations

Reliability of the process

For example, an assistant might summarize a customer complaint and draft a response.
A human service representative reviews the response before it is sent. A different ap-
plication might automatically categorize a low-risk internal request, provided that the
action is reversible and subject to monitoring. The architect should make the autonomy
boundary explicit.

“

[ Al produces information J [ Al prepares an action J [ Al executes bounded action J
| Human decides & acts I ‘ Human reviews & approves ’ | Rules, limits, monitoring I
( Lowest action risk ] ( Approval is evidence-based ] ( Reversible & audited ]

Authority to act comes from enterprise policy, not from the model’s ability to propose

Figure 12.2 - Levels of Generative Al Application Autonomy

The central principle is that authority to act should be established by enterprise policy and
application design, not inferred from the model’s ability to generate a proposed action.
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12.11 Security Architecture for Generative Al

Generative Al introduces familiar security concerns in new interaction patterns. The ap-
plication may process confidential information, retrieve restricted documents, or interact
with enterprise services. Security must therefore apply across the full request lifecycle.
Important concerns include:

User authentication

Application identity
Authorization

Data classification
Encryption

Secrets management

Network controls

Logging
e Retention

e Access to model providers
e Output handling

A particularly important requirement is preserving permissions during retrieval. If a user
is not authorized to access a document, the application should not expose its contents
through a generated response. This means access control must be enforced before or dur-
ing retrieval, not merely after the model has generated an answer. The architecture should
also consider whether sensitive information is sent to external model services and what
contractual, technical, and policy controls apply. These decisions depend on the organi-
zation's risk requirements and the specific deployment model.

12.12 Prompt Injection and Untrusted Content

Generative Al applications may process instructions contained in user input or retrieved
content. Some content may be misleading, malicious, or simply unrelated to the task. A
document could contain text that attempts to influence the application’s behavior. A user
could submit a request designed to override application instructions. This is commonly
discussed under the broader topic of prompt injection. The architectural response should
not depend on assuming that prompts alone can eliminate the risk. Controls may include:

e Treating retrieved content as untrusted data

e Separating instructions from source content

e Limiting available tools

e Enforcing authorization outside the model

e Validating tool inputs

e Restricting sensitive operations

e Monitoring unusual behavior

e Requiring human approval for consequential actions
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The most important design principle is to avoid giving the model unrestricted author-
ity over enterprise systems. A model may help determine what action is relevant, but
application controls should determine whether the action is allowed.

12.13 Privacy and Sensitive Information

Generative Al applications may process personal, confidential, financial, or otherwise
sensitive information. The architecture should identify:

e What information is collected
e Why it is required

Where it is processed

Which components receive it

e How long it is retained

e Who can access it

e Whether it is used for model training or other purposes

Data minimization remains important. An application should provide only the informa-
tion required for its intended task. For example, a policy assistant may need the policy
text but not customer records. A customer-service assistant may need selected customer
information but not unrelated employee or financial records. Privacy controls should be
applied to source data, derived data, prompts, logs, retrieved content, and generated out-
puts. The architecture should also consider whether conversational history is retained
and whether it contains sensitive information.

12.14 Evaluation and Testing

Traditional software testing often focuses on whether the application produces expected
outputs for defined inputs. Generative Al systems introduce variability. The same request
may produce different wording or structure. A response may be fluent but unsupported.
A retrieval process may return relevant information while missing a critical source. Eval-
uation must therefore examine more than whether the application runs. A generative Al
evaluation approach may include:

e Task completion

e Factual consistency
e Relevance

e Completeness

e Source support

e Policy compliance
e Refusal behavior

e Latency

e Cost

e Robustness
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The appropriate measures depend on the use case. For a document summarization ap-
plication, reviewers may assess whether important facts are preserved and unsupported
claims are avoided. For a RAG application, evaluation may examine whether relevant
sources were retrieved and whether the response is supported by those sources. For a tool-
using application, tests may examine whether the correct tool was selected and whether
unauthorized actions were prevented. Evaluation should be performed before release
and continue during operation.

12.15 Observability and Operational Monitoring

Generative Al applications require observability across several layers. Traditional in-
frastructure monitoring can identify service availability, resource consumption, and la-
tency. Application monitoring can identify request failures and user experience issues.
Al-specific monitoring may need to examine:

e Model response characteristics
e Retrieval performance

e Tool invocation

e Token consumption

e Response latency

e Evaluation results

e Policy violations

e User feedback

The architecture should also support investigation. When an application produces an
unexpected result, the team may need to understand:

e The user request

e The application configuration
e The prompt version

e The retrieved sources

e The model used

e The tools invoked

e The resulting output

Logging must be designed carefully because prompts and outputs may contain sensitive
information. The organization should define what is captured, how it is protected, and
how long it is retained.

12.16 Cost and Performance Architecture

Generative Al introduces cost factors that differ from many traditional applications. De-
pending on the deployment, costs may be affected by:
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e Model usage

e Input and output size

e Number of requests

e Retrieval operations

e Embedding generation

e Storage

e Compute

e Network transfer

e Monitoring and evaluation

Performance may be influenced by:

Model selection

Prompt size

Retrieval latency
Number of tool calls

Application orchestration

Concurrency

Model service availability

The architect should consider these factors as part of the solution design. For example,
a system that repeatedly retrieves and includes large amounts of irrelevant information
may increase both latency and cost. A system that uses a high-capability model for every
task may incur unnecessary expense. However, reducing cost should not compromise
the application’s required quality or controls. A practical architecture may use different
model or processing paths for different task types, provided the selection is governed
and evaluated.

12.17 Reusable Enterprise Generative Al Capabilities

As Al adoption expands, enterprises should avoid building every application indepen-
dently. Common capabilities may include:

e Model access

e Identity integration
e Prompt management
e Retrieval services

e Document processing
e Tool integration

e Evaluation

e Monitoring

e Policy enforcement

These capabilities can form an enterprise Al enablement layer. The objective is not to
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centralize every application. Business teams may still own their use cases, workflows,
and user experiences. The shared layer provides reusable services and controls.

This approach can reduce duplicated engineering and improve consistency. It also cre-
ates a clearer place for enterprise architecture to establish standards. However, shared
services should be designed around real application needs. A centralized Al platform
that is difficult to use or too restrictive may encourage teams to build outside it. As with
data platform engineering, the internal developer experience matters.

12.18 Generative Al Architecture Patterns

Different use cases call for different patterns.

Pattern 1: Model-Only Generation

The application sends a request to a model and returns the generated result. This may be
suitable for tasks that do not require enterprise-specific information, such as rewriting
user-provided text.

Pattern 2: Retrieval-Augmented Generation

The application retrieves relevant enterprise information and supplies it as context to the
model. This is useful when responses must be grounded in enterprise knowledge.
Pattern 3: Tool-Enabled Assistant

The application allows the model to request approved tools through a controlled orches-
tration layer. This is useful when the task requires interaction with enterprise services.

Pattern 4: Workflow-Embedded Al

Generative Al is embedded within an existing business application or process. This can
make Al available within established workflows and controls.

Pattern 5: Human-in-the-Loop Generation

The application produces a draft, recommendation, or proposed action for human review.
This is useful where human judgment or approval is required.

These patterns are not mutually exclusive. A single application may combine retrieval,
tool access, workflow integration, and human approval.

12.19 Choosing an Architecture for the Use Case

The architect should begin with the business requirement rather than selecting a model
or framework first. A structured assessment can examine:
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Question Architectural Implication

Does the task require enterprise-specific Consider governed retrieval or data-product

knowledge? access.

Does the information change frequently? Consider current sources and freshness
controls.

Does the task require a business action? Introduce controlled tool interfaces and
authorization.

Is the output consequential? Define stronger evaluation, review, and audit
requirements.

Is sensitive information involved? Establish privacy, access, and processing
controls.

Is the task repetitive and narrow? Evaluate whether a specialized or smaller model
is sufficient.

Does the application need multiple models? Consider a governed model access layer.

Must users understand the source of an answer?  Include provenance and citation capabilities.

Is the application part of an existing workflow? Consider embedding Al within that workflow.

The purpose is not to create a universal decision tree. It is to ensure that important ar-
chitectural requirements are identified before implementation choices become difficult
to change.

12.20 Enterprise Generative Al Architecture at
Meridian Financial Group

Meridian Financial Group had several independent generative Al experiments. One team
had developed a document assistant. Another had created a customer-service prototype.
A third was exploring an assistant for financial analysts. Each initiative used different
approaches to model access, prompt management, information retrieval, and monitor-
ing. The experiments demonstrated potential value, but Meridian identified architectural
concerns. There was no consistent way to understand which enterprise information an
application used. Some applications maintained separate copies of documents. Tool ac-
cess was not standardized. Evaluation practices varied. Cost and usage information was
difficult to compare.

Meridian established a reusable enterprise generative Al architecture.

Shared Enablement Capabilities

The architecture introduced common capabilities for:

e Model access
e Identity integration
e Retrieval services



Enterprise Generative Al Architecture 247

Prompt and configuration management

Approved tool integration

Evaluation
e Monitoring
e Usage and cost visibility

Business units continued to own their applications and use cases.

Controlled Information Access

Meridian connected applications to selected governed data products and knowledge ser-
vices. This reduced the need for each application to build independent connections to
operational systems. The architecture also required each use case to document its infor-
mation sources, access rules, and traceability requirements.

Controlled Tool Use

For applications that could interact with enterprise systems, Meridian established a dis-
tinction between read-only tools and tools capable of changing business state. Actions
with significant business impact required additional application controls and, where ap-
propriate, human approval.

Operational Oversight

Meridian introduced a common approach to evaluating and monitoring applications.
The approach considered not only availability and latency but also retrieval behavior,
response quality, source support, and cost.

The result was a reusable architecture that supported different applications without re-
quiring every business unit to design its own foundation. The key was not forcing all use
cases into one implementation. It was establishing consistent enterprise capabilities and
controls around them.

Practical Artifact: Enterprise Generative Al
Architecture Assessment

This assessment can be used when evaluating a proposed generative Al application or
reviewing an existing implementation.
Step 1: Define the Business Use Case
Document:
e Business objective

e Intended users
e Tasks supported
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Expected outcomes

e Systems involved

e Consequences of incorrect output
e Human responsibilities

Be specific about what the application is intended to do and what it is not authorized to
do.

Step 2: Identify the Application Pattern

Determine whether the application is:

Model-only generation
Retrieval-augmented generation
Tool-enabled
Workflow-embedded
Human-in-the-loop

A combination of these patterns

Record why the selected pattern fits the use case.

Step 3: Map the Information Flow
Identify:

e Source systems

e Data products

e Documents

e Retrieval services
e Metadata

e User context

e Model inputs

e Generated outputs

Determine where information is copied, transformed, indexed, or retained.

Step 4: Define Model Access

Document:

Model provider or hosting approach
e Model selection criteria
Authentication

Routing

Usage limits
Fallback behavior
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e Model version management

Identify dependencies on specific model capabilities.

Step 5: Define Context and Prompt Management

Document:

e Instruction ownership
Prompt versioning
Context sources
Conversation history
Retrieval behavior
Output requirements

Testing approach

Determine how changes to prompts and context will be reviewed and deployed.

Step 6: Define Security and Privacy Controls

Assess:

e User identity

e Application identity
e Authorization

Data classification

Sensitive information handling
External processing

Logging
Retention

Tool permissions

Verify that access controls are preserved through retrieval and generation.

Step 7: Define Tool and Action Boundaries

For each tool, document:

e Purpose

e Permitted operations

e Authorized users

e Application permissions
e Input validation

e Approval requirements
e Audit requirements

e Error handling



250 THe ENnTerpRise DATA ARcHITECT IN THe Ace of Al
Separate read-only access from operations that change business state.

Step 8: Define Evaluation

Establish how the application will be tested for:

e Relevance

e Factual support
e Completeness

e Policy compliance
e Retrieval quality
e Tool correctness
e Robustness

e Latency

e Cost

Use representative examples from the intended business environment.

Step 9: Define Observability and Operations

Determine what will be monitored, who owns incidents, and how the application will be
supported. Include:

Service availability
Response latency

Model usage
Retrieval behavior

Tool execution

Quality indicators

Security events
e Cost

Define logging and retention controls for sensitive content.

Step 10: Review Enterprise Alignment

Confirm alignment with:

Enterprise data architecture

Data products
e Information and semantic architecture

Security standards

Al governance

Platform strategy

Business operating model
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Identify capabilities that should be reused rather than independently implemented.

Enterprise Generative Al Architecture Checklist

Area Review Question

Business purpose Is the intended use clearly defined?

Application pattern Does the architecture match the task?

Information sources Are sources identified and appropriate?

Model access Is model access governed and observable?

Context Is relevant context selected and managed?

Retrieval Are retrieval sources, permissions, and quality
addressed?

Tool integration Are tools limited to approved capabilities?

Security Are identity and authorization enforced end to
end?

Privacy Is sensitive information appropriately handled?

Evaluation Is output quality tested against representative
tasks?

Observability Can the application be monitored and
investigated?

Cost Are usage and operating costs visible?

Resilience Are failures and unavailable services handled?

Accountability Are application, data, platform, and business

owners clear?

Key Takeaways

1. Enterprise generative Al architecture is much more than connecting a model to a
chat interface.

2. A production application requires coordinated capabilities for model access, con-
text, retrieval, tools, security, evaluation, and operations.

3. The model access layer can provide reusable controls while preserving the ability
to select models appropriate to different tasks.

4. Prompt and context management should be treated as application architecture,
with appropriate ownership, testing, and change control.

5. Retrieval can connect generative Al applications to enterprise knowledge, but it
does not guarantee correctness.

6. Tool integration creates a distinction between retrieving information and changing
enterprise state.

7. Authorization and business policy must be enforced by application and enterprise
controls, not delegated to the model.
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8. Security and privacy must apply throughout the information path, including re-
trieval, prompts, outputs, logs, and tools.
9. Evaluation should examine relevance, source support, policy compliance, tool be-
havior, and operational characteristics.
10. Observability must cover infrastructure, applications, models, retrieval, tools, and
usage.
11. Reusable enterprise Al capabilities can reduce duplication, provided they meet the
needs of application teams.
12. The Enterprise Data Architect helps ensure that generative Al applications use
trusted, governed enterprise information through explicit interfaces.

Architect’s Reflection

Generative Al changes the way people interact with enterprise systems, but it does not
remove the need for enterprise architecture. In some respects, it makes architecture more
important. A conversational interface can make a complex enterprise environment ap-
pear simple. A user asks a question and receives an answer. Yet behind that interaction
may be multiple data products, document repositories, APIs, models, retrieval services,
and security controls. If these components are not designed together, the simplicity of
the user experience can conceal significant complexity. The Enterprise Data Architect
must therefore look beyond the interface. The architect should ask where the informa-
tion originates, what it means, how it is retrieved, who is allowed to access it, and how
the application uses it. The same discipline applies to action. A model may propose an
action, but the enterprise must define whether that action is permitted, who authorizes
it, and how it is recorded. This distinction between generated output and enterprise au-
thority is fundamental.

It is also important not to over-centralize. A common enterprise Al foundation can pro-
vide valuable shared capabilities, but different business problems may require different
application patterns. A document assistant, a customer-service application, and an oper-
ational agent do not necessarily need identical architectures. The goal is to standardize
the capabilities that should be shared while preserving appropriate flexibility at the ap-
plication level. For the Enterprise Data Architect, this creates a broader responsibility.
The architect must help design not only where enterprise information is stored, but how
it becomes usable context for intelligent applications.

The data platform, data products, semantic services, model access, retrieval, and appli-
cation controls must operate as a coherent architecture. When these capabilities are con-
nected, generative Al can become part of the enterprise’s information and application
landscape rather than remaining a collection of disconnected experiments. That is the ar-
chitectural transition: from isolated model adoption to governed enterprise generative
Al capabilities.



CHAPTER 13

RAG, Vector Databases, and
Enterprise Knowledge
Retrieval

This chapter examines how enterprise Al systems retrieve relevant, governed informa-
tion at the moment it is needed. It develops the architecture behind retrieval-augmented
generation (RAG), explains the role and limits of vector databases, and shows how knowl-
edge sources, retrieval strategies, metadata, security, and evaluation fit together in an
enterprise design. The Meridian Financial Group case study carries the concepts into a
regulated environment.

Introduction

Enterprise generative Al systems are valuable when they can work with information
that is relevant to an organization’s business, customers, operations, and obligations. A
general-purpose language model may be able to explain concepts, summarize text, and
generate code, but it does not automatically know an enterprise’s current policies, prod-
uct terms, customer procedures, internal research, or operational history. Even when a
model has broad knowledge, that knowledge may be incomplete, out of date, or unre-
lated to the organization’s authorized information.

Retrieval-augmented generation (RAG) addresses this gap by connecting a generative
Al application to information sources that can be searched at query time. Rather than re-
lying exclusively on information encoded in model parameters, the application retrieves
relevant material and provides it to the model as context for generating a response. This
creates a practical way to ground model outputs in enterprise information while allowing
knowledge sources to be updated independently of the model.

RAG is not simply a vector database connected to a language model. It is an information
retrieval architecture involving source systems, ingestion, document processing, meta-
data, indexing, query interpretation, retrieval, ranking, access control, context construc-
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tion, generation, evaluation, and operational monitoring. Its effectiveness depends on
the quality of the entire chain. A technically sophisticated retrieval component cannot
compensate for incomplete source content, unclear information ownership, weak per-
missions, or poorly designed evaluation.

Vector databases have become prominent in RAG architectures because they support
similarity search over vector representations, often called embeddings. However, vec-
tor search is one retrieval technique among several. Enterprise systems frequently need
a combination of keyword search, structured filtering, metadata constraints, semantic
retrieval, reranking, and business rules. Architects must therefore select retrieval ap-
proaches based on the nature of the information and the task rather than assuming that
every knowledge problem is best solved with vector search.

This chapter develops an enterprise architecture perspective on RAG and knowledge re-
trieval. It considers how to prepare enterprise information for retrieval, how to design in-
dexes and retrieval pipelines, how to protect information, and how to evaluate whether
retrieved context actually improves Al responses. The central architectural principle is
that enterprise knowledge retrieval must be designed as a governed information capabil-
ity, not merely as an Al application feature.

13.1 The Need for Enterprise Knowledge Retrieval

Most organizations hold important knowledge across many systems. Policies may re-
side in document repositories, product information in operational applications, technical
guidance in knowledge bases, contracts in content management systems, and analytical
findings in data platforms. Employees often need to navigate several systems to answer
a single business question. The challenge is not necessarily that information does not ex-
ist; it is that information is distributed, inconsistently described, difficult to discover, and
governed through different mechanisms.

Traditional enterprise search provides one response to this challenge. Users enter key-
words and receive a list of potentially relevant documents. This remains useful, particu-
larly when users know the terminology used in the source material. However, keyword-
based search can struggle when a question uses different language from the source, when
a concept is expressed in several ways, or when a user expects an answer synthesized
from multiple sources.

Generative Al changes the interaction pattern. Instead of returning only a list of docu-
ments, an Al application can retrieve supporting information and use a language model
to produce a synthesized response. A user might ask, “What evidence is required before
a business customer can be approved for this service?” The answer may depend on a pol-
icy document, a product procedure, and a current control standard. A retrieval-enabled
application can locate relevant passages from those sources and provide them to a model
for synthesis.

The architecture must still distinguish between finding information and determining
what that information means. Retrieval can identify passages that appear relevant, but it
does not establish that they are authoritative, current, complete, or applicable to the user’s
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situation. Those properties depend on source governance, metadata, business rules, and
the way the application interprets the question.

Enterprise knowledge retrieval is therefore an architectural bridge between information
management and Al It connects the organization’s information assets to Al applications
while preserving the controls and context needed for responsible use.

13.2 Understanding Retrieval-Augmented Generation

RAG is an architectural pattern in which an application retrieves information from an
external knowledge source and supplies that information to a generative model as part
of the prompt or context. The model uses the retrieved material when generating a re-
sponse. The retrieval process and generation process are distinct, even though they are
coordinated within one application.

A basic RAG interaction begins when a user submits a question. The application inter-
prets the question and converts it into one or more search queries. It retrieves potentially
relevant content from an index or search system, applies filtering and ranking, and selects
a set of passages. These passages are assembled into a context that is provided to the lan-
guage model alongside the user’s question and instructions. The model then generates a
response based on the supplied context and its general capabilities.

The architecture is often divided into two broad stages: the knowledge preparation stage
and the query-time stage. Knowledge preparation includes collecting content, extracting
text, cleaning and structuring it, dividing it into retrieval units, generating embeddings
where appropriate, attaching metadata, and creating indexes. Query-time processing in-
cludes question interpretation, retrieval, filtering, reranking, context assembly, genera-
tion, and response handling.

This separation is important because the two stages have different operational charac-
teristics. Knowledge preparation may run continuously, on a schedule, or when source
content changes. Query-time retrieval must respond to user requests within an accept-
able latency and cost envelope. Changes to a source document may require reprocessing
and reindexing, but they do not necessarily require retraining or replacing the language
model.

RAG can improve an application’s ability to use current enterprise information, but it
does not guarantee factual accuracy. The application may retrieve irrelevant content, omit
an important passage, combine conflicting sources, or generate claims that are not sup-
ported by the retrieved material. RAG should therefore be understood as a grounding
pattern that requires evaluation and controls, rather than as an automatic solution to
hallucination.

13.3 The RAG Knowledge Preparation Pipeline

The quality of retrieval depends heavily on how enterprise information is prepared. A
RAG system does not operate directly on an organization’s entire information landscape.
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Figure 13.1 - High-Level RAG Architecture

It operates on the content that has been selected, extracted, transformed, indexed, and
made available to the retrieval service. Each preparation decision influences what the
system can find and how reliably it can use the results.

The first decision is source selection. Potential sources include document management
platforms, intranets, knowledge bases, product repositories, policy systems, databases,
and approved external information. Not every source should be included. Architects
should consider the source’s business purpose, information ownership, sensitivity, au-
thority, quality, freshness, and permission model. A document that is easy to ingest is
not necessarily suitable for Al retrieval.

Extraction converts source content into a form that can be processed. For simple text
files, extraction may be straightforward. Complex documents can include tables, head-
ings, footnotes, images, diagrams, forms, and references. A pipeline that extracts only
the visible paragraph text may lose information essential to interpretation. For example,
a table may contain thresholds or exceptions that materially change the meaning of a
policy. Document processing should preserve structure wherever that structure carries
meaning.

The next stage typically includes normalization and enrichment. Normalization may re-
move duplicated headers, navigation elements, or irrelevant formatting while preserving
meaningful content. Enrichment can add document titles, source identifiers, business do-
mains, document types, effective dates, owners, classification labels, and other metadata.
The objective is not to add metadata indiscriminately, but to retain the context required
for retrieval, filtering, governance, and interpretation.

The pipeline then divides content into retrieval units, commonly called chunks. Chunk-
ing is a consequential design choice. If a chunk is too large, it may contain unrelated
information and consume too much of the model’s context window. If it is too small, it
may separate a statement from the qualification, definition, or exception needed to inter-
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pret it correctly. A useful chunking strategy respects the logical structure of the content
rather than relying only on fixed character counts.

For example, a policy document may contain a section describing a general requirement
followed by a subsection defining exceptions. Splitting the two into unrelated chunks
could cause the retrieval system to return the general rule without the exception. A
structure-aware approach can preserve section boundaries, carry parent headings into
each chunk, or retain relationships between adjacent chunks.

After chunking, the system may generate embeddings for each retrieval unit. An embed-
ding is a numerical representation of content intended to capture aspects of its semantic
meaning. Similarity search can then identify content whose representation is close to that
of a query representation. The pipeline stores the vectors alongside identifiers and meta-
data in an appropriate index or vector-capable search platform.

The preparation pipeline also needs lifecycle management. When source content changes,
the system must determine whether to update, replace, or remove the corresponding re-
trieval units. It must avoid retaining obsolete content as though it were current. It should
also preserve enough lineage to identify the source and processing history of indexed
material.

13.4 Document Processing and Chunking Strategies

Chunking is often presented as a technical preprocessing step, but it is better understood
as an information architecture decision. It determines the units of knowledge that can be
retrieved and supplied to an Al model. The right unit depends on the content type, the
questions users are likely to ask, the relationships between sections, and the consequences
of losing context.

Fixed-size chunking divides content according to a configured token or character limit,
sometimes with overlap between neighboring chunks. It is easy to implement and can
be effective for relatively uniform text. Overlap can reduce the chance that a relevant
sentence is separated from its surrounding explanation. However, fixed-size chunking
may divide tables, lists, procedures, and definitions at awkward points.

Structure-aware chunking uses document elements such as headings, paragraphs, sec-
tions, and tables to determine boundaries. It can preserve the logical organization of a
document and improve the interpretability of retrieved passages. It may require more
sophisticated document parsing, particularly when source formats are inconsistent.

Semantic chunking attempts to identify boundaries based on changes in meaning or topic.
It may be useful for long, loosely structured content, but it introduces additional process-
ing complexity and does not eliminate the need for evaluation. A semantic boundary that
appears reasonable to an algorithm may not align with the distinctions that matter to a
business user.

Some content requires specialized treatment. Tables may need to be converted into struc-
tured representations that preserve column names and row relationships. Frequently
asked questions may be stored as question-answer pairs. Procedures may be represented
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as ordered steps. Contracts may require clause-level retrieval with document and sec-
tion identifiers. Technical diagrams may need captions or extracted labels to make their
content discoverable.

Chunking should also account for parent-child relationships. A small passage may be
useful for precise retrieval, while its parent section may provide the context needed for
interpretation. The system can retrieve a focused passage and then expand the context
to include its heading, surrounding paragraphs, or parent document. This approach can
balance retrieval precision with contextual completeness.

No chunking method is universally correct. Architects should test candidate strategies
against representative questions and source documents. Evaluation should include not
only whether the system retrieves a relevant passage, but also whether the passage con-
tains enough context to support a correct answer.

13.5 Embeddings and Semantic Search

An embedding model transforms text or other supported input into a vector representa-
tion. In semantic retrieval, the system compares the vector for a user query with vectors
representing indexed content. The objective is to find content that is semantically related,
even when it does not share the exact words used in the query.

This capability can help when users and source documents use different terminology.
A user might ask about “ending a customer relationship,” while a policy uses the term
“account closure.” Keyword search may not identify the relationship unless synonyms
or query expansion are configured. Semantic retrieval may identify the relevant content
because the concepts are related in the embedding space.

However, embeddings do not provide a complete understanding of business meaning.
They are statistical representations, and their behavior depends on the model, the lan-
guage, the content, and the task. Similarity does not necessarily imply authority, applica-
bility, or correctness. Two passages can be semantically similar while describing different
products, jurisdictions, customer types, or time periods.

The choice of embedding model is therefore an architectural decision involving retrieval
quality, language coverage, operational cost, latency, deployment constraints, and data
handling requirements. An enterprise should also consider how changes to the embed-
ding model affect existing indexes. If the representation method changes, vectors gener-
ated by different models may not be directly comparable. Re-embedding may be required,
and the migration should be planned as an index lifecycle activity.

Semantic search is particularly useful when meaning is more important than exact ter-
minology. It is not necessarily the right primary technique for exact identifiers, account
numbers, legal clause references, product codes, or precise values. Those use cases may
require keyword, structured, or database queries. In practice, enterprise retrieval often
combines several search methods.
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13.6 Vector Databases and Vector Search Architecture

A vector database or vector-capable search platform stores vector representations and
supports operations such as similarity search, filtering, and retrieval of associated records.
In a RAG architecture, it commonly holds embeddings for chunks or other retrieval units,
together with identifiers and metadata needed to return the original content.

The term “vector database” can refer to a specialized system designed around vector
operations or to a broader data platform that includes vector search as one capability. The
architectural question is not simply which product has vector functionality. It is how the
selected service fits into the enterprise data platform, security architecture, operational
model, and information lifecycle.

Vector search methods vary. Exact nearest-neighbor search compares a query vector with
all candidate vectors, which can become computationally expensive as collections grow.
Approximate nearest-neighbor methods reduce search effort by using indexing struc-
tures or algorithms that trade some search accuracy for performance. The appropriate
approach depends on collection size, latency requirements, recall expectations, update
frequency, and operational constraints.

Metadata filtering is an important capability. A search request may need to restrict results
to a particular business domain, document type, jurisdiction, effective date, or access
scope. Without appropriate filtering, a semantically similar document may be retrieved
even though itis not applicable to the question. Filtering can occur before or during vector
search, depending on the platform and design. Architects should test how the chosen
system handles filtering at the required scale and with the required security semantics.

A vector index should not automatically become the authoritative store for enterprise
content. The source repository may remain the system of record, while the vector index
serves as a derived retrieval structure. This separation supports independent content gov-
ernance and makes it possible to rebuild indexes when processing methods or embedding
models change. The index should retain source identifiers and lineage so that retrieved
passages can be traced to their authoritative origin.

Vector databases also introduce operational responsibilities. These include capacity plan-
ning, index updates, backup and recovery, access control, performance monitoring, cost
management, and lifecycle handling for deleted or superseded content. An index contain-
ing stale or unauthorized material can create material business risk even if the underlying
source repository is correctly governed.

13.7 Hybrid Retrieval: Combining Search Methods

Enterprise questions vary widely. Some depend on conceptual similarity; others depend
on exact terms, identifiers, dates, or structured attributes. A retrieval architecture that
relies exclusively on vector similarity may perform poorly on exact-match tasks. Con-
versely, a keyword-only architecture may miss relevant content expressed in different
language.

Hybrid retrieval combines two or more search techniques. A common pattern uses lexical
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search, such as keyword-based retrieval, together with vector similarity search. The two
result sets are then combined, normalized, or reranked. This can improve coverage across
queries that require both conceptual matching and exact terminology.

Consider a question about a specific control identified by a formal code. Keyword search
can locate the exact identifier, while vector search may find explanatory material describ-
ing the control in different words. A combined approach can retrieve both the authorita-
tive control record and relevant guidance.

Structured filtering is another essential part of hybrid retrieval. A user may ask about a
policy applicable to a particular country, product, or effective period. These attributes
should not be left entirely to semantic similarity. Where the metadata is reliable, the sys-
tem can apply explicit filters to narrow the candidate set before ranking.

Reranking can further improve the relevance of retrieved results. A first-stage retrieval
process may return a relatively broad candidate set efficiently. A second-stage model or
ranking function then evaluates the relationship between each candidate and the query
in more detail. Reranking can improve ordering, but it adds latency and cost and does not
guarantee that the correct source will be found if it was absent from the initial candidate
set.

Architects should distinguish retrieval breadth from final context selection. The system
may retrieve more candidates than it ultimately supplies to the language model. The final
selection must balance relevance, diversity, authority, recency, and context size. Returning
many near-duplicate passages can waste context capacity, while returning too few may
omit necessary qualifications or conflicting evidence.

13.8 Query Understanding and Context Construction

The user’s question is the starting point for retrieval, but it may not be a suitable search
query in its original form. Questions can contain pronouns, implicit assumptions, multi-
ple subquestions, ambiguous terms, or references to earlier conversation. Query under-
standing helps transform the request into a form that can be searched effectively.

A system may rewrite a question, extract entities, identify relevant business domains, gen-
erate multiple search queries, or classify the type of information required. For example,
“What changed in the latest process?” may require the system to identify which process
the user means, determine what “latest” refers to, and compare current and previous
versions. If the required context is absent, the application may need to ask a clarifying
question rather than guess.

Query expansion can help retrieve content that uses different terminology. However, gen-
erated search terms can introduce unintended interpretations. Query rewriting should
be evaluated against representative user questions and should preserve the original in-
tent. In high-impact use cases, the application may need to expose or log the transformed
query for audit and troubleshooting.

After retrieval and ranking, the system constructs the context supplied to the model. Con-
text construction is more than concatenating text. It should preserve source identity, doc-
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ument title, relevant headings, dates, and other information needed to interpret the pas-
sage. It should also distinguish retrieved evidence from user instructions and application
instructions.

The context should be designed for the task. A question asking for a short policy summary
may require a small set of authoritative passages. A question asking for a comparison may
require evidence from multiple sources. A question asking for a procedure may require
ordered steps and explicit exceptions. The application should not assume that the same
retrieval and context strategy is appropriate for every request.

Context windows impose practical limits. Larger context can increase processing cost and
may introduce irrelevant material. A system should select evidence deliberately, avoid
unnecessary duplication, and preserve the information most likely to support the re-
quested response. The model should be instructed to acknowledge when the retrieved
evidence is insufficient, rather than filling gaps with unsupported claims.

13.9 Source Authority, Freshness, and Conflicting
Information

Enterprise repositories often contain multiple versions of the same information. A cur-
rent policy may coexist with a superseded version, a draft, a regional variation, and an
informal guidance document. A retrieval system that treats all passages as equally au-
thoritative can produce responses that are fluent but misleading.

Source authority should be represented explicitly where possible. Metadata can identify
the content owner, document status, approval state, effective date, jurisdiction, product
scope, and source system. Retrieval logic can use these attributes to prioritize applicable
content or exclude material that should not be used for a particular task.

Freshness is not simply the date a document was last modified. A document may be re-
cently edited without being approved, while an older policy may remain formally effec-
tive. The architecture should distinguish modification time from effective date, publica-
tion status, and business validity. Where the source system provides authoritative status,
that information should be carried into the retrieval index.

Conlflicts should not always be resolved by ranking one passage above another. In some
cases, the correct behavior is to surface the conflict, identify the sources, and ask for
human review. For example, if two approved documents appear to define different re-
quirements for the same situation, the retrieval system should not silently synthesize a
compromise.

The architecture should also account for temporal questions. A user may ask what policy
applied at a historical point in time. This requires version-aware retrieval rather than
simply returning the most recent content. If historical versions are required for audit, the
knowledge preparation process must preserve them and their effective periods.

A governed retrieval architecture therefore depends on more than search relevance. It
requires information stewardship and metadata that make authority, applicability, and
time visible to the system.



262 THe ENnTeRrpRIise DATA ARCHITECT IN THe Ace of Al

13.10 Security and Access Control in RAG

Enterprise RAG systems can expose information through a new access path. A user who
cannot directly locate a document may be able to ask an Al application a question about
its contents unless the retrieval architecture enforces the same authorization boundaries.
This makes access control a foundational design requirement.

The system should determine what information a user is authorized to retrieve and use
that authorization during retrieval. Filtering only after content has been retrieved can cre-
ate risks, particularly if unauthorized content enters prompts, logs, caches, or intermedi-
ate processing stages. The appropriate design depends on the platform, but authorization
must be enforced before restricted information is made available to the model.

Permissions can be complex. A document may be accessible to a role, a business unit, a
project team, or a specific set of individuals. Permissions may also change over time. The
architecture must decide how source permissions are synchronized with the retrieval
index, how revocations are handled, and how the system behaves when authorization
information is unavailable or stale.

A common approach is to associate indexed content with access-control metadata and
apply user-specific filters at query time. This requires reliable identity propagation from
the application to the retrieval service. The system should not rely on a broad service
account that can retrieve everything and then assume the language model will avoid
disclosing restricted content.

Security must also cover the generated response. A response may combine several pas-
sages, each with different access conditions. The system should ensure that all evidence
used to generate the response was authorized for the requesting user. Caching must re-
spect identity and permission boundaries; a response generated for one user should not
be served to another user merely because the questions are similar.

Access control should be tested as part of the RAG evaluation process. Test cases should
include users with different roles, document-level restrictions, permission changes, re-
voked access, and attempts to retrieve information across organizational boundaries. The
goal is to verify that the retrieval system enforces enterprise policy consistently, not
merely that the user interface hides restricted documents.

13.11 Prompt Injection and Untrusted Retrieved Content

Retrieved content is not automatically trustworthy simply because it comes from an enter-
prise repository. Documents may contain instructions, embedded text, malicious content,
or material that was not written for use as model context. A RAG application must treat
retrieved content as information to be interpreted, not as instructions that override the
application’s system-level rules.

Prompt injection occurs when content is crafted to influence a model’s behavior in ways
that conflict with the application’s intended instructions. In a retrieval setting, an indexed
document might contain text such as a request to reveal confidential information, ignore
prior instructions, or invoke an unauthorized tool. The model may encounter that text as
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part of the retrieved context.

The architecture should separate trusted application instructions from retrieved evidence
and clearly instruct the model that retrieved material is untrusted content. This is useful
but should not be treated as a complete security boundary. Prompt-level instructions
alone cannot guarantee that a model will ignore every malicious or misleading passage.

Additional controls include source validation, content scanning, restricted tool permis-
sions, output filtering, and human approval for sensitive actions. The system should
minimize the privileges available to the model and should not allow retrieved text to
independently authorize a transaction, disclose protected information, or change access
controls.

RAG applications that connect to tools or agents require particular care. Retrieved in-
formation may describe an action, but it should not be treated as authorization to per-
form that action. Business authorization should be enforced by the application and down-
stream systems using the user’s identity, approved policy, and transaction controls.

Security testing should include adversarial documents and queries. The objective is to un-
derstand how the complete system behaves when retrieved content contains conflicting
instructions, misleading claims, or attempts to trigger unsafe actions.

13.12 RAG Evaluation: Measuring Retrieval and
Response Quality

A RAG system should be evaluated as a multi-stage architecture. A final answer can be
incorrect because the source content was incomplete, the query was misunderstood, re-
trieval missed the relevant passage, ranking selected poor evidence, context construction
omitted a qualification, or the model generated an unsupported statement. Measuring
only whether users like the answer does not reveal where the system failed.

Retrieval evaluation examines whether relevant information is found and ranked appro-
priately. Common measures include precision, recall, and ranking-oriented metrics. Pre-
cision asks how much of the retrieved material is relevant. Recall asks whether the system
found the relevant material that was available in the evaluation set. Ranking metrics ex-
amine whether relevant results appear near the top. The exact measure should be selected
according to the use case and evaluation design.

Answer evaluation examines whether the generated response is correct, complete, rel-
evant, and supported by the retrieved evidence. It may also assess whether citations
or source references accurately support the claims made. In enterprise settings, evalua-
tion should include whether the response respects scope, acknowledges uncertainty, and
avoids presenting unsupported conclusions.

A useful evaluation set contains representative questions, expected evidence, and crite-
ria for acceptable answers. It should include common questions, ambiguous questions,
questions with no answer in the knowledge base, questions involving conflicting sources,
and questions requiring exact values or dates. It should also include permission-sensitive
and adversarial cases.
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Human evaluation remains important, especially when the consequences of an incorrect
answer are material. Subject matter experts can determine whether a retrieved passage is
authoritative and whether a generated response preserves important qualifications. Au-
tomated evaluation can help scale testing, but its own limitations should be understood
and monitored.

Evaluation should occur before deployment and continue after release. Changes to source
content, chunking, embedding models, retrieval parameters, prompts, language models,
and access rules can all affect system behavior. Regression testing helps identify whether
a change improves one class of queries while degrading another.

13.13 Observability and Operational Management

A production RAG system requires observability across its preparation and query-time
pipelines. Monitoring only model response time is insufficient because failures may occur
before generation begins or may produce plausible but unsupported responses.

Preparation-pipeline observability should cover source synchronization, extraction fail-
ures, document processing, chunk creation, embedding generation, indexing, deletion,
and update latency. The platform should be able to identify which source documents
have been processed, which failed, and which indexed records are associated with a given
source version.

Query-time observability should cover request volume, latency by stage, retrieval result
counts, filtering behavior, reranking time, context size, model usage, errors, and response
outcomes. Where appropriate and permitted, traces should connect a user request to the
query transformations, retrieved source identifiers, prompt version, model configuration,
and generated response.

Logging requires careful governance. Prompts and retrieved passages may contain per-
sonal, confidential, or regulated information. The organization should define what is
logged, how long it is retained, who can access it, and how sensitive content is protected.
Observability should support investigation without creating an uncontrolled secondary
repository of sensitive information.

Operational teams should also monitor knowledge freshness. A system may remain tech-
nically available while serving outdated content because a connector stopped synchro-
nizing or an indexing job failed. Freshness objectives should be defined according to the
business purpose of the knowledge source. A frequently changing operational procedure
may require a different update cadence from a stable reference document.

Incident management should include procedures for disabling a source, withdrawing
an index, correcting erroneous content, rebuilding affected records, and communicat-
ing known limitations. RAG is a data-dependent service, so content incidents and data
pipeline incidents should be treated as part of its operational model.
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13.14 RAG Architecture Patterns

RAG is not one fixed architecture. Different patterns address different information needs,
scale requirements, and risk levels.

A basic single-index RAG pattern uses one retrieval collection and one generation step. It
is suitable for bounded knowledge domains with relatively consistent content and query
types. Its simplicity makes it useful for early implementations, but it can become difficult
to govern when sources have different permissions, freshness requirements, or business
meanings.

A domain-separated pattern maintains distinct indexes or retrieval collections for differ-
ent business domains. This can support ownership boundaries, tailored metadata, and
different update schedules. It also introduces complexity in query routing and cross-
domain questions. The architecture must determine whether a query should search one
domain, several domains, or a shared enterprise index.

A hybrid retrieval pattern combines keyword and vector search, often with metadata
filters and reranking. It is useful when questions require both semantic matching and
exact terminology. Its effectiveness depends on tuning and evaluation across the expected
query distribution.

A hierarchical retrieval pattern uses multiple levels of content. The system may first re-
trieve a document, section, or topic, then retrieve more detailed passages within the se-
lected area. This can be valuable for large collections where broad discovery and precise
evidence selection are both required.

A graph-assisted retrieval pattern uses relationships among entities, concepts, docu-
ments, and events to guide retrieval. It can support questions that depend on relation-
ships rather than textual similarity alone. For example, a query about a product, its gov-
erning policy, and the responsible business unit may benefit from explicit relationships
in a knowledge graph. Graph retrieval and vector retrieval can complement one another,
but their integration requires consistent entity definitions and relationship governance.

A structured retrieval pattern uses APIs or database queries to obtain current, precise
information from operational or analytical systems. It may be more appropriate than
document retrieval when the question asks for a current balance, a count, a status, or a
specific attribute. In a broader Al architecture, structured retrieval can coexist with RAG
rather than being forced into a document-search model.

The choice of pattern should follow the information need. Architects should avoid adding
retrieval complexity without a clear business or technical reason. A simple design with
authoritative sources, reliable metadata, and strong evaluation may be more suitable than
a complex multi-stage architecture that is difficult to operate and explain.
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13.15 Choosing Between RAG, Fine-Tuning, and Other
Approaches

RAG and model fine-tuning address different architectural needs. RAG provides a model
with relevant external information at inference time. Fine-tuning changes model behav-
ior by training it further on selected examples or data. Neither approach is a universal
substitute for the other.

RAG is often appropriate when an application needs access to changing information,
traceable source material, or enterprise content that should remain outside model train-
ing. It can allow content to be updated through the knowledge pipeline without changing
the underlying model. It is also useful when the application needs to show which sources
informed an answer.

Fine-tuning may be considered when the goal is to adapt response style, task behavior,
or performance on a specialized pattern that is difficult to achieve through prompting
alone. It is not generally a substitute for a current, searchable repository of enterprise
facts. Training a model on information that changes frequently can create lifecycle and
governance challenges.

Structured APIs, rules engines, and conventional search may be more appropriate for
some tasks. A request for an exact account status should generally be served through an
authorized operational interface rather than inferred from document passages. A calcu-
lation with defined business rules may be better performed by a validated service than
by asking a language model to reason over retrieved text.

The architecture may combine these approaches. A model can use RAG for policy and
procedural context, a structured API for current transaction data, and deterministic busi-
ness logic for calculations or authorization. The application coordinates the components
and preserves the boundaries between generated interpretation and authoritative system
operations.

The decision should be based on the nature of the information, update frequency, trace-
ability needs, risk, latency, cost, and operational capabilities. Architects should define the
problem before selecting the Al technique.

13.16 RAG and Enterprise Data Architecture

RAG depends on capabilities that are traditionally associated with enterprise data archi-
tecture. Source integration, information modeling, metadata management, data quality,
security, lineage, and lifecycle governance all influence retrieval quality and trust.

Information architecture helps define the meaning and relationships of the content be-
ing retrieved. Business domains, entities, product definitions, and shared concepts can
improve metadata consistency and query interpretation. Without a coherent information
model, similar concepts may be labeled differently across repositories, making retrieval
and filtering less reliable.

Metadata architecture is especially important. A retrieval system needs more than text
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and vectors. It may need to know who owns a document, which business process it sup-
ports, whether it is approved, when it is effective, what jurisdiction it applies to, and who
may access it. These attributes connect the retrieval index to the enterprise’s broader gov-
ernance model.

Data quality practices apply to unstructured and semi-structured information as well
as structured datasets. Documents can be duplicated, incomplete, obsolete, inconsistent,
or incorrectly classified. A RAG system can make such defects more visible by bringing
content into new workflows, but it cannot reliably correct them without an appropriate
quality and stewardship process.

Lineage supports traceability from a generated response back to retrieved passages and
source documents. It can help an investigator understand which source versions con-
tributed to an answer. This requires the retrieval pipeline to preserve stable identifiers
and processing history.

The Enterprise Data Architect’s responsibility is not necessarily to own every RAG appli-
cation. It is to establish the architectural capabilities, standards, and integration patterns
that allow those applications to use enterprise knowledge consistently and securely. This
includes defining reusable ingestion services, metadata standards, retrieval interfaces,
access-control integration, evaluation practices, and operational responsibilities.

13.17 Technology Selection and Architectural
Trade-Offs

Technology selection should begin with requirements rather than product categories. An
organization may use a specialized vector database, a search platform with vector capa-
bilities, a cloud-native data service, or an integrated Al platform. The decision should
consider how well each option supports the required retrieval methods, scale, security,
data residency, integration, observability, and operating model.

The first trade-off is capability versus operational complexity. A specialized platform may
offer advanced vector indexing and tuning options, but it may add another service to
manage. An integrated platform may reduce operational fragmentation, but it may pro-
vide less flexibility or introduce dependencies on a particular ecosystem. The architect
should compare actual requirements rather than assuming that either specialization or
integration is inherently preferable.

The second trade-off is retrieval quality versus latency and cost. More retrieval stages,
larger candidate sets, reranking, and expanded context can improve some responses, but
they can also increase processing time and model consumption. Evaluation should deter-
mine where additional complexity produces measurable value for the intended task.

The third trade-off concerns consistency and freshness. Frequent updates can improve
the currency of indexed information, but they may increase processing cost and create
challenges when source changes are incomplete or unapproved. The architecture should
align update frequency with the business meaning of the content.

The fourth trade-off concerns portability. Embedding models, vector indexes, metadata
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schemas, and retrieval APIs may create dependencies on particular services. Abstraction
can improve flexibility, but excessive abstraction may hide important platform capabil-
ities or make tuning difficult. A balanced design separates enterprise-owned interfaces
and metadata from implementation-specific features without pretending that all services
are interchangeable.

Finally, the organization must account for skills and operational ownership. RAG com-
bines data engineering, search, application development, Al engineering, information
governance, and security. A platform that is technically capable but lacks an operating
model may become difficult to maintain. Technology selection should therefore include
the organization’s ability to operate, govern, and evolve the solution.

13.18 Meridian Financial Group: Building Governed
Knowledge Retrieval

Meridian Financial Group is a fictional global financial services organization with mul-
tiple business units, regional operations, legacy repositories, and a growing portfolio of
Al initiatives. Its employees need to locate and interpret policies, product procedures,
operational guidance, and control documentation. The information is distributed across
document management systems, internal portals, knowledge bases, and departmental
repositories.

Meridian begins with an internal knowledge assistant intended to help authorized em-
ployees answer questions about operational procedures. The initial ambition is to make
relevant information easier to find and summarize, not to automate regulated decisions.
The organization recognizes that a response that sounds plausible but relies on an out-
dated or inapplicable policy could create operational and compliance risks.

The architecture team first establishes the knowledge domain and source boundaries. It
identifies approved repositories and works with business owners to classify documents
by authority, status, business unit, jurisdiction, and effective date. Drafts and superseded
materials are not treated as equivalent to current approved procedures. Source owners
remain responsible for the accuracy and approval of their content.

The ingestion pipeline extracts text and document structure, preserves headings and ta-
bles where possible, and attaches metadata from the source repositories. The team uses
structure-aware chunking for policy documents and retains parent-document references
so that retrieved passages can be expanded when additional context is needed. Each in-
dexed record includes a source identifier, document version, business domain, status,
effective period, and access-control attributes.

For retrieval, Meridian adopts a hybrid approach. Keyword search supports exact policy
identifiers and formal terminology, while vector search helps locate conceptually related
passages. Metadata filters restrict results by user authorization and relevant business con-
text. A reranking stage is introduced for selected question types after evaluation shows
that it improves result ordering enough to justify its latency and cost.

The application also integrates with Meridian’s identity and access management capa-
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bilities. A user’s permissions are applied during retrieval, rather than relying on the lan-
guage model to avoid restricted content. The design includes tests for employees in dif-
ferent roles and regions, as well as scenarios in which access is revoked or source permis-
sions change.

Meridian’s evaluation process includes questions written by operations staff, policy spe-
cialists, and control owners. Each question is associated with expected source evidence
and criteria for a satisfactory response. The test set includes questions with no valid an-
swer in the indexed material, questions involving conflicting versions, and questions re-
quiring a specific effective date. The application is expected to acknowledge when it can-
not locate sufficient authoritative evidence.

During testing, the team discovers that some source documents contain tables with im-
portant exceptions. A simple text extraction process had omitted parts of those tables,
causing the retrieval system to return incomplete passages. The team improves extraction
and adds validation checks for documents containing complex tables. This illustrates that
retrieval quality is partly determined before the vector index is created.

Meridian also establishes an operational process for content changes. Source updates trig-
ger reprocessing, and the pipeline records whether the new version was successfully in-
dexed. When a document is withdrawn, the corresponding retrieval records are removed
or marked unavailable according to the organization’s retention and audit requirements.
Monitoring reports on synchronization delays, processing failures, retrieval latency, and
the age of indexed content.

The first release remains limited to information discovery and explanation. It does not au-
thorize payments, modify customer records, or make final compliance decisions. Where
a user’s question requires a current operational value, the assistant directs the request to
an approved application or calls a governed service under the appropriate authorization
controls.

Meridian’s experience demonstrates that a reliable knowledge assistant is not created
by connecting a language model to a vector database alone. Its architecture depends on
source ownership, information quality, metadata, permissions, retrieval evaluation, and
operational accountability. The Al application is the visible interface, but the enterprise
knowledge capability is the foundation.

13.19 Practical Artifact: Enterprise RAG and Knowledge
Retrieval Architecture Assessment

The following assessment can be used to evaluate a proposed or existing RAG solution.
It is intended to support architecture discovery and design review. Teams should record
evidence, ownership, unresolved risks, and agreed actions rather than treating the assess-
ment as a simple compliance checklist.
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Assessment area

Questions for the architecture
team

Evidence to examine

Business purpose

Source selection

Content quality

Extraction

Chunking

Metadata

Embeddings

Retrieval

Authority and freshness

Security

Context construction

Generation

Evaluation

Observability

What user task does retrieval
support? What decisions or
actions are in scope and out of
scope?

Are sources approved,
authoritative, relevant, and
owned?

Are documents complete,
current, and free of avoidable
duplication?

Are tables, headings, lists, and
other meaningful structures
preserved?

Do retrieval units preserve the
context needed to interpret
content?

Are ownership, status, effective
date, domain, and access
attributes available?

Is the embedding approach
appropriate for the content and
query languages?

Does the design combine
vector, keyword, structured, or
other search methods as
required?

Can the system distinguish
approved, superseded, and
time-bound information?

Are user permissions enforced
before restricted content
reaches the model?

Does the context preserve
source identity and necessary
qualifications?

Is the model instructed to

distinguish evidence from
unsupported assumptions?

Are retrieval quality, answer
grounding, and security tested
separately?

Can the team trace a response
to retrieved sources and
processing stages?

Use cases, user journeys, risk
classification

Source inventory, ownership
records, approval status

Quality checks, content
remediation process

Representative extraction tests

Chunking rules, evaluation
examples

Metadata schema, source
mappings

Model evaluation, language
coverage, versioning plan

Retrieval tests, ranking
configuration

Version handling, freshness
objectives

Identity integration,
authorization tests

Prompt templates, context
assembly rules

Model instructions, response
tests

Test set, evaluation results,
regression process

Logs, traces, dashboards,
retention policy
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Questions for the architecture

Assessment area team Evidence to examine

Operations Are updates, deletions, failures, Runbooks, service ownership,
and index rebuilds managed? recovery procedures

Cost and performance Are latency, processing cost, Performance tests, cost model

and model usage measured
against business requirements?

Governance Are responsibilities assigned RACI, governance decisions,
for sources, indexes, escalation paths
application behavior, and
incidents?

A practical assessment should conclude with a small number of explicit architecture de-
cisions. These may include which sources are in scope, which retrieval methods are re-
quired, how permissions are enforced, what constitutes authoritative evidence, how qual-
ity will be measured, and who is accountable for ongoing operation.

13.20 Key Takeaways

1. RAG connects generative Al applications to enterprise information that can be re-
trieved at query time. Its value depends on the quality and governance of the com-
plete retrieval architecture, not merely on the language model or vector database.

2. Knowledge preparation is a foundational capability. Source selection, extraction,
normalization, chunking, metadata enrichment, embedding, indexing, and lifecycle
management all influence the relevance and reliability of retrieved content.

3. Chunking is an information design decision. Retrieval units must preserve the con-
text needed to interpret content, including headings, exceptions, tables, and relation-
ships to parent documents.

4. Vector search supports semantic similarity, but similarity is not the same as author-
ity, applicability, or correctness. Enterprise retrieval often benefits from hybrid ap-
proaches that combine vector search, keyword search, structured filters, and rerank-
ing.

5. Source authority, freshness, and versioning must be represented explicitly. A re-
trieval system should distinguish approved information from drafts, superseded con-
tent, and material that applies only to a particular period or business context.

6. Security must be enforced throughout the retrieval process. User authorization
should constrain what information is retrieved and supplied to the model. Retrieved
content should be treated as untrusted evidence, not as instructions or authorization
to perform actions.

7. Evaluation must examine each stage of the RAG architecture. Retrieval quality, an-
swer grounding, source attribution, security, latency, and operational reliability re-
quire distinct tests and ongoing monitoring.

8. RAG is one option within a broader enterprise Al architecture. Structured services,
conventional search, rules engines, and fine-tuning may address different needs and



272 THe ENTerpRise DATA ARcHITECT IN THe Ace of Al

can coexist with retrieval-based generation.

9. The Enterprise Data Architect contributes by establishing reusable information,
metadata, integration, security, and governance capabilities that allow knowledge
retrieval to operate as a trusted enterprise service.

Architect’s Reflection

A RAG system can make enterprise information feel immediately accessible, but accessi-
bility is not the same as trust. When an Al application presents a fluent answer, users may
assume that the underlying information has been interpreted correctly. The architecture
must earn that trust through source authority, context preservation, access control, and
evidence that can be examined.

The architect should ask a question that reaches beyond technical retrieval performance:
Can the organization explain why this information was retrieved, whether it was appropriate for
this user and situation, and how the generated response was grounded in it?

That question connects RAG to the broader responsibilities of enterprise data architec-
ture. It places information ownership, metadata, quality, lineage, security, and operating
model at the center of Al design. The goal is not simply to make documents searchable by
a model. It is to make enterprise knowledge usable in ways that remain understandable,
governed, and accountable.



CHAPTER 14

Semantic Architecture,
Knowledge Graphs, and
Enterprise Context

This chapter explores how enterprises represent meaning, relationships, and context so
that data and Al systems can interpret information consistently. It connects semantic
models, ontologies, knowledge graphs, metadata, and context engineering to the broader
responsibilities of enterprise data architecture.

Introduction

Enterprise information is not useful merely because it can be stored, moved, or retrieved.
It becomes valuable when people and systems can interpret what it represents, under-
stand how it relates to other information, and apply it appropriately to a business situ-
ation. This challenge becomes more significant as organizations connect data platforms,
analytical applications, generative Al, and increasingly autonomous systems.

A customer, for example, may appear in a customer relationship management system, a
billing platform, a risk application, a data warehouse, and a customer service knowledge
base. Each system may use different identifiers, attributes, classifications, and definitions.
Even when records can be technically integrated, the enterprise may still lack a consis-
tent understanding of what “customer” means in a particular business context, how a
customer relates to an account, or which source is authoritative for a given attribute.

Semantic architecture addresses this problem by making meaning explicit. It defines busi-
ness concepts, relationships, classifications, constraints, and rules that allow information
to be interpreted consistently across systems. It provides a bridge between business lan-
guage and technical representations, helping organizations move beyond data integra-
tion toward information interoperability.

Knowledge graphs provide one way to represent these concepts and relationships. They
model entities and the connections between them, allowing systems to traverse relation-
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ships and answer questions that depend on context. Ontologies and semantic models
can provide the definitions and structures that guide how those relationships are repre-
sented. Metadata adds information about data assets themselves, including ownership,
lineage, quality, sensitivity, and business meaning.

These capabilities have growing importance in Al architecture. A language model may
generate a plausible explanation, but it does not automatically understand an organiza-
tion’s specific definitions, authority structures, product relationships, or business con-
straints. Semantic models and knowledge graphs can provide structured context that
complements document retrieval and vector search. They can help Al applications iden-
tify entities, resolve terminology, navigate relationships, and ground answers in enter-
prise concepts.

Semantic architecture is not a replacement for data modeling, governance, or enterprise
integration. It connects and extends these practices. Its purpose is to create a shared and
maintainable representation of enterprise meaning that can be used by people, applica-
tions, analytics, and Al systems.

14.1 The Need for Semantic Architecture

Large enterprises frequently develop multiple representations of the same business con-
cepts. These differences may arise because business units operate independently, appli-
cations were acquired or implemented at different times, or systems were designed for
distinct operational purposes. Some variation is legitimate: a customer may have differ-
ent roles or attributes in different business processes. The architectural challenge is dis-
tinguishing useful contextual variation from accidental inconsistency.

Consider the term account. In one system, it may refer to a customer’s financial account.
In another, it may mean a corporate customer relationship. In a third, it may refer to
an internal ledger account. A data pipeline can move all three records into a common
platform, but technical integration alone does not resolve the semantic ambiguity. If an
analytical application or Al assistant treats them as interchangeable, the result may be
incorrect even when every underlying record is technically valid.

Semantic architecture provides an explicit way to define concepts and their relationships.
It helps answer questions such as what an entity represents, how it differs from related
entities, which attributes describe it, what relationships are valid, and which definitions
apply in a particular context.

This capability supports several enterprise needs. It improves consistency in reporting
and analytics, helps systems exchange information, enables more reliable search and re-
trieval, and provides a foundation for knowledge-driven applications. It can also reduce
the effort required to interpret data from unfamiliar domains because concepts are de-
scribed in business terms rather than only through technical schemas.

Semantic architecture is especially valuable where information crosses organizational
boundaries. Shared concepts such as customer, product, supplier, location, employee,
agreement, and transaction often appear across many business capabilities. A semantic
layer can define common meaning while allowing each domain to maintain the details
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required for its own operations.

The objective is not to force every system into one universal data model. A successful se-
mantic architecture identifies where shared meaning is essential, where context-specific
definitions should remain distinct, and how relationships between these representations
should be made explicit.

14.2 From Data Structures to Business Meaning

A data structure describes how information is represented. A semantic model describes
what that information means and how it should be interpreted.

A database schema might define a table named CUSTOMER_ACCOUNT with columns
for an identifier, status, opening date, and customer reference. This is useful for under-
standing the physical organization of data. It does not necessarily explain whether the
account is a legal relationship, a financial instrument, a service arrangement, or an inter-
nal record. That interpretation requires business context.

Semantic architecture connects technical structures to business concepts. It can define the
meaning of an account, distinguish account types, describe the relationship between an
account and a customer, and specify how account status is interpreted. It can also map
the concept to one or more physical representations across systems.

This distinction matters because technical schemas evolve independently. A system may
rename a column, change a data type, or split a table without changing the underlying
business concept. Conversely, the business may change the meaning of a concept while
the physical schema remains unchanged. A semantic layer helps manage these changes
by separating business meaning from implementation details.

The relationship can be understood through several levels:

Level Primary concern Example

Business concept Meaning in the organization Customer, account, product

Semantic model Definitions and relationships A customer owns or is

associated with an account

Logical information model Information structure Customer has identifier, status,
independent of a specific and relationship attributes
platform

Physical data model Implementation in a system Tables, columns, document

structures, APls

Metadata and mappings Description and Source field maps to a
correspondence across assets ~ governed business attribute

These levels are related but not interchangeable. A physical field named CUST_ID does
not, by itself, establish that it represents the enterprise’s canonical customer identifier.
That mapping must be documented and governed. A mature semantic architecture
makes these relationships discoverable. It allows a user or system to move from a business
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concept to its definitions, data assets, owners, lineage, and technical implementations.

14.3 Business Glossaries and Semantic Models

A business glossary is often one of the first practical components of semantic architecture.
It provides governed definitions for business terms, including their meaning, ownership,
usage, and relationships to other terms. It can reduce ambiguity by making important
concepts explicit and accessible across the enterprise.

A useful glossary entry should do more than provide a short description. It may identify
the business owner, domain, approved definition, synonyms, related terms, applicable
policies, and references to data assets. Where a term has different meanings in different
contexts, the glossary should record those distinctions rather than conceal them behind
a single broad definition.

For example, “active customer” may mean a customer with an open account in one do-
main, a customer who has completed a transaction within a defined period in another, or
a customer whose relationship remains legally active. These definitions can all be valid
for their respective purposes. The glossary should make the context and intended use
clear.

A semantic model goes further by representing concepts and the relationships among
them. It may define entity types, attributes, relationships, classifications, constraints, and
rules. Depending on the use case, it can be represented through conceptual models, log-
ical models, ontologies, knowledge graphs, or other formal structures.

The glossary and semantic model should reinforce one another. The glossary helps peo-
ple understand terms; the semantic model provides a structured representation that ap-
plications can use. If these capabilities are managed independently, definitions can drift.
A governed process should connect business terms to the corresponding model elements
and data assets.

The level of formality should match the purpose. A glossary may be sufficient for an
initial business vocabulary initiative. A more formal semantic model may be required
when systems need machine-readable definitions, relationship reasoning, or consistent
interpretation across domains.

14.4 Ontologies and Enterprise Concept Models

An ontology is a formal representation of concepts within a domain and the relationships
among them. It can define classes, properties, relationships, constraints, and sometimes
logical rules that support automated interpretation. Ontologies are used in knowledge
representation, semantic integration, and applications where relationships and concep-
tual distinctions matter.

In enterprise architecture, an ontology can provide a shared vocabulary for a business do-
main. For example, a financial services ontology might describe customers, legal entities,
accounts, products, agreements, transactions, obligations, and regulatory controls. It can
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define relationships such as a customer holding an account, an agreement governing a
product, or a transaction affecting an account.

The value of an ontology is not simply that it contains more detailed terminology. Its
value comes from expressing relationships and constraints in a form that can be consis-
tently interpreted. If an application needs to determine which agreements govern a par-
ticular product, an ontology or related semantic model can make the relevant relationship
explicit.

Ontologies can also distinguish between concepts that appear similar in ordinary lan-
guage but have different business meanings. For example, a person, a legal entity, a cus-
tomer, and an account holder may be related, but they are not necessarily interchangeable.
A person may represent a legal entity, act on behalf of an organization, or hold an account
without being the enterprise’s contracting customer.

The design of an ontology requires business participation. Architects and knowledge
engineers can define formal structures, but domain experts must validate whether the
concepts reflect actual business meaning. The model should also be tested against real
information and real questions. A model that is logically elegant but disconnected from
operational language will be difficult to adopt.

An ontology should not become an attempt to model every possible enterprise concept
in one exhaustive structure. Large models can become difficult to govern, slow to evolve,
and disconnected from the needs of specific applications. A more practical approach is to
establish shared foundational concepts and develop domain-specific models that connect
to them through explicit mappings.

14.5 Knowledge Graphs: Representing Entities and
Relationships

A knowledge graph represents information as entities and relationships, often with prop-
erties attached to both. This structure makes relationships first-class elements of the infor-
mation architecture rather than treating them only as joins between tables or references
embedded in documents.

A simple graph might represent a customer, an account, a product, and a transaction.
The customer is associated with the account; the account is linked to a product; and the
transaction affects the account. These relationships can be traversed to answer questions
that involve several connected concepts.

For example, a business user might ask which products are associated with customers in
a particular segment, or which agreements govern a product offered in a specific jurisdic-
tion. A knowledge graph can represent the entities and connections required to navigate
such questions.

A graph typically contains nodes and edges. Nodes represent entities or concepts, while
edges represent relationships. Properties can describe attributes such as identifiers, dates,
classifications, or status. The exact data model depends on the graph technology and the
use case.
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Knowledge graphs can support multiple forms of information. They may represent mas-
ter data relationships, business concepts, document references, operational events, or ana-
lytical relationships. However, combining these into one graph requires careful decisions
about identity, ownership, update frequency, and meaning.

The graph should also preserve provenance. A relationship may come from a trusted
master data system, a transactional event, a document extraction process, or an infer-
ence. These sources do not necessarily have equal authority. A robust architecture records
where graph facts came from, when they were observed, and whether they have been val-
idated.

A knowledge graph is not automatically an enterprise-wide source of truth. It may be a
derived representation that integrates information from multiple authoritative systems.
The architecture should make clear which systems own the underlying facts and how
graph updates reflect changes in those systems.

[ Legal entity ] represented by [ Customer ] holds [ Account ]

registered in party to affects
[ Jurisdiction ] [ Agreement ] instance of [ Transaction ]
valid in governs

[ Policy ] applies to [ Product ]

Figure 14.1 - Enterprise Knowledge Graph: Entities and Relationships

14.6 Graph Models, Identity, and Relationship
Governance

The usefulness of a knowledge graph depends on the quality of its entity resolution and
relationship definitions. If two records representing the same business entity are treated
as separate nodes, the graph may fragment important relationships. If distinct entities
are incorrectly merged, it may create false connections.

Entity resolution is the process of determining whether different records refer to the same
real-world entity. It can use identifiers, matching rules, reference data, probabilistic meth-
ods, and human review. The appropriate method depends on the data and the conse-
quences of an incorrect match.

Identity should be designed with domain context in mind. A person may have multi-
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ple roles, identifiers, and relationships across the enterprise. A legal entity may have
branches, subsidiaries, trading names, or jurisdiction-specific registrations. A graph
should not assume that a single identifier always captures every relevant identity dis-
tinction.

e

Relationship governance is equally important. A relationship such as “owns,” “manages,”
“controls,” “supplies,” or “is associated with” must have a defined meaning. In some do-
mains, relationships are time-dependent. A person may have managed an account during
one period but not another. A supplier relationship may be active only under a specific
contract. The model should represent temporal validity where it matters.

Relationship direction and cardinality also affect interpretation. “Customer holds ac-
count” is not necessarily equivalent to “account belongs to customer” in every business
context, particularly where joint ownership, delegated authority, or legal representation
is involved. The graph should distinguish these relationships rather than relying on am-
biguous labels.

The architecture should define who can create, validate, correct, and retire graph rela-
tionships. Where graph facts are derived from authoritative source systems, the update
process should preserve lineage and reconcile changes. Where facts are inferred, the sys-
tem should distinguish inference from verified information.

14.7 Semantic Architecture and Metadata Management

Metadata describes data assets and provides context for understanding, discovering, gov-
erning, and using them. Semantic architecture and metadata management are closely
connected, but they serve different purposes.

Semantic models describe business meaning and relationships. Metadata describes assets
and their characteristics, including technical schemas, ownership, classification, lineage,
quality, usage, and lifecycle. A business concept may be represented in several datasets,
APIs, reports, and documents. Metadata connects those assets to the concept and helps
users understand how each representation should be used.

For example, a governed definition of “customer risk category” may be linked to a data
product, a source application attribute, a transformation rule, a dashboard, and an Al re-
trieval index. Metadata can describe the owner, classification, lineage, refresh frequency,
and quality status of each asset. Semantic architecture provides the meaning that ties
those assets together.

This connection is especially useful for AIl. An Al application may need to identify which
dataset contains a particular business concept, whether the dataset is approved for its
intended use, and what restrictions apply. Metadata can help discover and govern the
asset, while semantic models help interpret the information it contains.

Metadata should not be treated as a static catalog that is populated once and then forgot-
ten. Its value depends on accuracy, currency, and integration into the architecture lifecy-
cle. Automated discovery can help capture technical metadata, but business definitions,
ownership, and authority often require accountable stewardship.
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An enterprise metadata architecture should connect technical catalogs, business glos-
saries, lineage systems, data quality tools, and semantic models where practical. The goal
is not necessarily to consolidate every capability into one product. It is to make the rela-
tionships between them usable and maintainable.

14.8 Semantic Architecture for RAG and Enterprise
Knowledge Retrieval

RAG systems commonly retrieve content based on textual similarity, keyword matching,
or a combination of techniques. These approaches are useful, but they may not fully cap-
ture the relationships and constraints that shape enterprise meaning.

A semantic layer can improve retrieval by providing controlled terminology, entity def-
initions, and domain relationships. It can help interpret that “client,” “customer,” and
“account holder” may be related but not identical. It can also identify which product,
jurisdiction, or business process a question concerns.

Knowledge graphs can complement document retrieval by connecting retrieved passages
to entities and relationships. A question about a product might lead to the product node,
its governing agreement, the applicable policy, and the business owner. The application
can then retrieve documents associated with those graph elements.

This approach is sometimes described as graph-assisted retrieval or graph-based RAG. It
can support questions that require multi-hop relationships, where the answer depends
on following several connections rather than finding one semantically similar passage.
For example, determining which policy applies to a product offered through a particular
subsidiary may require connecting the product, legal entity, jurisdiction, and policy.

The architecture must still validate the quality of the graph and the authority of its re-
lationships. A graph query can return a structurally valid path that is based on stale or
incorrectly resolved data. Graph-based retrieval does not remove the need for source gov-
ernance, lineage, and evaluation.

Semantic context can also be used during query interpretation. The application may iden-
tify entities and business terms in a user question, map them to governed concepts, and
use those concepts to guide retrieval. This can improve consistency, particularly when
users employ informal terminology or abbreviations.

A practical architecture often combines several capabilities: vector retrieval for conceptual
similarity, keyword search for exact terminology, graph traversal for relationships, and
structured queries for precise current values. The application selects or coordinates these
methods according to the question and the controls required.
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14.9 Context Engineering and the Meaning of
Enterprise Context

Context engineering is the practice of designing and managing the information supplied
to an Al system so that it can perform a task within the intended business and opera-
tional boundaries. It includes more than prompt wording. It involves selecting relevant
information, preserving relationships, managing context size, representing user and task
state, and distinguishing authoritative information from assumptions.

Enterprise context can include several categories. There is user context, such as role, per-
missions, and relevant preferences. There is business context, such as domain, product,
process, jurisdiction, and organizational unit. There is information context, including def-
initions, source documents, metadata, and lineage. There is task context, including the
user’s request, prior steps, constraints, and expected output. There is also operational
context, such as the tools available to the application and the actions it is permitted to
perform.

These categories should not be collapsed into one undifferentiated prompt. Each has dif-
ferent governance requirements. User permissions should be enforced by the application,
not inferred from text. Business definitions should come from governed sources. Task in-
structions should be controlled by the application design. Retrieved content should be
treated as evidence rather than trusted instruction.

A semantic architecture can make context more precise by defining the concepts and
relationships that matter to a task. For example, an Al assistant supporting a product
specialist may need to understand the relationship between product, customer segment,
eligibility rule, jurisdiction, and policy. Without those relationships, it may retrieve doc-
uments that share terminology but do not apply to the user’s question.

Context should also be time-aware. An answer about a current policy may require the
latest approved version, while a historical analysis may require the version that applied
ata particular date. A semantic model can define the relevant temporal relationships, and
metadata can identify effective periods.

The architecture should aim for context that is sufficient, relevant, traceable, and appro-
priately scoped. More context is not always better. Excessive or conflicting material can
confuse the model, increase cost, and obscure the evidence that matters. Context engi-
neering is therefore an information selection and governance discipline as much as a
prompt design activity.

14.10 Semantic Interoperability Across Domains

Enterprise-wide consistency does not require every business domain to use identical
models. Different domains have different responsibilities and may legitimately define
concepts at different levels of detail. Semantic interoperability allows these domain mod-
els to communicate through explicit mappings and shared concepts.

A domain-oriented approach can establish a small set of enterprise concepts that are im-
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portant for cross-domain exchange. Each domain maintains its own model and maps
relevant elements to the shared vocabulary. This avoids requiring every team to adopt a
single physical or logical schema while still enabling meaningful information exchange.

For example, a retail banking domain and a corporate banking domain may both use the
concept of customer, but their operational definitions and attributes may differ. The en-
terprise model can define the shared concept and clarify how domain-specific customer
representations relate to it. The architecture should not erase meaningful distinctions
simply to create a uniform label.

Mappings can be simple correspondences between terms, or they can involve more com-
plex transformations and rules. A mapping should identify the source and target con-
cepts, the relationship between them, any transformation logic, and the limitations of the
correspondence. A mapping that is approximate should be labeled as such rather than
presented as exact equivalence.

Semantic interoperability also supports mergers, acquisitions, partner integration, and
modernization. When systems use different concepts or classifications, explicit semantic
mappings can help preserve meaning during data migration and integration.

The enterprise architect’s role is to establish the governance and design principles that
make these mappings manageable. This includes deciding which concepts require shared
definitions, who owns them, how domain exceptions are handled, and how changes are
communicated across dependent systems.

14.11 Semantic Architecture Patterns and Technology
Considerations

Semantic architecture can be implemented through several complementary patterns. A
governed business glossary provides shared terminology. A semantic layer maps busi-
ness concepts to data assets and measures. An ontology formalizes domain concepts and
relationships. A knowledge graph stores and connects entities and facts. A metadata cat-
alog describes the assets and their governance characteristics.

These patterns may be implemented in separate tools or integrated platforms. The archi-
tecture should be guided by required capabilities rather than by the assumption that one
product must provide every semantic function.

A semantic layer is often useful in analytics, where it provides consistent definitions for
measures, dimensions, and business entities. It can reduce the risk that different reports
calculate the same metric differently. However, the semantic layer must have clear own-
ership and change management, particularly when definitions affect executive reporting
or regulated disclosures.

Knowledge graph platforms may be appropriate when relationship traversal is central
to the use case. Selection criteria include the graph model, query capabilities, scalability,
transaction and update behavior, integration, security, lineage, and operational skills. The
architecture should also consider whether the graph is authoritative or derived.

Ontology technologies can support formal semantics and reasoning, but their value de-
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pends on the problem. A highly formal ontology may be justified in domains with com-
plex relationships, interoperability requirements, or rule-based reasoning. For a straight-
forward glossary or reporting use case, a simpler model may be more practical.

The key trade-off is between expressiveness and manageability. Rich semantic models
can represent complex meaning, but they require stewardship, versioning, and adoption.
A model that is too simple may fail to capture important distinctions; a model that is too
complex may become difficult to maintain and use.

Technology choices should also consider integration with existing data catalogs, gover-
nance workflows, identity systems, APIs, data products, and Al platforms. Semantic ar-
chitecture should become part of the enterprise information ecosystem rather than an
isolated modeling initiative.

14.12 Semantic Governance and Lifecycle Management

Semantic models evolve as the business changes. New products, regulations, organiza-
tional structures, and operating practices can introduce concepts or alter existing defini-
tions. A semantic architecture therefore requires governance that supports change with-
out creating unnecessary bureaucracy. Governance begins with ownership. Each impor-
tant business concept should have an accountable owner or steward who can validate
its definition and approve material changes. Technical modelers can manage the formal
representation, but they should not independently determine business meaning.

Versioning is important when semantic definitions are used by multiple systems. A
change to the meaning of a term may affect reports, data products, APIs, graph rela-
tionships, retrieval indexes, and Al prompts. The organization should be able to identify
dependent assets and assess the impact before a change is released.

Semantic changes should be classified by their effect. Some changes clarify documen-
tation without altering meaning. Others add optional attributes or relationships. More
significant changes may redefine a concept, split one concept into several, or change the
meaning of an existing relationship. The governance process should match the level of
impact.

A semantic model should also be tested. Tests may verify that required relationships exist,
identifiers are unique within defined scopes, mappings are complete, and domain con-
straints are respected. For knowledge graphs, validation can examine whether expected
relationships are present and whether prohibited or inconsistent relationships have been
introduced.

Adoption is another governance concern. A semantic model provides value only when
applications and teams use it. The architecture should make semantic definitions acces-
sible through catalogs, APIs, modeling tools, and developer workflows. It should also
provide practical guidance for mapping local models to shared concepts.

Semantic governance is most effective when it is integrated with enterprise data gover-
nance, data product management, and architecture review. It should not become a sep-
arate approval process that slows every change. Its purpose is to preserve meaning and
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interoperability while allowing domains to evolve.

1413 Semantic Architecture at Meridian Financial
Group

Meridian Financial Group is a fictional global financial services organization with frag-
mented customer information, multiple product systems, and an expanding portfolio of
Al applications. Its business units use overlapping terms, but the definitions and relation-
ships behind those terms are not always consistent.

Meridian’s architecture team begins by identifying a limited set of cross-domain con-
cepts that frequently appear in reporting, integration, and Al use cases. These include
customer, legal entity, account, product, agreement, transaction, jurisdiction, and policy.
Domain representatives review the definitions and identify where the concepts have dis-
tinct contextual meanings.

The team creates a governed business glossary and links its terms to existing logical mod-
els, data products, source systems, and metadata catalog entries. It avoids forcing all do-
mains into a single model. Instead, it establishes shared definitions where interoperability
is required and documents domain-specific extensions where business processes differ.

Meridian then develops a knowledge graph for a focused use case: understanding re-
lationships among products, legal entities, jurisdictions, agreements, and policies. The
graph is populated from governed source systems and approved document metadata.
Each relationship retains provenance, including its source, effective period, and valida-
tion status.

The graph supports an internal knowledge assistant. When an employee asks which pol-
icy applies to a product in a particular jurisdiction, the application identifies the relevant
product and jurisdiction, traverses the graph to locate associated agreements and policies,
and retrieves supporting document passages. Vector and keyword retrieval are used to
find relevant content within those documents. The model receives the retrieved evidence
along with source references and instructions to distinguish established facts from uncer-
tainty.

During implementation, Meridian discovers that two business units use the term “cus-
tomer” differently. One model treats a customer as a contracting legal entity; another
treats a customer as an individual or organization receiving a service. Rather than select-
ing one definition as universally correct, the team models the distinctions and defines the
relationships between customer roles and legal entities.

The organization also discovers that some graph relationships are time-sensitive. A pol-
icy may apply only during a defined period, and a product may be offered by different
legal entities in different jurisdictions. The graph model is updated to represent effective
dates and applicability. Historical questions can then be answered using the relevant time
period rather than assuming that current relationships always applied.

Meridian establishes a governance process involving domain stewards, enterprise archi-
tecture, data governance, and Al product teams. Material semantic changes are reviewed
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for their impact on data products, reporting, graph applications, and retrieval workflows.
The team also defines validation checks for source lineage, required relationships, and
temporal consistency.

The result is not a single enterprise model that replaces every domain representation.
It is a governed semantic capability that makes important concepts and relationships
discoverable and usable across systems. For Meridian, the knowledge graph is valuable
because it connects business meaning to authoritative information and supports more
contextual Al retrieval.

1414 Practical Artifact: Enterprise Semantic
Architecture Assessment
This assessment can be used to understand the current state of semantic architecture and

identify capabilities required for a proposed initiative. It is intended to support discus-
sion among enterprise architects, data architects, domain owners, governance teams, and

Al product teams.

Assessment area

Questions to consider

Evidence or artifact

Business terminology

Concept alignment

Semantic relationships

Physical mappings

Identity resolution

Metadata integration

Knowledge graph

Al context

Interoperability

Are important business terms
defined, contextualized, and
owned?

Are shared concepts
distinguished from
domain-specific concepts?
Are important relationships
explicitly represented and
defined?

Can business concepts be
traced to technical data assets?

Are entity identities and
matching rules governed?

Are semantic definitions
connected to technical and
governance metadata?

Is graph technology justified by
relationship-based use cases?

Can Al applications use
governed concepts,
relationships, and source
references?

Can domain models exchange
information without erasing
important distinctions?

Business glossary and
ownership records

Enterprise and domain
information models

Concept models, ontology,
relationship catalog

Mappings, catalog links,
lineage

Identity standards, MDM rules,
exception process

Metadata architecture and
catalog integration

Use-case analysis, graph
model, query examples

Context design, retrieval
patterns, evaluation

Semantic mappings and
interface contracts
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Assessment area

Questions to consider

Evidence or artifact

Temporal meaning

Governance

Validation

Adoption

Operations

Are effective dates and
historical relationships
represented where required?

Are owners, stewards, approval
processes, and versioning
defined?

Are semantic structures and
mappings tested for
consistency?

Can teams discover and use
semantic assets in delivery
workflows?

Are semantic services and
graph data monitored and
maintained?

Temporal model and version
rules

Governance model and change
process

Validation rules and test results

APIs, documentation,
developer guidance

Runbooks, service ownership,
monitoring

The assessment should produce a prioritized set of decisions. These might include which
concepts require enterprise-level definitions, where domain models should remain inde-
pendent, whether a knowledge graph is justified, and how semantic assets will be inte-
grated with metadata, governance, and Al retrieval.

14.15 Key Takeaways

. Semantic architecture makes enterprise meaning explicit. It connects business con-
cepts to information structures, technical assets, and relationships so that people and
systems can interpret information consistently.

. A business glossary, semantic model, ontology, metadata catalog, and knowledge
graph are related but distinct capabilities. They should reinforce one another rather
than be treated as interchangeable technologies.

. Knowledge graphs represent entities and relationships as first-class information.
They are useful when a question depends on navigating connections among concepts,
but their value depends on identity resolution, relationship quality, provenance, and
lifecycle governance.

. Semantic architecture can improve RAG and enterprise Al by supporting terminol-
ogy resolution, entity identification, relationship-based retrieval, and more precise
context construction. It complements rather than replaces vector search, keyword re-
trieval, structured queries, and authoritative source systems.

. Enterprise semantic interoperability does not require every domain to use one
identical model. Shared concepts and explicit mappings can enable exchange while
preserving meaningful domain differences.

. Context engineering includes business, user, task, information, and operational
context. These categories have different trust and governance requirements and
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should not be collapsed into an undifferentiated prompt.

7. Semantic assets require ownership, versioning, validation, and adoption. A model
that is not maintained or used by delivery teams becomes documentation rather than
an enterprise capability.

8. The Enterprise Data Architect’s role is to connect semantic architecture to infor-
mation architecture, metadata, governance, data products, and Al platform design.
The objective is to make enterprise knowledge understandable and usable across the
organization.

Architect’s Reflection

An enterprise can integrate data without achieving shared understanding. It can central-
ize information without resolving ambiguity. It can retrieve documents without knowing
whether they apply to the business question. These are not primarily storage or connec-
tivity problems; they are problems of meaning and context.

Semantic architecture asks the enterprise to make its important concepts and relation-
ships explicit. That work requires more than choosing a graph database or adopting an
ontology language. It requires business participation, clear ownership, disciplined mod-
eling, and an understanding of where consistency matters and where local context must
be preserved.

As Al systems become more capable of retrieving, synthesizing, and acting on informa-
tion, the consequences of ambiguous meaning become more visible. A model may con-
nect information that appears related while missing a business distinction that is essential
to the answer. The architect’s responsibility is to make those distinctions available to the
system and to ensure that the resulting context can be governed and explained.

The central question is not whether the enterprise should build one universal knowledge
model. It is whether the organization can represent the meaning and relationships that
matter to its decisions, services, and Al applications—and maintain those representations
as the business changes.
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CHAPTER 15

Agentic Al and Intelligent
Enterprise Architecture

This chapter examines how Al systems move from generating responses to planning and
carrying out multi-step tasks through tools, services, and workflows. It focuses on the
architectural controls needed to make agentic systems useful, bounded, observable, and
accountable in enterprise environments.

Introduction

Generative Al has expanded the ways people interact with enterprise systems. Employ-
ees can ask questions in natural language, summarize information, generate content, and
explore complex topics without navigating every underlying application. Yet many busi-
ness processes require more than a response. They involve multiple steps, decisions, sys-
tem interactions, validations, and follow-up actions.

Agentic Al extends generative Al applications toward these tasks. An Al agent can inter-
pret a goal, determine a sequence of steps, use tools, observe the results, and adapt its
approach within defined boundaries. Rather than responding only with text, an agent
may retrieve information, call an API, prepare a document, initiate a workflow, or coor-
dinate with other agents and services.

This shift has significant architectural implications. A system that can act introduces dif-
ferent risks from one that only provides information. It must operate with appropriate
identity, authorization, tool permissions, transaction controls, monitoring, and human
oversight. Its behavior must be constrained by business policy and technical safeguards,
not simply by instructions in a prompt.

Agentic architecture also depends on the enterprise data capabilities developed through-
out this book. Agents need access to trusted data, governed data products, semantic con-
text, knowledge retrieval, and reliable integration services. They must understand the
boundaries of the tasks they are permitted to perform and the systems that remain au-
thoritative for business decisions and records.

289
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The objective is not to make every process autonomous. Some tasks are suitable for
bounded automation, while others require human judgment, formal approval, or deter-
ministic business logic. Enterprise architects must distinguish between these cases and
design the appropriate level of autonomy.

This chapter examines the foundations of agentic Al, its architecture patterns, tool in-
tegration, orchestration, security, governance, evaluation, and operating model. It uses
Meridian Financial Group, a fictional organization, to illustrate how agentic capabilities
can be introduced within a regulated enterprise.

15.1 From Generative Al Applications to Agentic
Systems

A conventional generative Al application typically follows a relatively defined interaction
pattern. A user submits a request, the application constructs a prompt, the model gener-
ates a response, and the application returns that response. Retrieval, validation, and other
services may be included, but the overall flow is generally controlled by the application.

An agentic system introduces a more dynamic process. It may interpret a goal, select an
action, invoke a tool, inspect the result, and determine what to do next. The sequence
may vary depending on the information returned or the state of the task.

For example, an employee may ask an assistant to prepare a summary of a supplier’s
current status. A conventional application might retrieve documents and generate a sum-
mary. An agentic application might identify the supplier, retrieve current records from
an approved service, search for relevant contracts, check whether required information is
missing, and prepare a draft summary with references. If permitted, it might then submit
the draft for review.

The distinction is not simply that an agent uses tools. Many conventional applications call
APIs. The defining architectural feature is that the system uses model-driven reasoning
or planning to select and sequence actions toward a goal, while observing intermediate
results.

The term agentic Al covers a range of designs. Some systems use a model to select among
a small number of predefined actions. Others use planning loops, memory, specialized
agents, or dynamic tool selection. These designs differ in complexity, reliability, and con-
trol requirements.

An enterprise should avoid treating “agent” as a single standardized technical category.
It is more useful to describe the system in terms of its responsibilities, permitted actions,
degree of autonomy, control points, and consequences of failure.

15.2 Defining an Al Agent

An Al agent is a software system that uses an Al model to interpret goals or inputs and
determine actions within an environment. The environment may include APIs, enterprise
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applications, data platforms, workflow services, files, and other tools.

An agent generally has several capabilities. It receives an objective or task, uses context
to interpret it, selects or proposes actions, invokes available tools, observes their results,
and continues or concludes the task. Some agents also maintain task state or memory
across interactions.

The model is only one part of the agent. The surrounding application provides iden-
tity, permissions, tool definitions, execution controls, state management, and monitor-
ing. This distinction is important because a language model should not be treated as the
system of record for authorization, transaction status, or business policy.

A useful enterprise definition describes an agent through its operating contract:

e Purpose: the business task the agent is designed to support.

e Scope: the information, processes, and systems within which it operates.

e Inputs: the user request, contextual data, and approved instructions.

e Tools: the services and actions it may invoke.

e Authority: the actions it may perform independently and those requiring approval.

e Constraints: business rules, security policies, and technical limits.

e Outcomes: the expected result and evidence required to demonstrate completion.

e Accountability: the human or organizational owner responsible for the agent’s be-
havior.

This contract helps prevent a broad goal such as “manage supplier onboarding” from
becoming an undefined permission to perform every related action. The actual system
may be authorized only to gather information, identify missing documents, and prepare
a recommendation for a human reviewer.

15.3 The Agentic System Architecture

An enterprise agentic system usually contains more components than a model endpoint
and a prompt. Its architecture must coordinate interaction, context, planning, tools, exe-
cution, control, and monitoring. The user interaction layer receives requests and presents
progress, questions, and results. It may be embedded in an enterprise portal, collabora-
tion platform, workflow application, or specialized interface.

The agent runtime manages the execution loop. It coordinates model calls, maintains task
state, interprets tool requests, applies policies, and determines whether the task should
continue, pause, or complete. The runtime should be designed so that the model proposes
actions but the application enforces whether those actions are allowed.

The context layer provides the information needed for the task. This may include enter-
prise data products, knowledge retrieval, semantic models, user context, and relevant
workflow state. Context should be scoped to the user and task, with access controls ap-
plied before restricted information is supplied to the model.

The tool layer exposes approved capabilities through APIs, functions, workflow services,
or other interfaces. Tools should have clearly defined inputs, outputs, permissions, and
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error behavior. A tool that reads a customer record has a different risk profile from one
that changes the record or initiates a financial transaction.

The policy and control layer enforces authorization, business constraints, approval re-
quirements, and limits on execution. It may include deterministic rules, identity services,
transaction controls, and human review. The observability layer records relevant events
and supports monitoring, troubleshooting, audit, and evaluation. It should provide trace-
ability across the user request, model decisions, tool invocations, results, approvals, and
final outcome, subject to privacy and retention requirements.

These components may be implemented through a combination of platform services and
application code. Their separation is an architectural concern: the enterprise must be able
to understand and control what the agent can do, regardless of which model or orches-
tration framework is used.
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Figure 15.1 - Enterprise Agentic Al Reference Architecture

15.4 Planning, Execution, and the Agent Loop

The agent loop is the repeated process through which an agent interprets a task, selects
an action, observes the result, and determines the next step. The exact implementation
varies, but a simplified sequence is:

Interpret the task and relevant context.

Determine whether additional information or an action is required.
Select an approved tool or response.

Submit the action through the runtime.

Receive and validate the result.

A o

Continue, request clarification, seek approval, or complete the task.

The loop can support tasks that require adaptation. If a tool returns an error, the agent
may choose a permitted alternative or explain that it cannot proceed. If a required at-
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tribute is missing, it may ask the user for clarification. If a policy requires approval, it
should pause and route the task to the appropriate reviewer.

However, model-driven planning is not inherently reliable. A model may choose an in-
appropriate tool, misinterpret a result, repeat an action, or continue after the task should
have stopped. The runtime should therefore enforce maximum steps, time limits, retry
limits, tool allowlists, and other controls.

The system should also distinguish between a proposed action and an executed action. A
model may generate a tool request, but the runtime should validate it before execution.
The result returned by a tool should be treated as data from an external system, validated
against the expected schema and interpreted within the task context.

For critical operations, deterministic workflows may be preferable to open-ended plan-
ning. The agent can help interpret the request or prepare information, while a workflow
engine controls the sequence of required steps. This hybrid approach preserves flexibility
where useful and predictable execution where necessary.

15.5 Tools, APIs, and Enterprise Integration

Tools give an agent the ability to interact with enterprise systems. They may support read
operations, search, calculations, document creation, workflow initiation, or controlled up-
dates. Tool design is therefore one of the most important aspects of agentic architecture.

A tool should represent a well-defined business capability rather than expose unre-
stricted access to an underlying system. For example, an agent may need a tool to re-
trieve a supplier’s approved onboarding status. It should not necessarily receive a general-
purpose database connection or unrestricted access to the supplier management applica-
tion.

Tool interfaces should use explicit schemas. Inputs should be validated, outputs should
be predictable, and errors should be represented in a way that the runtime can handle
safely. Tool descriptions should explain the capability and its constraints without encour-
aging the model to infer permissions that do not exist.

Read and write operations should be separated where possible. Read operations retrieve
information; write operations change enterprise state. A write tool should have stronger
authorization, validation, and audit requirements. High-impact actions may require ap-
proval, dual control, or a separate transaction service.

Idempotency is important when an action might be retried. If a tool creates a case or sub-
mits a payment instruction, repeated execution should not accidentally create duplicate
business events. The architecture should use idempotency keys, transaction identifiers,
or equivalent controls where appropriate.

Tool responses should identify whether an action succeeded, failed, or remains pending.
The agent should not report completion simply because it issued a request. It should
verify the authoritative result from the downstream system. Integration architecture re-
mains relevant. Agents should use governed APlIs, events, and workflow services rather
than bypassing established integration controls. This helps preserve security, data qual-
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ity, observability, and system ownership.

15.6 Agent Memory and Task State

Some agentic systems maintain information across steps or interactions. This is often de-
scribed as memory, but the term can refer to several different capabilities.

Task state represents the current progress of a specific operation. It may include com-
pleted steps, pending approvals, tool results, and unresolved questions. It should be
managed by the application or workflow runtime so that the system can recover from
interruptions and avoid repeating completed actions.

Conversation context contains information needed to interpret the current interaction. It
may include recent messages and references to earlier discussion. Its retention and use
should be governed according to the application’s privacy and security requirements.

Persistent memory may retain information across sessions, such as user preferences or
previously established context. This requires clear purpose, consent or other appropriate
authority, retention rules, and mechanisms to correct or delete information. Persistent
memory should not become an ungoverned store of sensitive enterprise data.

Enterprise knowledge is different from agent memory. Policies, product definitions, cus-
tomer records, and other business facts should generally remain in governed source sys-
tems or approved knowledge services. An agent should retrieve such information when
needed rather than treating its internal memory as authoritative.

The architecture should define what is stored, where it is stored, who can access it, how it
is updated, and how it is deleted. It should also distinguish between verified facts, user-
provided statements, model-generated summaries, and inferred information.

15.7 Single-Agent and Multi-Agent Architectures

A single-agent architecture uses one agent runtime to coordinate a task. It may have ac-
cess to multiple tools and information sources, but one agent is responsible for the overall
execution. This pattern is often easier to govern, monitor, and debug than a system with
multiple cooperating agents.

A multi-agent architecture divides a task among specialized agents. One agent may in-
terpret the request, another may retrieve information, and another may validate a result.
A coordinating agent or workflow service manages the interaction among them.

Specialization can be useful when tasks have distinct knowledge or tool requirements. It
can also create additional complexity. Each agent may introduce its own prompts, con-
text, permissions, model calls, and failure modes. Coordination can increase latency and
cost, and it may be difficult to determine which component is responsible for an incorrect
result.

The use of multiple agents should therefore be justified by a clear architectural need. A
set of deterministic services or workflow steps may provide the same separation of re-
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sponsibilities with more predictable behavior. Multi-agent design is not inherently more
capable or more scalable simply because it uses more agents.

If multiple agents are used, the architecture should define their roles, allowed interac-
tions, shared state, communication format, and authority. Agents should not inherit un-
restricted permissions from one another. A specialist that can retrieve confidential infor-
mation should not automatically be able to initiate a business transaction.

15.8 Human-in-the-Loop and Levels of Autonomy

Enterprise agentic systems should be designed around the consequences of their actions.
Some tasks can be performed automatically with low risk. Others require confirmation,
approval, or human decision-making.

A useful way to think about autonomy is as a continuum rather than a binary distinc-
tion between manual and autonomous. At one end, the system provides information or
recommendations but takes no action. It may then prepare a proposed action for user
confirmation. In more automated designs, it can execute bounded actions under prede-
fined rules. Higher levels of autonomy may involve coordinating multi-step processes,
but should be introduced only where the organization can demonstrate adequate con-
trols and accountability.

The appropriate level depends on factors such as reversibility, financial impact, customer
impact, regulatory requirements, uncertainty, and the availability of reliable validation.
A low-risk task such as drafting an internal summary may require fewer controls than
changing a customer record or initiating a payment.

Human approval should be meaningful. The reviewer needs enough context to under-
stand what is being approved, including the proposed action, supporting evidence, rele-
vant constraints, and potential consequences. An approval interface that presents only a
generic “Approve” button does not necessarily provide effective oversight.

The architecture should also define what happens when a human rejects an action, re-
quests changes, or does not respond. It should preserve the decision and ensure that the
agent does not bypass the approval requirement through an alternative tool or workflow.

Human oversight is not a substitute for technical controls. The system should still enforce
permissions, validate inputs, prevent duplicate actions, and record outcomes. Human
review is one layer in a broader control architecture.

15.9 Security, Identity, and Authorization

Agentic systems create a complex identity problem. A task may involve the requesting
user, the agent application, the model service, a tool gateway, and one or more down-
stream systems. The architecture must define which identity is used for each action and
how authority is propagated.

A broad service identity can simplify integration but may give the agent more access
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than the requesting user should have. Passing the user’s identity through every com-
ponent may be more appropriate, but it requires reliable identity federation and autho-
rization support. Some operations may require a combination of user authorization and
application-level permissions.

The architecture should distinguish authentication from authorization. Authentication
establishes which user or service is making a request. Authorization determines what
that identity is allowed to do in the current context. The agent’s generated reasoning
should not be treated as an authorization decision.

Least privilege should apply to tools and agents. Each component should have only the
permissions required for its defined purpose. Tool access should be constrained by capa-
bility, resource, action, and context. A tool that can read customer information should
not automatically be able to modify it.

Authorization should be checked at the point of execution, not only when the user be-
gins the conversation. Permissions can change during a long-running task, and the down-
stream system remains responsible for enforcing its own controls.

The system should also protect secrets and credentials. Credentials should be managed
through approved secret-management services and should not be exposed in prompts,
logs, or model-visible context. Tool outputs should be screened for sensitive information
before they are passed to other components.

15.10 Prompt Injection, Tool Misuse, and Untrusted
Inputs

Agentic systems are exposed to instructions from several sources: users, retrieved doc-
uments, tool outputs, external content, and application configuration. These sources do
not have equal authority. A malicious or misleading instruction embedded in retrieved
content should not be allowed to override application policy or expand the agent’s per-
missions.

Prompt injection is particularly important when an agent can use tools. A retrieved docu-
ment might contain instructions to send information to an external destination, disclose
confidential records, or perform an unrelated action. If the agent treats the document as
trusted instruction, it may attempt to misuse its tools.

The architecture should establish a clear separation between instructions and data. Ap-
plication instructions define the agent’s role and constraints. User requests define the
task within those constraints. Retrieved content and tool outputs provide information,
but should not independently change the agent’s authority.

This separation should be reinforced through technical controls. Tool allowlists, schema
validation, authorization checks, output filtering, restricted network access, and human
approval can reduce the impact of unsafe behavior. The model should receive only the
context and capabilities required for the task.

Tool misuse can also occur without malicious content. The model may misunderstand a
tool description, use an incorrect parameter, or choose an action that is technically valid
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but inappropriate. Tools should therefore be designed with narrow capabilities and de-
fensive validation.

Testing should include adversarial inputs, conflicting instructions, unexpected tool re-
sponses, and attempts to trigger actions outside the defined task. The objective is to assess
the complete system, not just the model’s response to a prompt.

15.11 Reliability, Failure Handling, and Recovery

An agentic workflow can fail at multiple points. A model call may time out, a tool may be
unavailable, an API may return unexpected data, a permission check may fail, or a human
approval may remain pending. The architecture must make these conditions explicit and
define safe recovery behavior.

Retries should be limited and appropriate to the operation. Retrying a read request may
be harmless, while retrying a non-idempotent write could create duplicate actions. The
runtime should understand whether a tool operation is safe to retry and should use idem-
potency mechanisms where necessary.

Long-running tasks require durable state. If a process is interrupted, the system should be
able to determine which steps completed, which remain pending, and whether an action
may already have occurred. It should not rely exclusively on conversational history to
reconstruct business state.

Compensation may be required when a multi-step process partially completes. For ex-
ample, if a workflow creates a case and then fails to attach a document, the system may
need to retry the attachment, cancel the case, or route the task for human intervention.
The appropriate response depends on the business process and should be designed ex-
plicitly.

Agents should have stopping conditions. These may include reaching the task objective,
exhausting permitted steps, encountering insufficient evidence, receiving a policy denial,
or requiring human judgment. Without defined stopping conditions, an agent may con-
tinue attempting variations of the same action.

The architecture should favor safe failure. If the system cannot establish whether an action
succeeded, it should not claim success or blindly repeat the action. It should verify the
result through the authoritative service or escalate the uncertainty.

15.12 Evaluation and Testing of Agentic Systems

Evaluating an agent requires more than assessing the quality of its generated text. The
system must be evaluated on whether it understood the task, selected appropriate tools,
used them correctly, respected authorization, handled errors, and achieved the intended
outcome.

Task-level evaluation examines whether the agent completed the requested business ob-
jective. Tool-level evaluation examines whether the correct tools were selected and in-
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voked with valid parameters. Control evaluation examines whether the system followed
permissions, approval requirements, and policy constraints. Reliability evaluation exam-
ines whether it handled failures and interruptions safely.

Test scenarios should include routine tasks, ambiguous requests, incomplete information,
conflicting evidence, denied permissions, unavailable tools, unexpected tool responses,
and requests outside the agent’s scope. Tests should also examine whether the agent stops
when it should. Evaluation should use realistic enterprise conditions. A demonstration
with clean data and predictable tool responses may not reflect production behavior. Test
environments should include representative data quality issues, latency, authorization
boundaries, and failure conditions.

Human review is important for outcomes that require domain judgment. However, hu-
man evaluation should be supported by clear criteria. Reviewers should assess not only
whether the final response appears reasonable, but whether the agent used appropriate
evidence and followed the required process.

Regression testing is necessary whenever prompts, models, tools, policies, or workflows
change. A change that improves task completion may also affect security or reliability.
Evaluation should therefore cover multiple dimensions rather than optimizing a single
success metric.

15.13 Observability, Auditability, and Accountability

Agentic systems need end-to-end observability because their behavior is distributed
across model calls, tools, workflows, and human decisions. A final answer alone may not
explain how the system reached its result or whether the required controls were applied.

A useful trace can include the initiating request, relevant identity and authorization con-
text, agent and prompt versions, tool requests, tool results, approval events, errors, and
final outcome. The exact level of detail should be determined by the use case, privacy
requirements, and audit obligations.

Logging should be designed carefully. Prompts, tool outputs, and retrieved information
may contain confidential or regulated content. The organization should define what is
recorded, how sensitive fields are protected, how long records are retained, and which
roles may access them.

Auditability also requires a clear distinction between model-generated content and au-
thoritative system events. A model statement that a transaction was completed is not
proof that the transaction occurred. The authoritative system should provide the result,
and the agent should report it accurately.

Accountability must be assigned across the lifecycle. Business owners are responsible for
the process and its outcomes; application owners are responsible for the system; platform
teams provide shared capabilities; security and risk teams define relevant controls; and
data owners govern the information used by the agent. These responsibilities should be
documented rather than assumed.
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15.14 Agentic Al and Enterprise Operating Models

Agentic Al introduces responsibilities that cross traditional organizational boundaries.
Al engineering, data engineering, application teams, enterprise architecture, security,
risk, legal, operations, and business process owners may all contribute to one solution.

A centralized team can provide shared agent runtimes, model access, tool gateways, eval-
uation frameworks, identity integration, and monitoring. Domain teams can then de-
velop agents for specific business processes using approved capabilities. This model can
reduce duplication while preserving domain accountability.

The operating model should define who can create an agent, approve its tools, classify its
risk, release it to production, monitor its behavior, and retire it. It should also define how
changes to models, prompts, tools, and source data are reviewed.

Reusable platform capabilities are especially important. If every team independently im-
plements authorization, logging, retrieval, and approval handling, the enterprise may de-
velop inconsistent controls. A shared platform can provide standard mechanisms while
allowing domain-specific workflows and policies. However, centralization should not re-
move business ownership. A platform team cannot determine every business rule or de-
cide whether a particular action is acceptable in a specific process. Domain owners must
remain accountable for the tasks their agents perform.

The operating model should also address workforce impact and process redesign. An
agent may change how work is distributed between employees, applications, and auto-
mated services. Organizations should define how exceptions are handled, how employ-
ees review agent work, and how process performance is measured.

15.15 Agentic Al at Meridian Financial Group

Meridian Financial Group is a fictional global financial services organization exploring
agentic Al to support internal operations. Its first use case focuses on preparing an on-
boarding review package for a new corporate customer. The process requires information
from customer systems, document repositories, product procedures, and internal control
guidance.

Meridian does not begin with an autonomous agent authorized to approve onboarding.
Instead, it defines a bounded assistant that can gather approved information, identify
missing evidence, prepare a structured summary, and route the package to an authorized
reviewer.

The agent runtime receives the employee’s request and establishes the task context. It
identifies the relevant customer using an approved lookup service, retrieves authorized
customer and onboarding information, and searches the governed knowledge repository
for applicable procedures. Semantic metadata helps distinguish corporate customer con-
cepts from related legal-entity and account concepts.

The agent has access to a limited set of tools. Read tools retrieve approved information.
A document preparation tool creates a draft review package. A workflow tool submits
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the package for human review, but only after the required fields and evidence checks
have been completed. The agent does not have a tool that independently approves the
onboarding decision.

The runtime enforces user permissions and validates tool requests. If the employee lacks
access to a customer record, the retrieval service does not return it. If required information
is missing, the agent asks for clarification or identifies the gap. If a source is unavailable,
the system reports that limitation rather than filling the gap with generated assumptions.

Meridian also introduces explicit approval controls. The reviewer sees the proposed sum-
mary, supporting source references, missing items, and any unresolved inconsistencies.
The workflow records the reviewer’s decision in the authoritative process system. The
agent reports the outcome only after verifying the workflow result.

During testing, Meridian identifies a potential duplicate-submission problem. A retry
after a timeout could submit the same review package more than once. The team adds
an idempotency mechanism and a status check so the agent can determine whether the
original submission succeeded before attempting another action.

The organization tests the agent against scenarios involving incomplete documents, con-
flicting customer identifiers, denied access, unavailable services, and misleading instruc-
tions embedded in retrieved content. It also tests whether the agent stays within its de-
fined scope and avoids presenting a draft as an approved decision.

Meridian establishes shared platform services for identity, tool execution, audit logging,
evaluation, and human approval. The onboarding domain team owns the business pro-
cess and the agent’s permitted tasks. The platform team operates the reusable runtime,
while security and risk teams review the control design.

The resulting architecture uses agentic capabilities to coordinate work without transfer-
ring decision authority to the model. It demonstrates how an enterprise can introduce
bounded autonomy while preserving established systems of record, human accountabil-
ity, and process controls.

15.16 Practical Artifact: Enterprise Agentic Al
Architecture Assessment
This assessment can be used during discovery, architecture review, or production readi-

ness. It is intended to help teams make autonomy, authority, and operational responsi-
bilities explicit.

Questions for the architecture

Assessment area team Evidence or artifact

Business purpose What business task is the agent  Use case and process
intended to perform? definition

Scope What is explicitly in scope and Agent operating contract

out of scope?
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Assessment area

Questions for the architecture
team

Evidence or artifact

Autonomy

Identity

Tools

Permissions

Context

State and memory

Human oversight

Reliability

Security

Evaluation

Observability

Accountability

Change management

Retirement

Which steps are informational,
proposed, approved, or
automated?

Whose identity is used for each
action?

Are tools narrowly scoped,
documented, and validated?

Are permissions enforced at
execution time?

Are data, retrieval, and
semantic context governed?

What state is retained, where,
and for how long?

Which actions require review,
and what evidence does the
reviewer see?

Are retries, idempotency,
timeouts, and recovery
defined?

Are prompt injection, tool
misuse, and sensitive data
exposure tested?

Are task success, tool use,
control adherence, and failure
behavior tested?

Can the system trace actions
and outcomes end to end?

Are business, application,
platform, and control owners
assigned?

Are model, prompt, tool, and
policy changes governed?

Can the agent and its

credentials, tools, and stored
state be safely disabled?

Autonomy and approval model

Identity and authorization
design

Tool catalog and schemas

Authorization tests and policy
rules

Context design and source
inventory

State model and retention
policy
Approval workflow

Failure-handling design and
runbooks

Threat model and security tests

Evaluation set and results

Logs, traces, dashboards

RACI and service ownership

Release and regression
process

Decommissioning procedure

The assessment should produce explicit decisions about the agent’s authority, its permit-
ted tools, required approvals, and the conditions under which it must stop. These deci-
sions should be reflected in both architecture documentation and executable controls.
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15.17 Key Takeaways

1. Agentic Al extends generative Al from producing responses toward coordinating
actions across tools, services, and workflows. The degree of autonomy should be
defined by task, risk, and business authority rather than by the label “agent.”

2. The agent is a system, not just a model. Its architecture includes a runtime, con-
text services, tools, identity, authorization, policy enforcement, state management,
observability, and human oversight.

3. Tools should expose narrow, governed business capabilities. Read and write op-
erations should be distinguished, and high-impact actions should have appropriate
validation, approval, and audit controls.

4. Model-driven planning provides flexibility but introduces uncertainty. Determin-
istic workflows, explicit stopping conditions, bounded execution, and safe failure han-
dling are essential for predictable enterprise behavior.

5. Memory and task state require governance. Enterprise facts should remain in author-
itative systems or governed knowledge services rather than becoming uncontrolled
agent memory:.

6. Multi-agent architectures can support specialization, but they also increase com-
plexity, latency, cost, and coordination risk. They should be used when a clear need
justifies the additional components.

7. Security must be enforced by the application and downstream systems. Prompts
and model reasoning do not replace authentication, authorization, least privilege,
transaction controls, or business policy.

8. Evaluation must cover task outcomes, tool selection, control adherence, reliability,
and security. A plausible final response is not sufficient evidence that the agent per-
formed the task correctly.

9. Enterprise agentic Al requires a cross-functional operating model. Shared platform
capabilities should coexist with clear domain ownership and accountability for busi-
ness outcomes.

Architect’s Reflection

An agent that can act changes the nature of an Al architecture. A generated answer can
mislead; an executed action can also alter enterprise state, initiate a process, or affect a
customer. The design must therefore make authority as explicit as capability.

The architect should resist the temptation to equate autonomy with sophistication. In
many enterprise situations, the most appropriate system is one that gathers information,
prepares a proposal, and routes it to a person or deterministic workflow. In other situ-
ations, bounded automation may be suitable. The decision depends on the task, conse-
quences, controls, and evidence that the system behaves as intended.

The deeper architectural question is not how many tasks an agent can perform. It is
whether the organization can explain what the agent is allowed to do, why it is allowed
to do it, how each action is verified, and who remains accountable for the outcome.
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As enterprises adopt agentic systems, the role of the data architect expands beyond en-
abling access to information. It includes helping ensure that agents operate with trusted

context, governed interfaces, and a clear understanding of the enterprise boundaries
within which they must work.
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CHAPTER 16

Enterprise Decision
Intelligence

Introduction

The purpose of enterprise data and Al architecture is not simply to make data available or
to introduce intelligent technologies. Its deeper purpose is to improve how an enterprise
understands its environment, evaluates alternatives, makes decisions, and acts. Data plat-
forms create the conditions for analysis. Al systems can identify patterns, generate expla-
nations, and support complex workflows. Yet these capabilities produce enterprise value
only when they are connected to decisions that matter.

Decision intelligence brings together data, analytics, business knowledge, Al, decision
processes, and organizational accountability. It provides an architectural perspective on
how decisions are made across the enterprise, how evidence informs those decisions, and
how outcomes are measured. It also recognizes that many important decisions are not
purely analytical. They involve policies, constraints, professional judgment, regulatory
obligations, and competing business objectives.

For the Enterprise Data Architect, this creates a broader responsibility. The architect must
understand not only where data originates and how it moves, but also how it influences
operational and strategic decisions. This requires connecting information architecture,
data products, semantic models, analytical platforms, Al capabilities, business processes,
and decision governance into a coherent architecture.

This chapter examines enterprise decision intelligence as an architectural capability. It ex-
plores the relationship between data, analytics, Al, and decisions; distinguishes decision
support from decision automation; and describes the architectural components needed to
make decisions traceable, governed, and continuously improvable. The Meridian Finan-
cial Group case study illustrates how an enterprise can move from fragmented reporting
and isolated Al experiments toward a connected decision intelligence capability.

305



306 THe ENTeRrpRIise DATA ARCHITECT IN THe Ace of Al

16.1 From Data and Analytics to Decision Intelligence

Enterprises have invested in data warehouses, business intelligence platforms, advanced
analytics, and increasingly, Al. These investments have improved the ability to collect
information, produce reports, detect trends, and build predictive models. However, the
presence of analytical capability does not automatically mean that an organization makes
better decisions.

A dashboard may show that customer attrition is increasing, but it may not explain which
customers are at risk, what actions are available, or which intervention is appropriate for
each customer. A predictive model may estimate the likelihood of fraud, but the orga-
nization still needs a decision process that determines how to investigate, escalate, or
decline a transaction. A generative Al assistant may summarize a policy, but a business
process must still establish who is authorized to act on that summary and what evidence
is required.

Decision intelligence addresses the gap between producing insight and using insight. It
treats decisions as explicit organizational objects that can be understood, modeled, sup-
ported, governed, and improved. A decision has a purpose, an owner, a set of possible
actions, relevant evidence, constraints, and an expected outcome. It may be made by a
person, a system, or a combination of both.

This perspective changes the architectural question. Instead of asking only, “How do we
make the data available?” the architect also asks, “Which decision does this information
support, what evidence is required, and how will the organization know whether the
decision produced the intended result?”

The distinction is important because data and Al programs can become technology-led.
Teams may select platforms, build pipelines, create models, and deploy assistants with-
out a sufficiently clear understanding of the decisions those capabilities are intended to
improve. Decision intelligence provides a business-oriented organizing principle for con-
necting these investments to enterprise outcomes.

16.2 Understanding Enterprise Decisions

Enterprise decisions vary in purpose, frequency, consequence, and degree of uncertainty.
Some are strategic and infrequent, such as entering a new market or changing the en-
terprise operating model. Others are operational and repeated thousands or millions
of times, such as approving a transaction, prioritizing a service request, or determining
whether a customer interaction requires escalation.

A useful architecture begins by classifying decisions according to their characteristics
rather than assuming that all decisions should be supported in the same way.

Strategic decisions typically involve long time horizons, incomplete evidence, multiple
stakeholders, and significant uncertainty. They may draw on scenario analysis, market
intelligence, financial projections, and executive judgment. Tactical decisions translate
strategic direction into resource allocation, policy, and operational priorities. Operational
decisions are often more frequent and may be supported by rules, analytical models,
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workflow systems, or Al-assisted recommendations.

The boundaries between these categories are not absolute. A strategic decision may de-
pend on operational evidence, while an operational decision may have cumulative strate-
gic consequences. The purpose of classification is not to create rigid organizational cate-
gories. It is to help architects understand the decision’s context, risk, information require-
ments, and appropriate level of automation.

A decision can also be examined through several common elements:

e Decision objective: The outcome the organization is trying to achieve.

Decision owner: The person or organizational role accountable for the decision.
Decision context: The business situation in which the decision occurs.

Evidence: The data, knowledge, policies, and analysis used to inform it.
Alternatives: The available actions or choices.

Constraints: The policies, regulations, thresholds, and operational limits that apply.

Decision mechanism: The rules, judgment, model, workflow, or combination used
to select an action.

e Outcome: The result that follows from the decision.

e Feedback: The information used to evaluate and improve future decisions.

These elements create a foundation for architectural analysis. They make it possible to
identify where data is needed, where business rules are applied, where Al contributes,
and where accountability must remain with a designated role.

16.3 Decision Support, Decision Augmentation, and
Decision Automation

Not every decision should be automated. The appropriate relationship between people
and technology depends on the decision’s risk, repeatability, reversibility, regulatory con-
text, and the quality of available evidence.

Decision support provides information that helps a person make a decision. A dashboard,
analytical report, search interface, or Al-generated summary may support this role. The
system presents evidence, but the decision remains with the human decision-maker.

Decision augmentation goes further. The system analyzes information, identifies pat-
terns, estimates outcomes, or recommends possible actions. A human reviews the rec-
ommendation, considers additional context, and decides whether to accept, modify, or
reject it. Augmentation can be valuable where decisions are complex but still require pro-
fessional judgment or explicit accountability.

Decision automation allows a system to select and execute an action within defined
boundaries. Automation may be appropriate for high-volume, well-understood, low-risk
decisions where the organization has established clear policies and effective monitoring.
Even then, the architecture must account for exceptions, changing conditions, and the
possibility that the system’s assumptions no longer hold.
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These modes can coexist within one decision process. A transaction may be automatically
processed when it satisfies established conditions, routed for additional analysis when an
anomaly is detected, and escalated to a human reviewer when the evidence is ambiguous
or the potential impact is high.

The architecture should therefore make the decision mode explicit. It should identify
which steps are automated, which are advisory, and which require human authorization.
It should also define what happens when information is missing, a model is unavailable,
confidence is insufficient, or a policy constraint is triggered.

A common architectural mistake is to treat automation as the natural endpoint of every
analytics or Al initiative. In practice, the goal is not maximum automation. It is an appro-
priate and governed relationship between people, evidence, and systems.

16.4 The Decision Intelligence Architecture

Decision intelligence is not a single product or platform. It is a set of connected archi-
tectural capabilities that allow an enterprise to move from business context to evidence,
decision, action, and feedback. A decision intelligence architecture typically includes sev-
eral layers:

e Business decision architecture describes important decisions, their owners, objec-
tives, dependencies, and relationship to business capabilities and processes. It helps
the enterprise identify where decisions occur and which decisions have the greatest
business significance.

e Data and information architecture provides the trusted information required to un-
derstand the decision context. This includes operational data, analytical data, master
and reference data, metadata, lineage, and governed data products.

e Semantic and knowledge architecture provides shared meaning. Business terms,
metrics, entities, relationships, policies, and contextual knowledge help ensure that
decision participants and systems interpret evidence consistently.

e Analytics and AI architecture provides descriptive, diagnostic, predictive, and gen-
erative capabilities. These capabilities may include reporting, statistical analysis,
machine learning, optimization, retrieval-augmented generation, and agentic work-
flows.

e Decision logic and orchestration connects evidence to action. It may include busi-
ness rules, decision tables, scoring services, workflow engines, model-serving ser-
vices, and APIs that coordinate decision processes.

e Experience and action systems present evidence and recommendations to users or
execute approved actions through operational applications, workflow platforms, and
enterprise services.

e Governance and feedback establish accountability, policy controls, monitoring, out-
come measurement, and mechanisms for improvement.

These layers should not be interpreted as a mandatory technology stack. They describe
architectural responsibilities that may be implemented through different products and
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deployment patterns. In some enterprises, decision logic may reside within operational
applications. In others, it may be exposed through reusable decision services. The archi-
tecture should reflect the organization’s scale, risk profile, technology landscape, and
operating model.

Business . - . .
biecti Evidence Decision logic Action Outcome
objective > —p — —
decisi data products, rules + models + workflow, system, i 5
ecision owner knowledge judgment person fueastieciiesy

Feedback improves data, models, rules, and policy

Decision governance: accountability - oversight - exceptions - traceability

Figure 16.1 - Enterprise Decision Intelligence Architecture

16.5 Connecting Business Decisions to Data Products

A decision intelligence architecture depends on information that is relevant, trusted,
timely, and understandable. Enterprise data products provide a way to organize and
expose that information around defined business needs.

A data product should not be considered valuable merely because it makes a dataset
accessible. Its value depends on whether it supports a meaningful consumer need. For
decision intelligence, that need may be a specific decision or a group of related decisions.

Consider a customer retention decision. The organization may need customer profile in-
formation, product holdings, interaction history, service incidents, transaction patterns,
customer preferences, and relevant consent information. These data elements may origi-
nate in different systems and be owned by different domains. A decision-oriented archi-
tecture identifies the information required, clarifies its meaning, and establishes how it
can be accessed under appropriate controls.

A customer data product may provide a governed view of customer identity and relation-
ships. A service interaction product may expose relevant interaction history. A product
holdings product may describe the customer’s current relationship with the organization.
These products can be composed into a decision context without requiring each decision
team to recreate the same integration logic.

The relationship between data products and decisions should be documented. This in-
cludes the intended use, business definitions, freshness expectations, quality require-
ments, access conditions, and limitations. A data product designed for financial report-
ing may not be suitable for a real-time operational decision without additional controls
or transformation.

The architect should also distinguish between data product availability and decision
readiness. A dataset can be technically accessible but unsuitable for a particular decision
because it is stale, incomplete, poorly defined, or not authorized for that use. Decision
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readiness requires evaluating the data in the context of the decision’s purpose and risk.

16.6 Decision Models, Business Rules, and Analytical
Models

Decision intelligence brings together several forms of logic. These forms should be distin-
guished because they have different ownership, governance, and lifecycle requirements.

Business rules express policies, constraints, and conditions that guide action. They may
determine eligibility, thresholds, required approvals, or exception handling. Rules are
often relatively explicit and may be maintained by business or policy owners in collabo-
ration with technology teams.

Analytical models use data to describe, explain, predict, or optimize. A forecasting model
may estimate future demand. A classification model may identify a pattern associated
with a particular outcome. An optimization model may evaluate possible allocations
against defined objectives and constraints.

Generative Al models provide additional capabilities, such as interpreting unstructured
information, summarizing evidence, translating natural-language requests into struc-
tured queries, or assisting users in exploring alternatives. Their outputs may be prob-
abilistic and require validation, especially when used in consequential workflows.

A decision model coordinates these elements. It defines how evidence, rules, model out-
puts, and human judgment contribute to a decision. For example, a model may estimate
a risk score, while a policy rule determines whether the case requires review. A human
reviewer may then consider additional evidence before making the final decision.

The architecture should avoid embedding all decision logic inside a single model or appli-
cation. When business rules, analytical models, and workflow decisions are tightly cou-
pled, changes become difficult to govern and test. Separating concerns where practical
allows each capability to evolve under an appropriate lifecycle.

This separation does not mean every rule or model must become a standalone service.
Excessive decomposition can create operational complexity. The appropriate design de-
pends on reuse, change frequency, scale, latency, ownership, and control requirements.

16.7 Descriptive, Diagnostic, Predictive, and
Prescriptive Intelligence

Decision intelligence often uses a progression of analytical capabilities. These categories
describe different questions that an organization may ask, but they should not be treated
as a mandatory maturity sequence. Descriptive analytics explains what has happened
or what is happening. It provides measures, trends, and summaries. Diagnostic analyt-
ics investigates why a particular outcome occurred by examining contributing factors,
relationships, and patterns.
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Predictive analytics estimates what may happen under specified conditions. It can sup-
port decisions involving demand, risk, customer behavior, service needs, or operational
performance. Predictions are estimates rather than guarantees, and their usefulness de-
pends on data quality, model validity, and the stability of the environment.

Prescriptive analytics evaluates possible actions in relation to objectives and constraints.
It may use optimization, simulation, decision analysis, or combinations of analytical tech-
niques to compare alternatives.

Generative Al can complement these capabilities by making information easier to explore,
explaining analytical results, or helping users formulate questions. It does not replace the
need for sound analytical methods. A natural-language explanation of a prediction is not
itself evidence that the prediction is valid.

An enterprise may combine all four categories in one decision process. A supply chain
decision, for example, may use descriptive measures of current inventory, diagnostic
analysis of delays, predictive estimates of future demand, and optimization to evaluate
replenishment options. The final action may still require human approval because of con-
tractual, financial, or operational constraints.

16.8 Generative Al as a Decision Intelligence Interface

Generative Al changes how people interact with enterprise information. Users can ask
questions in natural language, request summaries, explore scenarios, and obtain explana-
tions without needing to understand every underlying data structure or query language.
This can make decision support more accessible, but it also introduces architectural re-
sponsibilities. A conversational interface must interpret the user’s intent, identify the rel-
evant information, apply access controls, retrieve appropriate context, and communicate
the limits of the available evidence.

For analytical questions, a generative Al system may translate a request into a structured
query or invoke a governed analytical service. The architecture should validate the query,
enforce row-level and column-level access policies, and distinguish retrieved results from
model-generated interpretation. It should not rely on the language model alone to enforce
enterprise authorization.

For knowledge-intensive decisions, retrieval-augmented generation may provide access
to policies, procedures, contracts, or business documentation. The retrieved material
should have identifiable sources, suitable permissions, and clear currency. The system
should present citations or source references where the use case requires users to verify
the underlying evidence.

Generative Al may also help users compare alternatives. It can summarize assumptions,
identify missing information, and explain possible implications. However, a generated
scenario should not be confused with a validated forecast or approved recommendation.
The architecture should label the nature of the output and provide a way to inspect the
evidence and assumptions behind it.

A decision intelligence interface should support user understanding rather than merely
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produce fluent answers. Useful features may include evidence summaries, source links,
confidence or uncertainty indicators where technically meaningful, policy reminders, es-
calation paths, and explicit confirmation before consequential actions.

16.9 Decision Context and Enterprise Semantics

A decision cannot be interpreted reliably without context. The same metric may have
different meanings across business units, products, regions, or regulatory environments.
A customer may be represented differently across systems. A risk threshold may depend
on product type, jurisdiction, or policy version.

Semantic architecture provides a shared foundation for interpreting this information.
Business glossaries, conceptual models, ontologies, knowledge graphs, and governed
metrics can help establish consistent meaning across decision processes.

For example, an enterprise may define “active customer” differently for marketing, finan-
cial reporting, and service operations. If a decision system uses the term without iden-
tifying the applicable definition, users may interpret the result incorrectly. A governed
semantic layer can expose the definition, relevant attributes, and permitted uses.

Context also includes time. A decision may depend on the information available at the
time it was made, not simply the latest value in a source system. Reconstructing historical
decisions may require temporal data, policy versions, model versions, and records of the
evidence presented to the decision-maker.

This is particularly important for regulated or high-impact decisions. The organization
may need to explain why a decision was made, which information was considered, what
policy applied, and who or what authorized the resulting action. The Enterprise Data
Architect should therefore treat semantics and context as operational capabilities, not
documentation exercises. Their value becomes visible when different systems and teams
can interpret evidence consistently and when decision histories can be reconstructed.

16.10 Decision Governance and Accountability

Decision governance defines who is accountable for a decision, which evidence and meth-
ods may be used, what controls apply, and how outcomes are reviewed. It connects data
governance, model governance, business policy, operational risk, and organizational au-
thority.

The decision owner is accountable for the business decision, even when technology sup-
ports or automates parts of the process. Data owners remain responsible for the defined
quality and use conditions of their data products. Model owners are responsible for the
model lifecycle and its approved operating conditions. Technology owners are responsi-
ble for the reliability and security of the systems that implement the decision process.

These responsibilities should be explicit. Without clear ownership, an enterprise may de-
ploy a model into a workflow without anyone being accountable for its ongoing suitabil-
ity. Alternatively, a business owner may be accountable for an outcome but lack visibility
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into the data, rules, and model behavior that shaped it.

Governance should be proportionate to the decision’s impact. A low-risk internal priori-
tization process may need lightweight controls. A decision affecting customer eligibility,
financial exposure, employment, access to services, or regulatory obligations may require
more formal review, documentation, testing, and human oversight.

Decision governance should address at least the following questions:

Who owns the business decision and its intended outcome?
What data and knowledge sources are approved for the use case?
Which rules, models, and policies govern the decision?

What level of human review is required?

How are exceptions and appeals handled?

What evidence must be retained?

How will performance, fairness, reliability, and unintended effects be monitored?
e Who can suspend or change the decision process?

These questions should be answered before a decision capability becomes operational,
not after an incident reveals that accountability was unclear.

16.11 Measuring Decision Quality and Business
Outcomes

A decision intelligence capability should be evaluated by more than the availability of
data, model accuracy, or system performance. Those measures are important, but they
do not fully explain whether the decision process is creating value.

Decision quality can be assessed through several dimensions. These include the relevance
and reliability of the evidence, the consistency of the decision process, the timeliness of
the decision, the appropriateness of the action, and the degree to which the outcome
aligns with the intended objective.

Business outcome measures vary by decision. A fraud investigation process may con-
sider detection effectiveness, false positives, investigation workload, and financial loss.
A customer service decision may consider resolution time, customer experience, repeat
contacts, and cost to serve. A supply chain decision may consider availability, inventory
levels, delivery performance, and operating cost.

The organization should distinguish between model performance and decision perfor-
mance. A model can achieve strong predictive performance while producing limited busi-
ness value if its output does not change an action or if the action is poorly designed. Con-
versely, a model with imperfect predictive performance may still provide value when it
improves prioritization and is used with appropriate human review.

Measurement also requires a baseline. Without a clear understanding of the existing pro-
cess, it can be difficult to determine whether a new decision capability has improved out-
comes. Where possible, organizations should define the intended outcome, comparison
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method, evaluation period, and known limitations before deployment.

Some outcomes are influenced by factors beyond the decision system. Market conditions,
policy changes, user behavior, and operational capacity may affect results. Evaluation
should therefore avoid attributing every observed change to the technology.

16.12 Decision Observability and Continuous
Improvement

Traditional observability focuses on whether systems are operating as expected. Deci-
sion observability extends this perspective to whether decision processes are producing
appropriate and reliable outcomes.

At the technical level, observability may include pipeline freshness, service availability,
query performance, model latency, error rates, and workflow execution. At the decision
level, it may include the distribution of recommendations, human override rates, excep-
tion volumes, decision cycle time, outcome measures, and changes in input data.

Decision observability should make it possible to identify when a decision process is be-
having differently from its approved operating assumptions. A sudden increase in over-
rides may indicate that users no longer trust a recommendation, that the environment
has changed, or that the model is no longer suitable. A decline in the quality of a source
dataset may affect several downstream decisions even if the systems remain technically
available.

The architecture should connect decision logs with relevant data lineage, model versions,
policy versions, and workflow records. This supports investigation and enables the orga-
nization to understand which components contributed to a particular result.

Continuous improvement should be governed. Changes to decision rules, models, data
sources, or automation boundaries may alter business outcomes and risk exposure. The
organization should define how changes are tested, approved, deployed, and monitored.
Where appropriate, it should retain the ability to roll back a change or return a process
to a human-led mode.

Decision observability is therefore not simply a dashboard for Al operations. It is a capa-
bility for understanding and improving the full decision lifecycle.

16.13 Decision Intelligence and the Intelligent
Enterprise Operating Model

Decision intelligence requires coordination across business, data, analytics, Al, technol-
ogy, risk, and operations. It cannot be delivered effectively by a centralized data team
acting alone.

Business leaders identify the decisions that matter and own the intended outcomes.
Domain teams understand the context and policies of their business areas. Data prod-
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uct teams provide governed information. Analytics and Al teams develop models
and decision-support capabilities. Enterprise architects connect these capabilities to the
broader technology and information landscape. Risk, legal, privacy, and compliance func-
tions establish controls appropriate to the use case.

The operating model should balance enterprise consistency with domain autonomy.
Common principles, semantic definitions, security controls, model governance, and ob-
servability standards help prevent fragmentation. Domain teams should retain the ability
to design decision processes that reflect their business context.

A decision portfolio can help coordinate investment. It identifies important decisions,
their business value, risk, current maturity, information dependencies, and opportuni-
ties for improvement. This makes it possible to prioritize work based on business need
rather than the availability of a particular technology.

The operating model should also account for the lifecycle after deployment. Decision ca-
pabilities require owners, service levels, monitoring, user support, change management,
and periodic review. A successful pilot is not necessarily an operational capability. The
enterprise must be prepared to maintain the underlying data, models, rules, integrations,
and controls over time.

16.14 Architectural Patterns for Enterprise Decision
Intelligence

Several architectural patterns can support decision intelligence. They are not mutually
exclusive and may be combined within a single enterprise.

Decision support pattern. Governed data products and analytical services provide evi-
dence through dashboards, reports, or user interfaces. A human makes the decision. This
pattern is appropriate when professional judgment is central or when automation is not
justified.

Decision service pattern. A reusable service evaluates inputs against business rules, an-
alytical models, or both, and returns a recommendation or decision result. This pattern
can reduce duplication when multiple applications require consistent decision logic.

Human-in-the-loop pattern. A system prepares a recommendation, presents support-
ing evidence, and routes the case to an authorized person for review. The person may
approve, reject, or modify the recommendation. This pattern is useful when decisions
are consequential or require contextual judgment.

Event-driven decision pattern. An event triggers evaluation of relevant data and deci-
sion logic. The system may take an approved action, create a case, or notify a user. This
pattern supports timely decisions in operational environments, provided that event qual-
ity, ordering, duplication, and recovery are addressed.

Al-assisted knowledge decision pattern. A generative Al interface retrieves governed
enterprise knowledge and provides summaries or explanations to support a human deci-
sion. Source traceability, access control, and clear separation between evidence and gen-
erated interpretation are central requirements.
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Closed-loop decision pattern. The system captures the outcome of an action and uses
that information to evaluate or improve future decisions. The feedback may support ana-
lytics, model retraining, policy review, or process redesign. The organization must ensure
that feedback is interpreted carefully and does not automatically reinforce unintended
behavior.

16.15 Selecting the Appropriate Decision Architecture

The appropriate architecture depends on the characteristics of the decision, not simply
on the newest available technology. Before selecting a pattern, the architect should un-
derstand the decision’s business purpose, frequency, consequence, reversibility, and un-
certainty.

A high-volume decision with clear policies and reliable inputs may be suitable for au-
tomation. A decision with significant consequences and ambiguous evidence may re-
quire human review. A decision involving unstructured documentation may benefit from
retrieval and generative Al, while a decision involving numerical optimization may re-
quire a specialized analytical approach.

Latency is another important consideration. Some decisions can tolerate batch process-
ing and periodic review. Others must be made within seconds or as part of an interactive
workflow. The architecture must account for data freshness, processing time, model re-
sponse time, and the operational consequences of delay.

Reuse also matters. If multiple applications implement the same decision logic indepen-
dently, a shared decision service may improve consistency. However, centralizing every
decision can create a bottleneck or obscure domain-specific context. Reuse should be bal-
anced against autonomy and the cost of operating shared services.

The architect should consider failure behavior as carefully as normal operation. If a model
becomes unavailable, should the process fall back to a rule-based approach, route the case
to a person, or stop processing? If required evidence is missing, should the system defer
the decision? If a policy changes, how will active workflows be handled?

A decision architecture is complete only when it describes not just how a decision is made
under normal conditions, but also how the enterprise detects, manages, and recovers
from conditions in which the decision mechanism is unsuitable.

16.16 Enterprise Decision Intelligence at Meridian
Financial Group

Meridian Financial Group has developed a broad data and analytics environment, but
its decision processes remain fragmented. Customer service, fraud operations, lending,
risk management, and product teams use different data sources and definitions. Several
decisions depend on manually assembled reports, while others are supported by models
embedded in individual applications.
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Meridian’s leadership wants to improve customer experience, operational efficiency, and
risk management. Early Al initiatives have focused on conversational assistants and pre-
dictive models. However, the organization recognizes that these initiatives will not de-
liver consistent value unless they are connected to well-defined decisions, trusted infor-
mation, and accountable operating processes.

The architecture team begins by establishing a decision portfolio. Rather than starting
with a list of Al use cases, the team identifies important decisions across selected busi-
ness capabilities. Each decision is documented with its owner, objective, current process,
information requirements, applicable policies, and outcome measures.

One initial focus is the prioritization of customer service cases. Today, cases are routed
using a mixture of static rules and manual judgment. Relevant information is distributed
across customer, product, interaction, and service systems. The same customer may ap-
pear differently across applications, and the organization lacks a consistent view of recent
interactions.

The team defines a decision architecture in which governed data products provide cus-
tomer identity, product relationship, and service interaction information. A semantic
layer standardizes important concepts such as customer, active relationship, unresolved
case, and service priority. Analytical models may estimate case complexity or the likeli-
hood of repeat contact. A decision service combines these signals with business rules to
recommend a routing priority.

Generative Al is introduced as an assistive capability. It summarizes relevant interaction
history and retrieves approved service procedures for authorized users. It does not inde-
pendently determine customer eligibility or override policy. The service representative
remains responsible for decisions that require judgment, while the system records the
evidence and recommendations presented.

Meridian also establishes explicit exception handling. Cases with missing information,
conflicting evidence, or high potential impact are routed for human review. The architec-
ture records which data products, rules, model versions, and policy versions contributed
to the recommendation. Outcome measures include case resolution time, repeat contact,
routing changes, and service quality indicators.

The organization initially limits automation to low-risk routing actions that meet defined
conditions. It monitors override patterns and reviews them with business owners. When
a source system changes or a data product falls below its freshness requirements, affected
recommendations can be restricted or routed through an alternative process.

Over time, Meridian applies the same architectural approach to additional decisions. The
decision portfolio helps the organization reuse common capabilities without assuming
that every business decision should use the same model or workflow. The case illustrates
a central principle: decision intelligence is not achieved by adding Al to an existing pro-
cess. It emerges when the enterprise deliberately connects decision ownership, trusted
data, shared meaning, analytical capabilities, operational workflows, governance, and
outcome feedback.
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16.17 Practical Artifact: Enterprise Decision Intelligence
Assessment

The following assessment can be used to evaluate a decision process or a portfolio of
enterprise decisions. It is designed to reveal architectural gaps and establish a practical
improvement agenda.

Step 1: Define the Decision

Select a decision that is important to a business capability or value stream. Document its
objective, owner, frequency, affected stakeholders, and expected outcome. Avoid defining
the initiative solely as a technology implementation.

Step 2: Map the Decision Lifecycle

Describe how the decision is initiated, what evidence is gathered, how alternatives are
evaluated, who or what selects an action, how the action is executed, and how the out-
come is reviewed. Include exceptions and escalation paths.

Step 3: Identify Information Dependencies

List the data products, operational systems, analytical sources, documents, policies, and
semantic definitions required. For each important source, record its owner, quality ex-
pectations, freshness, access conditions, and known limitations.

Step 4: Identify Decision Logic

Separate business rules, analytical models, generative Al capabilities, workflow logic, and
human judgment. Document how they interact and which components are authoritative
for different parts of the decision.

Step 5: Assess Risk and Accountability

Identify the decision owner, technology owners, data owners, model owners, and rele-
vant control functions. Document the impact of an incorrect decision, the required level
of human oversight, and the evidence that must be retained.

Step 6: Define Outcome Measures

Establish measures that reflect the decision’s purpose. Include operational performance,
business outcomes, user experience, and relevant risk indicators. Define a baseline and
an evaluation approach.
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Step 7: Assess Operational Readiness

Review monitoring, exception handling, fallback behavior, change management, service
ownership, and recovery procedures. Confirm that the organization can operate the de-
cision capability beyond an initial pilot.

Step 8: Prioritize Architectural Improvements

Group findings into improvements to information quality, data products, semantics, de-
cision logic, Al capabilities, governance, integration, and observability. Prioritize based

on business importance, risk, dependency, and implementation effort.

Assessment area

Key question

Evidence to collect

Decision definition

Information readiness

Semantic consistency

Decision logic

Governance

Outcome measurement

Operational readiness

Continuous improvement

Is the decision clearly
described and owned?

Is the required evidence
trusted and fit for purpose?

Are business terms and metrics
interpreted consistently?

Are rules, models, and human
judgment clearly separated?
Are authority, oversight, and
exception paths explicit?

Can the organization evaluate
decision performance?

Can the capability be
monitored and maintained?

Can evidence and outcomes
inform controlled change?

Decision record, accountable
owner, intended outcome

Data products, quality
measures, lineage, freshness
Glossary, definitions, metric
specifications

Decision tables, model
documentation, workflow
Policies, approvals, escalation
procedures

Baselines, KPls, outcome and
risk measures

Logs, alerts, ownership,
recovery procedures

Review cadence, change
process, feedback records

The assessment should lead to a decision architecture roadmap, not simply a maturity
score. Its purpose is to identify what must change for a specific decision to become more
reliable, transparent, timely, or effective.

Key Takeaways

1. Enterprise decision intelligence connects data, analytics, Al, business knowledge,
and operational action around decisions that matter.

2. The availability of data and analytical tools does not guarantee better decisions.
The enterprise must define the decision objective, evidence requirements, ownership,
and outcome measures.

3. Decision support, augmentation, and automation are distinct modes. The appro-
priate mode depends on the decision’s impact, uncertainty, reversibility, and gover-
nance requirements.
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4. A decision intelligence architecture spans business decision architecture, trusted
information, semantics, analytics and Al, decision logic, operational systems, gov-
ernance, and feedback.

5. Data products become more valuable when their purpose and quality require-
ments are connected to identifiable business decisions.

6. Business rules, analytical models, generative AI, workflow logic, and human judg-
ment have different roles and should be governed accordingly.

7. Semantic architecture and decision context help ensure that information is inter-
preted consistently and that historical decisions can be understood.

8. Decision observability extends technical monitoring to include recommendations,
overrides, exceptions, outcomes, and changes in decision behavior.

9. The Enterprise Data Architect helps connect business objectives to information
and technology capabilities while ensuring that decisions remain traceable and
governed.

10. The goal of decision intelligence is not to automate every decision. It is to improve
the relationship between evidence, judgment, action, and accountability.

Architect’s Reflection

When you review an enterprise data or Al initiative, ask whether the organization has
identified the decision it is intended to improve. If the initiative begins and ends with a
platform, dashboard, model, or assistant, the connection to business value may remain
unclear.

Consider a decision that is important in your organization. Who owns it? What informa-
tion is required? Are the business definitions consistent? Which rules, models, or people
influence the outcome? Can the organization reconstruct why a particular action was
taken? Does it measure whether the action produced the intended result?

Also consider where automation is appropriate and where human judgment should re-
main central. An architecture that preserves accountability is not less intelligent than one
that automates more. Itis designed around the real conditions under which the enterprise
operates.

The Enterprise Data Architect’s contribution is to make these relationships visible and
actionable. By connecting information, semantics, analytics, Al, governance, and business
processes, the architect helps the enterprise move beyond data availability toward better-
informed and more accountable decisions.



Trust, Governance, and
Enterprise Control

Part IV addresses the capabilities that make modern data and Al ecosys-
tems trustworthy and sustainable. It examines modern enterprise data
governance; security, privacy, and responsible Al; data quality, observ-
ability, and trust engineering; and the operating model through which
people and teams make the architecture work every day.

The central question of Part IV is: how can the enterprise make its data and
Al capabilities trustworthy at scale? The answer is not more bureaucracy. It
is governance embedded in architecture and delivery, controls enforced
outside the model, evidence that trust is deserved, and accountability that
is explicit rather than assumed.






CHAPTER 17

Modern Enterprise Data
Governance

Introduction

Enterprise data governance has often been approached as a collection of policies, commit-
tees, standards, and approval processes. These mechanisms remain important, but they
are not sufficient for the modern enterprise. Data now moves across cloud platforms,
operational applications, analytical environments, data products, external partners, and
Al systems. It is copied, transformed, combined, inferred from, and used to support de-
cisions at a scale and speed that traditional governance models were not designed to
manage.

The challenge is no longer simply to establish rules for data. It is to make those rules
understandable, operational, measurable, and enforceable across the enterprise. Gover-
nance must connect business accountability with architecture, engineering, security, pri-
vacy, quality, metadata, and the day-to-day work of teams that produce and consume
data.

This is particularly important as organizations adopt data products, lakehouse platforms,
generative Al, retrieval-augmented generation, and agentic systems. These technologies
create new ways to use information, but they also increase the importance of knowing
where data came from, what it means, who is permitted to use it, and under what condi-
tions. An Al system may retrieve a document, summarize a customer record, or invoke
a business service. Each activity raises governance questions that cannot be answered by
a general policy document alone.

Modern enterprise data governance should therefore be understood as an enterprise ca-
pability. It establishes decision rights, responsibilities, standards, controls, and evidence
so that data can be used responsibly and effectively. Its purpose is not to prevent data use.
Its purpose is to enable appropriate data use with clear accountability and proportionate
control.

For the Enterprise Data Architect, governance is an architectural concern as well as an or-
ganizational one. The architect helps translate governance objectives into data structures,

323



324 THe ENTerpRIise DATA ARCHITECT IN THe Ace of Al

metadata, platforms, access patterns, contracts, policies, and operational controls. This
chapter examines how to design governance for a distributed, cloud-enabled, Al-ready
enterprise.

171 From Traditional Data Governance to Modern
Governance

Traditional data governance commonly emerged in response to problems such as incon-
sistent reporting, duplicate customer records, unclear ownership, poor data quality, and
regulatory requirements. Organizations established governance councils, data steward-
ship roles, business glossaries, data standards, and approval processes to address these
issues.

These practices created an essential foundation. They helped organizations recognize that
data is not merely a technical by-product of applications. It is an enterprise asset whose
meaning, quality, use, and accountability must be managed.

However, many traditional governance programs were designed around centralized data
environments and relatively stable information flows. A central team might define stan-
dards, approve changes, and oversee data quality initiatives. That model becomes diffi-
cult to scale when data is produced and consumed across many domains, platforms, and
teams.

Modern architecture introduces a more distributed operating environment. Business do-
mains may own data products. Cloud platforms may provide policy enforcement capa-
bilities. Streaming systems may distribute events continuously. External services may
process enterprise information. Al applications may retrieve and transform data dynam-
ically. Governance must operate across these environments without depending entirely
on manual review.

This does not mean that governance should become fully decentralized. Some responsi-
bilities must remain enterprise-wide. Security classifications, privacy requirements, core
business definitions, regulatory obligations, and architectural principles often require
common direction. The design challenge is to distinguish what must be consistent across
the enterprise from what can be managed by individual domains.

Modern governance therefore combines central coordination with distributed account-
ability. Enterprise governance establishes common policies, principles, and control ex-
pectations. Domains take responsibility for the data they produce and the quality of their
products. Platform teams provide reusable capabilities that make governance easier to
implement. Risk and control functions provide oversight appropriate to the organiza-
tion’s obligations.

The result is not governance with fewer rules. It is governance designed to operate as part
of the architecture and delivery lifecycle.
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17.2 The Objectives of Enterprise Data Governance

A governance program should begin with a clear understanding of what it is intended
to achieve. Without defined objectives, governance can become a collection of activities
whose value is difficult to demonstrate.

The first objective is to establish accountability. Important data assets need identifiable
owners and stewards who understand their business meaning, intended use, and qual-
ity expectations. Accountability should be connected to real decision rights rather than
assigned only as a title.

The second objective is to establish shared meaning. Enterprise data is often distributed
across applications that were built for different purposes. Governance helps define busi-
ness terms, critical data elements, reference values, metrics, and relationships so that in-
formation can be interpreted consistently.

The third objective is to enable appropriate access and use. Data should be available to au-
thorized consumers for legitimate purposes, subject to applicable security, privacy, con-
tractual, and regulatory constraints. Governance must therefore support both protection
and enablement.

The fourth objective is to establish trust. Consumers need to understand the source, qual-
ity, freshness, lineage, and limitations of the data they use. Trust is not achieved by declar-
ing that a dataset is trusted. It is established through observable evidence and clearly
communicated expectations.

The fifth objective is to support compliance and risk management. Organizations must
understand their obligations and translate them into operational controls. These controls
may apply to data collection, retention, processing, sharing, access, deletion, and use in
analytics or AL

Finally, governance should support change. Data definitions, platforms, business pro-
cesses, and regulations evolve. A sustainable governance capability must provide a way
to assess and manage change without making every modification dependent on a large
central approval process.

These objectives reinforce one another. Clear ownership supports quality. Shared seman-
tics support interoperability. Metadata supports discovery and lineage. Access policies
support appropriate use. Monitoring provides evidence that controls are operating. To-
gether, they create the foundation for trustworthy enterprise information.

17.3 Governance Principles for the Modern Enterprise

Governance principles provide direction when detailed policies do not cover every situa-
tion. They help business and technology teams make consistent decisions while allowing
implementation to vary according to context.

A useful principle is that governance should be aligned to business value and risk. Not
every dataset requires the same level of control. A public product catalog, a customer
identity record, and a regulated financial transaction may have different sensitivity, im-
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pact, and quality requirements. Applying the same governance burden to all three can
waste effort while failing to provide adequate control where it matters most.

A second principle is that accountability should be close to the point of data creation
and use. Domains are often best positioned to understand the meaning and operational
context of their data. Enterprise-level governance should establish common expectations,
but it should not remove domain responsibility.

A third principle is that governance should be embedded in architecture and delivery.
Policies that exist only in documents are difficult to apply consistently. Where practical,
requirements should be represented in metadata, data contracts, access policies, work-
flow controls, automated tests, and monitoring.

A fourth principle is that governance decisions should be transparent and explainable.
Teams need to know why a data asset has a classification, why access is restricted, what
quality threshold applies, and who can approve an exception.

A fifth principle is that governance should be measurable. Organizations should assess
whether ownership is assigned, metadata is complete, critical data quality requirements
are met, access reviews occur, and policies are enforced. The measures should indicate
whether governance is working, not merely whether governance activities have taken
place.

A sixth principle is that governance should support responsible reuse. Reuse can reduce
duplication and improve consistency, but only when consumers understand the data
product’s intended purpose, limitations, and conditions of use.

These principles can be used to evaluate governance decisions across warehouses, lake-
houses, streaming platforms, data products, analytical services, and Al applications.

17.4 Governance Operating Models: Centralized,
Federated, and Domain-Oriented

The governance operating model defines how responsibilities and decision rights are dis-
tributed across the enterprise. There is no single model that fits every organization. The
appropriate design depends on organizational structure, regulatory environment, data
maturity, technology landscape, and the degree of domain autonomy.

In a centralized model, a central governance function establishes standards, coordinates
stewardship, and may approve important data decisions. This can provide consistency
and clear enterprise direction. It may be appropriate where the organization has signifi-
cant regulatory obligations or where data definitions must be tightly coordinated. How-
ever, centralization can become a bottleneck if every operational decision requires central
approval.

A federated model distributes responsibility across business units or domains while
maintaining enterprise-level coordination. A central function establishes common prin-
ciples and controls, while domain representatives manage data within their areas. This
can improve responsiveness and business alignment, but it requires clear decision rights
and mechanisms for resolving disagreements.
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A domain-oriented model places substantial responsibility with the teams that produce
and manage data products. It aligns naturally with data product and data mesh ap-
proaches. Domains define product ownership, quality expectations, metadata, and con-
sumer support within enterprise guardrails. The model can improve accountability, but
it depends on strong platform capabilities and consistent standards. Without these, do-
mains may create incompatible definitions, controls, and interfaces.

Many enterprises use a hybrid model. Enterprise governance defines non-negotiable
requirements, shared semantics, and risk controls. Domains own their data products
and operational quality. Platform teams provide reusable governance services. Special-
ist functions such as privacy, security, legal, and compliance define requirements within
their areas of authority.

The important architectural task is not to select a label. It is to make the operating
model explicit. Teams should understand which decisions are enterprise-wide, which
are domain-specific, which require consultation, and which can be made independently
within established boundaries.

Enterprise governance council

principles - critical definitions - classification - control expectations

! ! !

Customer domain Payments domain Finance domain Risk domain
owner - stewards owner - stewards owner - stewards owner - stewards
product quality product quality product quality product quality

I I { I

Platform governance services: catalog - lineage - access policy - quality monitoring - policy-as-code

Direction flows down from enterprise policy; reusable controls flow up from the platform

Figure 17.1 - Federated Enterprise Data Governance Operating Model

17.5 Governance Roles and Responsibilities

Governance becomes operational when responsibilities are assigned to identifiable roles
and connected to actual work.

The data owner is accountable for a defined data asset or domain from a business per-
spective. The owner helps establish its purpose, quality expectations, permitted uses, and
key decisions. In practice, ownership may be assigned to a business role rather than an
individual person to ensure continuity when personnel change.

The data steward supports the practical management of data definitions, metadata, qual-
ity issues, and governance processes. Stewards often act as a bridge between business
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users, data producers, and technical teams. Their role should include sufficient authority
and time to resolve issues rather than being treated as an informal responsibility added
to an already full workload.

The data producer creates or publishes data through operational systems, pipelines, or
data products. Producers are responsible for implementing agreed definitions, contracts,
metadata, and quality controls within their delivery processes.

The data consumer uses data for operational, analytical, or Al-related purposes. Con-
sumers should follow access conditions, understand product limitations, and communi-
cate issues when the data does not meet its stated expectations.

The platform team provides capabilities that make governance repeatable. These may
include identity integration, catalog services, policy enforcement, lineage collection, data
quality frameworks, encryption, audit logging, and deployment controls.

The Enterprise Data Architect connects these roles through architecture. The architect
helps define common patterns, identify control points, establish metadata requirements,
and ensure that governance capabilities work across platforms and domains.

Other functions may include privacy officers, security leaders, records managers, legal
teams, compliance specialists, and model risk professionals. Their responsibilities de-
pend on the organization’s structure and applicable obligations.

A responsibility matrix can help clarify who performs, approves, advises, and receives
information for important governance activities. It should not become a substitute for
clear accountability. If a decision is important, the organization should identify who has
the authority to make it and how that authority is exercised.

17.6 Data Ownership and Stewardship in a Distributed
Architecture

Distributed architecture makes data ownership more important, not less. When data is
copied across platforms and transformed by multiple teams, it can become difficult to
identify which source is authoritative, who can resolve a definition conflict, and who is
responsible when a data product fails to meet its expectations.

Ownership should be assigned at a level that reflects the business meaning of the data.
A customer domain may own the definition and management of customer identity in-
formation, while individual applications remain responsible for the operational records
they create. A financial reporting domain may own particular reporting measures, while
source domains remain accountable for the underlying transactions.

This distinction helps avoid the assumption that one team must own every physical copy
of a data element. Governance should distinguish business ownership from technical cus-
tody. A platform team may operate the environment in which data is stored, but that does
not automatically make the platform team the owner of the data’s meaning or permitted
business use.

Stewardship should also be designed around the data lifecycle. A steward may help de-
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fine terms during data product design, review metadata before publication, coordinate
quality issue resolution, and participate in periodic reviews of usage and relevance.

For distributed teams, stewardship processes should be integrated into existing work-
flows. If a data product cannot be published until required ownership, classification, and
metadata fields are completed, governance becomes part of product delivery. If quality
issues are routed automatically to the responsible domain, resolution becomes part of
operations.

The goal is not to create a large administrative layer. It is to make ownership visible and
actionable wherever data is produced, transformed, shared, and used.

17.7 Policies, Standards, and Controls

Governance policies describe the organization’s expectations and required behavior.
Standards translate those expectations into more specific requirements. Controls provide
mechanisms to prevent, detect, or correct non-compliant activity.

For example, a policy may state that sensitive data must be accessible only to authorized
users for approved purposes. A standard may define data classification levels and re-
quired protection measures for each level. Controls may include identity-based access,
encryption, masking, approval workflows, audit logs, and periodic access reviews.

This distinction is important because a policy statement alone does not demonstrate that
the organization can enforce it. Conversely, a technical control may be implemented with-
out a clear understanding of the business or regulatory requirement it is intended to sat-
isfy.

Policies should be expressed in language that business and technical stakeholders can
understand. Standards should be sufficiently precise to support implementation and test-
ing. Controls should be mapped to the relevant requirements so that the organization can
demonstrate how governance is applied.

Governance should also define how exceptions are handled. Some legitimate business
needs may not fit a standard pattern. An exception process should identify the decision
authority, justification, compensating controls, expiration or review date, and evidence
required. Exceptions should be visible and managed rather than becoming permanent
undocumented workarounds.

Obligation Policy Standard Control Evidence
—> —> —>

regulation, . 5 . prevent - detect -
. expected behavior precise requirement
contract, risk correct

Exceptions are recorded, owned, time-bound, and reviewed

Figure 17.2 — From Governance Policy to Enforced Control

logs, tests, reviews
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17.8 Metadata and the Enterprise Data Catalog

Metadata is one of the principal mechanisms through which governance becomes visible
across a distributed data environment. It describes data assets and provides the context
required to discover, understand, access, and manage them.

Technical metadata may describe schemas, tables, columns, formats, storage locations,
pipelines, and processing jobs. Business metadata may describe definitions, owners, do-
mains, classifications, and intended uses. Operational metadata may describe freshness,
volume, job status, quality results, and service-level expectations. Governance metadata
may include access conditions, retention requirements, consent information, and policy
references.

An enterprise data catalog brings these descriptions together to support discovery and
management. It can help users identify available data products, understand their mean-
ing, assess their suitability, and determine how to request access.

A catalog is not automatically a governance solution. Its value depends on the quality,
completeness, freshness, and operational use of its metadata. A catalog containing thou-
sands of poorly described assets may increase confusion rather than reduce it. Metadata
should therefore be connected to the processes that create and maintain data assets.

Automation can improve coverage by collecting technical metadata from platforms and
pipelines. Business context usually requires domain participation. A useful approach
combines automated discovery with accountable stewardship, using required metadata
fields and review processes for important assets.

The catalog should also support relationships among assets. Users may need to under-
stand which data product contains a business concept, which pipelines transform it,
which reports consume it, and which Al applications retrieve it. These relationships con-
nect governance with lineage, impact analysis, and change management.

17.9 Data Classification and Appropriate Use

Data classification provides a structured way to describe the sensitivity and handling re-
quirements of information. It supports decisions about access, storage, sharing, retention,
masking, encryption, and monitoring.

A classification scheme should be understandable and usable. If categories are too numer-
ous or ambiguous, teams may apply them inconsistently. If they are too broad, important
differences in risk may be lost. The organization should define categories that reflect its
information risks and obligations, then provide practical guidance for assigning them.

Classification should be applied as close as practical to the point where data is created
or published. It should also propagate through transformations and copies. A sensitive
attribute does not become non-sensitive simply because it is moved into a lakehouse table
or included in a data product.

However, classification may need to account for context. A dataset that appears non-
sensitive in isolation may become sensitive when combined with other information.
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Derived attributes and inferred information can also introduce new risks. Governance
should therefore consider not only the original source classification but also the sensitiv-
ity of the resulting data and its intended use.

Appropriate use is related to, but distinct from, access. A user may be technically autho-
rized to access a dataset while still being restricted from using it for a particular purpose.
Governance should make important use limitations visible to consumers and, where fea-
sible, represent them in policy enforcement mechanisms.

This becomes especially important in Al environments, where data may be retrieved
dynamically, included in prompts, used to generate embeddings, or passed to external
model services. Classification and use conditions should be considered throughout the
information lifecycle rather than only at the storage layer.

1710 Governance Across Data Products and Data
Contracts

Data products provide a useful governance boundary because they connect ownership,
consumer expectations, interfaces, quality, and permitted use. A well-governed data
product makes its responsibilities visible and gives consumers a clear basis for evalu-
ating whether it is suitable. A data product should identify its owner, purpose, domain,
schema, definitions, quality expectations, freshness, lineage, access conditions, and sup-
port arrangements. Not every product requires identical documentation, but critical in-
formation should be consistently represented.

Data contracts extend this approach by defining expectations between producers and
consumers. A contract may describe schema, semantics, delivery behavior, quality re-
quirements, compatibility rules, and change notification. It can also include governance
requirements such as classification, permitted use, and handling constraints.

Contracts should be treated as managed interfaces, not merely documents. Where feasi-
ble, important elements can be validated through automated checks. A schema change
may be tested for compatibility. A freshness requirement may be monitored. A classifica-
tion requirement may be checked during publication. A breaking change may trigger a
consumer notification or approval process.

The contract does not eliminate the need for governance. It makes some governance ex-
pectations explicit at the point where data is exchanged. Enterprise standards should de-
fine which contract elements are mandatory and which can be determined by domains.

A key design consideration is proportionality. Requiring every small internal dataset to
follow a heavyweight contract may discourage reuse. Conversely, a critical enterprise data
product used by multiple regulated processes requires stronger controls. Governance
should distinguish between product criticality and apply requirements accordingly.
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1711 Governance for Cloud and Lakehouse Platforms

Cloud and lakehouse environments can make data more accessible and scalable, but they
also create governance challenges. Data may be stored in object storage, accessed through
multiple engines, shared across workspaces, and transformed by distributed pipelines.
The same underlying data may be exposed through different tables, views, APIs, or ana-
lytical services.

Governance must account for these access paths. Applying controls only within one
query engine may leave other routes insufficiently governed. The architecture should
identify the control points through which users and services access data, and ensure that
policy enforcement is consistent with the platform’s capabilities.

Identity and access management provide a foundation. Access should be granted to iden-
tifiable users, services, and roles, with permissions aligned to business responsibilities.
Broad shared credentials and unmanaged service accounts make accountability difficult.

Data classification should inform access policies. Sensitive fields may require masking or
restricted access. Row-level policies may limit records by business relationship or juris-
diction. Encryption and key management protect data at rest and in transit, while audit
logging provides evidence of access and administrative activity.

Cloud governance should also address resource and environment management. Data
may be copied into development environments, temporary workspaces, or experimental
Al projects. Controls should define how sensitive data can be used in non-production
environments and whether synthetic or masked data is required.

The Enterprise Data Architect should work with platform, security, and governance
teams to establish reusable patterns. The objective is to avoid implementing a separate
governance model for every data platform while recognizing that different technologies
may require different enforcement mechanisms.

17.12 Governance for Streaming and Real-Time Data

Streaming architectures introduce governance requirements that differ from those of pe-
riodic batch processing. Events may be published continuously, consumed by multiple
applications, and retained for different periods. Their meaning and schema may evolve
while consumers are actively processing them. Event governance should establish owner-
ship, naming conventions, schema definitions, compatibility expectations, classification,
and retention rules. Producers should publish events that reflect agreed business seman-
tics. Consumers should understand the event’s purpose, delivery characteristics, and lim-
itations.

Schema registries and event catalogs can support consistency, but they do not replace
business governance. A technically valid event may still be ambiguous or unsuitable for
a particular consumer. Business definitions and ownership must accompany technical
schemas.

Streaming governance should also address replay and retention. Reprocessing events can
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be useful for recovery or analytical reconstruction, but it may create duplicate actions if
consumers are not designed for idempotency. Retention decisions should consider oper-
ational needs, legal obligations, privacy requirements, and storage cost.

Real-time systems may act on data before all quality checks can be completed. The archi-
tecture should define which checks must occur before an event is accepted, which can
occur asynchronously, and how downstream consumers are informed when an event is
corrected or invalidated.

This is another reason governance must be integrated into architecture. A policy that
assumes all data can be reviewed before use may be incompatible with a real-time deci-
sion process. The organization must identify where preventive, detective, and corrective
controls are appropriate.

1713 Governance for Al and Generative Al

Al expands the scope of data governance because information may be used in ways that
differ from conventional reporting and application processing. Training data, evaluation
data, retrieval corpora, prompts, embeddings, model outputs, and agent interactions all
create governance considerations. For traditional machine learning, governance should
address data provenance, permitted use, representativeness, quality, retention, and the
relationship between training data and model behavior. It should also establish owner-
ship and change controls for datasets and features used in production models.

Generative Al introduces additional questions. An application may retrieve internal doc-
uments, summarize customer information, generate recommendations, or send informa-
tion to a model service. Governance must establish which sources are approved, which
users may access them, what information may be included in prompts, and how outputs
should be reviewed or retained.

Embedding generation deserves attention because embeddings are derived representa-
tions of source content. Their governance should account for source permissions, access
boundaries, retention, deletion, and the ability to identify which source material con-
tributed to a retrieval result. Organizations should not assume that transforming infor-
mation into vectors removes the original governance obligations.

Al applications may also generate new information. Summaries, classifications, recom-
mendations, and extracted attributes should be treated according to their intended use
and reliability. A generated summary may be useful for navigation but unsuitable as the
authoritative record. A generated classification may require validation before it is used
in a consequential workflow.

Agentic systems create further complexity because agents may retrieve data, call tools,
and initiate actions. Governance should define the agent’s identity, permissions, allowed
tools, data boundaries, approval requirements, and audit expectations. Access should be
constrained to the authority required for the task, and actions with material consequences
should follow appropriate authorization paths.

The central governance principle is that Al does not create an exemption from data gov-
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ernance. It increases the need to understand information flows, permitted uses, account-
ability, and evidence.

1714 Governance Metrics and Effectiveness

Governance programs should be evaluated through measures that indicate whether the
organization is achieving its objectives. Counting policies, committees, or training ses-
sions may show activity, but it does not necessarily demonstrate effective governance.

Useful measures can include the proportion of critical data products with assigned own-
ers, the completeness of required metadata, the percentage of critical data elements with
approved definitions, the time required to resolve significant quality issues, and the cov-
erage of lineage for important information flows.

Access governance may be evaluated through the timeliness of access reviews, the num-
ber of unresolved access exceptions, and the effectiveness of controls for sensitive data.
Data product governance may be assessed through contract coverage, consumer satisfac-
tion, incident frequency, and the reliability of published quality and freshness expecta-
tions.

Al governance measures may include the proportion of production Al applications with
documented data sources and approved use conditions, the coverage of access controls
across retrieval sources, and the completeness of records needed to investigate significant
outputs or actions.

Metrics should be interpreted in context. A high metadata completion rate does not guar-
antee that metadata is accurate. A low number of reported quality incidents may reflect
weak detection rather than strong quality. A large number of access restrictions may in-
dicate effective protection or an unnecessarily restrictive operating model.

Governance measurement should therefore combine quantitative indicators with pe-
riodic reviews by business and control stakeholders. The objective is to understand
whether governance enables trusted, appropriate, and effective data use.

1715 Enterprise Data Governance at Meridian Financial
Group

Meridian Financial Group operates across several business domains, each with its own
applications, analytical environments, and reporting practices. Customer, account, trans-
action, product, and risk information is distributed across legacy systems and cloud plat-
forms. Governance responsibilities are inconsistently assigned, and data definitions vary
across business units.

The organization’s governance council has historically focused on standards and issue
escalation. While this has provided a degree of enterprise coordination, business teams
often regard governance as a separate approval process rather than part of their deliv-
ery responsibilities. Data product and Al initiatives are exposing the limitations of this
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model.

Meridian begins by defining a federated governance operating model. The enterprise
governance council establishes common principles, critical business definitions, classi-
fication requirements, and control expectations. Business domains appoint accountable
data owners and stewards. Platform teams provide reusable capabilities for cataloging,
lineage, access control, quality monitoring, and policy enforcement.

The architecture team identifies a set of critical enterprise data products, beginning with
customer identity, account, transaction, and product reference information. Each prod-
uct receives an accountable owner, a documented purpose, agreed definitions, quality
expectations, and access conditions. Technical metadata is collected from the platform,
while business metadata is maintained through domain stewardship.

Meridian also introduces data contracts for selected products that are consumed by mul-
tiple applications. The contracts specify schema expectations, key business semantics,
freshness requirements, and change notification. Automated checks validate important
contract elements during deployment and operation.

As the organization expands its generative Al use cases, governance is extended to re-
trieval sources and Al application workflows. Approved knowledge sources are classi-
fied and assigned owners. Retrieval access is aligned with user permissions. Al teams
document which data sources are used, how content is refreshed, and what limitations
apply to generated outputs. Agents are given scoped identities and tool permissions, with
approval requirements for actions that can materially affect customers or financial oper-
ations.

The new model does not eliminate central governance. It changes how central governance
works. Instead of reviewing every data change manually, the enterprise establishes com-
mon requirements and reusable controls. Domains remain accountable for their products,
while the platform makes important governance practices easier to apply consistently.

Meridian measures progress through ownership coverage, metadata completeness for
critical assets, quality issue resolution, contract compliance, and control evidence. It also
reviews whether governance processes are slowing legitimate business use. This helps
the organization balance risk management with the need to make trusted information
available.

The case illustrates that modern governance is not a choice between central control and
complete domain autonomy. It is an architecture of shared rules, distributed responsibil-
ity, reusable controls, and visible evidence.

17.16 Practical Artifact: Enterprise Data Governance
Design Assessment

This assessment can be used to evaluate an existing governance program or to design
governance for a new data platform, data product ecosystem, or Al initiative.
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Step 1: Establish Governance Objectives

Identify the business and risk outcomes that governance must support. These may in-
clude consistent reporting, trusted data products, appropriate access, regulatory compli-
ance, responsible Al use, or improved issue resolution. Confirm that the objectives are
specific enough to guide architectural decisions.

Step 2: Identify Decision Rights

Document which governance decisions are enterprise-wide, domain-specific, platform-
specific, or owned by specialist control functions. Identify the accountable role for each
important decision and define how conflicts are resolved.

Step 3: Map Roles to the Data Lifecycle

Identify who is responsible for data definition, creation, publication, access, quality, shar-
ing, retention, and retirement. Distinguish business ownership from technical custody
and ensure that stewardship responsibilities are supported by workable processes.

Step 4: Review Policies and Standards

Identify the policies that apply to the data environment and map them to implementation
standards and controls. Look for policies that are ambiguous, duplicated, outdated, or
disconnected from the platforms where data is used.

Step 5: Assess Metadata and Catalog Capabilities

Review whether critical assets have complete and accurate ownership, definition, classifi-
cation, lineage, quality, and access metadata. Determine which metadata can be collected
automatically and which requires business stewardship.

Step 6: Assess Enforcement Mechanisms

Evaluate how governance requirements are implemented across storage, processing, in-
tegration, data products, streaming, analytics, and Al applications. Identify control gaps
between policy intent and technical enforcement.

Step 7: Extend Governance to Al Use Cases

For each relevant Al application, identify its data sources, retrieval content, prompts,
derived representations, model interactions, generated outputs, and potential actions.
Confirm that permissions, use conditions, accountability, and audit requirements are de-
fined.
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Step 8: Define Measures and Improvement Priorities

Select measures that indicate whether governance is effective. Establish a baseline, iden-
tify major gaps, and prioritize improvements based on business impact, risk, feasibility,

and dependencies.

Assessment dimension

Questions to consider

Potential evidence

Objectives and scope

Decision rights

Ownership and stewardship

Policies and standards

Metadata and lineage

Access and appropriate use

Data products and contracts

Al governance

Monitoring and remediation

Effectiveness

Are governance goals
connected to business and risk
outcomes?

Are accountability and approval
authority clear?

Are critical assets assigned to
capable owners and stewards?

Are requirements clear, current,
and implementable?

Can users understand critical
assets and their relationships?

Are permissions and use
conditions enforced?

Are consumer expectations
and responsibilities explicit?
Are Al data flows, sources,
permissions, and actions
governed?

Are control failures detected
and resolved?

Do measures demonstrate
trusted and appropriate data
use?

Governance charter, objectives,
scope

Role definitions, decision
records

Ownership registry,
stewardship process

Policies, standards, control
mappings

Catalog records, lineage
coverage

Access policies, audit records,
reviews

Product definitions, contracts,
quality measures

Al inventory, source records,
evaluation and audit evidence

Alerts, issue logs, remediation
records

Metrics, reviews, improvement
plans

The output should be a governance improvement roadmap that connects organizational
changes with architectural capabilities. It should identify what must be clarified, what
can be automated, what requires stronger accountability, and where the enterprise needs

additional control evidence.

Key Takeaways

1. Modern enterprise data governance is an operational capability that connects ac-
countability, shared meaning, appropriate use, trust, compliance, and change man-

agement.

2. Traditional governance practices remain valuable, but they must evolve to support
distributed domains, cloud platforms, data products, streaming architectures, and

Al systems.
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3. Effective governance combines enterprise-wide policies and controls with dis-
tributed domain responsibility.

4. Data ownership should reflect business accountability, while technical custody
and platform operation should be treated as distinct responsibilities.

5. Policies, standards, and controls serve different purposes and should be connected
so that governance intent can be implemented and demonstrated.

6. Metadata, catalogs, lineage, classification, and data contracts help make gover-
nance visible and actionable across the data lifecycle.

7. Governance should be embedded into architecture and delivery workflows wher-
ever practical, rather than relying exclusively on manual review.

8. Al governance must account for source data, retrieval content, embeddings,
prompts, generated outputs, model interactions, and agent permissions.

9. Governance effectiveness should be measured through evidence of trusted and
appropriate data use, not merely through the volume of governance activity.

10. The Enterprise Data Architect helps translate governance objectives into reusable

architectural patterns, platform capabilities, and controls that support responsible
enterprise data use.

Architect’s Reflection

Consider how governance works in your organization today. Are policies understood by
the teams that build and operate data products? Can users identify who owns a criti-
cal data asset? Are access conditions and quality expectations visible where data is con-
sumed? Can the organization trace important information through its platforms and Al
applications?

Then consider where governance is creating friction. Are teams waiting for approvals
that could be handled through clear standards and automated controls? Are domains
making decisions that should be coordinated enterprise-wide? Are important controls
dependent on individual knowledge rather than repeatable processes?

Modern governance requires both discipline and practicality. Too little governance cre-
ates ambiguity, risk, and inconsistent information. Too much centralized process can pre-
vent teams from responding to legitimate business needs. The architect’s role is to help
design the boundaries, shared capabilities, and accountability mechanisms that make re-
sponsible use possible at enterprise scale.

The central question is not whether the enterprise has a governance framework. It is
whether governance is present in the decisions, interfaces, controls, and operating prac-
tices through which data is actually used.



CHAPTER 18

Security, Privacy, and
Responsible Al Architecture

Introduction

Enterprise data architecture creates the pathways through which information is collected,
integrated, stored, transformed, shared, and used. As organizations adopt cloud plat-
forms, lakehouses, data products, generative Al, and agentic systems, those pathways
become more numerous and more dynamic. Information that once remained within a
small number of controlled applications may now flow through analytical environments,
external services, retrieval systems, model endpoints, and automated workflows.

This expansion creates opportunity, but it also changes the security and privacy challenge.
Protecting a database is no longer enough if sensitive information can be copied into
an analytical workspace, included in a prompt, retrieved into an Al context, or exposed
through an agent with excessive permissions. Similarly, a privacy policy is not sufficient if
systems cannot identify personal information, enforce permitted uses, manage retention,
or respond to deletion and access requests across distributed environments.

Security, privacy, and responsible Al are related but distinct architectural concerns. Secu-
rity protects systems and information against unauthorized access, alteration, disruption,
and disclosure. Privacy governs how information relating to individuals is collected, pro-
cessed, shared, retained, and used. Responsible Al addresses the design and operation of
Al systems in ways that account for reliability, transparency, human oversight, fairness,
accountability, and potential harm.

These concerns intersect throughout the data and Al lifecycle. A secure system may still
use personal information in ways that are inappropriate for the stated purpose. A privacy-
compliant data store may still expose information through a poorly controlled Al applica-
tion. An Al system may operate within its technical permissions yet produce unreliable
recommendations that require additional oversight.

The Enterprise Data Architect must therefore design for more than perimeter protection.
Security, privacy, and responsible-use requirements must be reflected in identity, data
flows, metadata, platform architecture, model integration, retrieval, application design,

339
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operational monitoring, and governance.

This chapter develops an architectural approach to these responsibilities. It explores se-
curity foundations, privacy engineering, Al-specific risks, control patterns, and the role
of architecture in enabling trustworthy innovation. The Meridian Financial Group case
study demonstrates how these concerns can be integrated into a practical enterprise de-
sign.

18.1 Security, Privacy, and Responsible Al as
Architectural Responsibilities

Security, privacy, and responsible Al are sometimes treated as specialist reviews per-
formed after a solution has been designed. This approach can create expensive rework. A
data platform may be built without adequate isolation between environments. An Al as-
sistant may be developed using information that cannot legally or contractually be used
for its intended purpose. An agent may be given broad access because authorization was
not considered during the initial design.

These issues are difficult to resolve through policy documents alone. They require archi-
tectural decisions about where information is stored, how identities are established, how
access is evaluated, which services can communicate, what information is retained, and
how actions are approved.

Security, privacy, and responsible Al should therefore be treated as design concerns from
the beginning of an initiative. This does not mean every project must perform an identical
set of activities. The depth of analysis should reflect the sensitivity of the information, the
impact of the use case, the exposure of the system, and the organization’s obligations.

The architect’s task is to make these concerns explicit. For example, a design should iden-
tify whether sensitive information is required at all, whether it can be minimized or trans-
formed, which identities can access it, whether it crosses organizational or geographic
boundaries, and how its use will be monitored.

A responsible architecture also recognizes that controls can introduce trade-offs. Stronger
isolation may increase operational complexity. More detailed logging may improve ac-
countability but create additional sensitive records. Broad data access may improve ana-
lytical flexibility but increase exposure. The goal is not to maximize every control inde-
pendently. It is to establish a coherent control design that is proportionate to risk and
compatible with the business purpose.

18.2 The Modern Enterprise Threat Landscape

The modern enterprise data environment has an expanded attack surface. Data may be
accessed through applications, APIs, notebooks, orchestration services, query engines,
object storage, event streams, external integrations, and Al interfaces. Each connection
creates a potential route for misuse, compromise, or unintended disclosure.
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Traditional threats remain relevant. Stolen credentials, excessive privileges, insecure con-
figurations, vulnerable software, malicious insiders, and compromised third-party ser-
vices can expose enterprise information. Cloud adoption changes where and how these
risks must be managed, but does not remove them.

Data platforms also introduce risks associated with copies and derived information. Sen-
sitive records may be replicated into development environments, temporary storage, ana-
lytical extracts, feature stores, or retrieval indexes. A control applied to the original source
may not automatically protect every copy.

Al introduces additional pathways. An application may include retrieved documents in
a model context. A user may submit sensitive information through a prompt. A model
may return information that was not intended for that user. An agent may call a tool with
broader permissions than the task requires. An attacker may attempt to manipulate the
system through malicious instructions embedded in retrieved content.

These risks are not all solved by the same security mechanism. Identity and access man-
agement, network controls, data protection, application security, model governance, con-
tent validation, and operational monitoring address different parts of the problem. An
effective architecture begins with an inventory of information assets, processing activi-
ties, identities, services, trust boundaries, and external dependencies. This creates a basis
for threat modeling and control selection.

18.3 Security Architecture Foundations

Security architecture establishes how the enterprise protects identities, systems, data, net-
works, and operational processes. In a modern data environment, security should be de-
signed as a set of coordinated controls rather than a single defensive layer.

A foundational principle is that access should be based on verified identity and explicit
authorization. Users, applications, pipelines, and agents should have identifiable iden-
tities. Shared accounts and long-lived credentials make it difficult to determine who or
what performed an action.

A second principle is least privilege. Each identity should receive only the permissions
needed for its approved responsibilities. A data pipeline that reads one source and writes
to one target should not have broad administrative access across the platform. An Al
agent that retrieves approved policy documents should not automatically receive per-
mission to modify customer records.

A third principle is defense in depth. No single control should be assumed to prevent ev-
ery failure. Identity controls, network segmentation, encryption, application validation,
data policies, monitoring, and incident response should work together. If one control fails,
other mechanisms may still reduce exposure or enable detection.

A fourth principle is secure configuration by default. New environments, services, stor-
age locations, and endpoints should begin with appropriate security settings. Unre-
stricted public access, broad permissions, and disabled audit capabilities should not be
normal defaults.
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A fifth principle is continuous verification. Access and risk should be reassessed as iden-
tities, workloads, data sensitivity, and operating conditions change. Security is not a one-
time configuration exercise.

These principles should be reflected in enterprise architecture standards and reusable
platform patterns. The more consistently they are built into the platform, the less each
delivery team must implement from scratch.

18.4 Identity and Access Management

Identity and access management is central to enterprise data security. It establishes who
or what is requesting access and determines whether that access should be permitted.

Modern data platforms must manage several identity categories. Human identities in-
clude employees, contractors, partners, and other users. Workload identities represent
pipelines, applications, services, and automated processes. Al systems and agents may
also require identities that distinguish them from the users who initiated their work.

Authentication verifies an identity. Authorization determines what that identity may do.
These should be treated as separate architectural concerns. A successfully authenticated
user should not automatically receive access to every data product or operation.

Role-based access control can simplify permission management by associating privileges
with organizational roles. Attribute-based access control can evaluate additional context,
such as data classification, user attributes, resource attributes, purpose, or environmental
conditions. Many enterprises use a combination of these approaches.

For example, access to customer information may depend on a user’s role, business unit,
jurisdiction, approved purpose, and the sensitivity of the requested attributes. A service
identity may be permitted to read a limited set of fields but not export the full customer
record.

Access governance should also address the full lifecycle of identities. Permissions should
be granted through defined processes, reviewed periodically, and removed when no
longer required. Temporary access should have an expiration or review condition. Privi-
leged operations should receive additional controls and monitoring.

In Al applications, the distinction between user identity and application identity is espe-
cially important. A model endpoint may operate under an application identity, but that
does not mean it should receive unrestricted access to the information available to the
application. The architecture must ensure that user permissions and purpose restrictions
are preserved as information moves through retrieval and model services.

18.5 Data Protection Across the Lifecycle

Data protection should be considered throughout the information lifecycle: collection,
transmission, storage, processing, sharing, archival, and deletion.

Encryption protects information when it is stored or transmitted. It is an important con-
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trol, but it does not determine whether an authorized application should be allowed to
access the information. Encryption should therefore be combined with identity, autho-
rization, key management, and monitoring.

Key management requires clear ownership and operational processes. Keys should be
protected, access should be restricted, and rotation and recovery procedures should be
defined. The architecture should also identify where encryption responsibilities belong
to the enterprise, cloud provider, or service operator.

Data masking and tokenization can reduce exposure when full values are not required.
Masking may hide selected attributes from particular users or environments. Tokeniza-
tion replaces sensitive values with substitutes while preserving the ability to perform
approved operations through a controlled service. These techniques should be selected
according to the data’s use and the required reversibility.

Pseudonymization may reduce direct identification while preserving some analytical util-
ity, but it should not be treated as equivalent to anonymization. If re-identification re-
mains possible through additional information or a mapping mechanism, the data may
continue to require privacy controls.

Data minimization is equally important. The safest sensitive information to expose is of-
ten information that the application does not need to collect or process in the first place.
Architects should question whether a use case requires full records, whether selected
attributes are sufficient, and whether derived or aggregated information can meet the
business need.

Finally, deletion and retention must be designed into the lifecycle. Data may exist in pri-
mary storage, replicas, backups, logs, caches, indexes, and derived datasets. The archi-
tecture should define how retention and deletion requirements are applied across these
locations, subject to applicable legal and operational constraints.

18.6 Privacy Engineering and Data Minimization

Privacy engineering translates privacy requirements into technical and operational de-
sign. It is concerned not only with preventing unauthorized disclosure but also with en-
suring that personal information is processed appropriately.

A privacy-aware architecture begins with purpose. The organization should understand
why personal information is collected, which purposes are permitted, and whether each
processing activity is necessary for those purposes. A broad statement that information
may be used to improve services does not automatically justify every possible secondary
use.

Data minimization reduces the amount and detail of personal information used in a pro-
cess. It may involve collecting fewer attributes, limiting retention, using aggregation, ap-
plying pseudonymization, or separating identity information from analytical records.

Purpose limitation should also be reflected in data product design. A product intended
for service operations may contain attributes that are not appropriate for marketing an-
alytics or model training. Reuse should be evaluated against the product’s stated condi-
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tions rather than assumed to be unrestricted.

Privacy engineering should consider the full data flow. A customer record may pass
through an operational application, integration service, lakehouse, feature pipeline,
model service, and reporting layer. Each transformation and destination should be con-
sidered when evaluating access, retention, and use.

The architect should work with privacy and legal specialists to understand applicable
requirements. The architecture should not attempt to interpret legal obligations indepen-
dently. Its role is to translate confirmed requirements into data flows, metadata, controls,
and evidence.

18.7 Privacy Metadata and Data Discovery

Privacy controls are difficult to apply consistently when the organization cannot iden-
tify where personal or sensitive information exists. Metadata provides a foundation for
discovery, classification, and policy enforcement. A privacy-aware metadata model may
include data subject category, information type, sensitivity classification, processing pur-
pose, source, jurisdiction, retention requirement, permitted use, and relevant policy ref-
erences. The exact attributes depend on the enterprise’s needs and obligations.

Automated discovery tools can help identify likely personal information in structured
and unstructured data. However, automated classification may be uncertain. A detected
pattern may not always represent personal information, and personal information may
exist in unexpected formats. Important classifications should have appropriate validation
and ownership.

Metadata should be associated with data products, fields, documents, events, and de-
rived assets where practical. It should also be propagated through transformations. If a
pipeline creates a new table from sensitive source data, the resulting asset should not lose
relevant handling requirements simply because its physical structure has changed.

Privacy metadata can support access policies, retention workflows, impact assessments,
and catalog discovery. It can also help Al application teams identify whether a source is
suitable for retrieval or model use. A mature architecture connects metadata to enforce-
ment. Classification alone does not protect information. It becomes operational when
access, masking, retention, and monitoring mechanisms use it to make decisions.

18.8 Security and Privacy in Cloud Data Platforms

Cloud data platforms distribute responsibilities between the enterprise and the cloud
provider. The provider may secure physical facilities and underlying infrastructure,
while the customer remains responsible for many aspects of identity, configuration, data
access, workload security, and information use. The precise division depends on the ser-
vice model and contract.

The shared responsibility model should be made explicit for each important service.
Teams should understand which party manages encryption, identity integration, patch-
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ing, network configuration, logging, backup, and incident response.

Cloud environments can support consistent controls through infrastructure as code, pol-
icy as code, centralized identity, managed key services, and automated configuration
checks. These capabilities reduce reliance on manual setup and make security require-
ments more repeatable.

However, cloud flexibility can also increase configuration risk. Teams can create storage
locations, compute resources, service accounts, and external connections quickly. Gover-
nance should therefore establish approved deployment patterns, guardrails, and moni-
toring for configuration drift.

Network architecture remains relevant, but it should not be treated as the sole basis for
trust. A service operating within a private network may still be compromised or miscon-
figured. Access decisions should consider identity, resource, policy, and context.

For hybrid and multi-cloud environments, the architecture should establish consistent
enterprise requirements while recognizing differences among platforms. A common se-
curity policy does not necessarily require identical technical implementation. It requires
that the control objective and evidence remain clear across environments.

18.9 Data Sharing and Third-Party Risk

Enterprise data increasingly crosses organizational boundaries. Partners may receive
data through APIs, managed file transfers, shared environments, or external platforms.
Al services may process prompts or retrieved content outside the organization’s direct
infrastructure. External sharing should be governed by business purpose, contractual
conditions, security requirements, and privacy obligations. The architecture should iden-
tify what information is shared, with whom, through which interface, for how long, and
under what controls.

Data minimization is particularly important in third-party integrations. The enterprise
should expose only the information required for the service. Where possible, interfaces
should avoid broad database access and instead provide purpose-specific APIs or data
products.

Third-party risk assessment should consider the service’s security posture, data handling,
retention, subprocessors, geographic processing, incident notification, and deletion capa-
bilities. These considerations should be validated through the organization’s established
risk and procurement processes.

Al services require additional attention. The organization should understand whether
prompts or inputs are retained, used for model improvement, processed by subproces-
sors, or transferred across jurisdictions. Contractual and technical settings should align
with the intended use and sensitivity of the information.

The architect should also consider exit and portability. If an external provider stores en-
terprise data, derived artifacts, or operational logs, the organization should understand
how information can be retrieved, deleted, or transitioned when the service changes.
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18.10 Responsible Al as an Architectural Discipline

Responsible Al concerns the design, development, deployment, and operation of Al sys-
tems in ways that account for their intended purpose and potential impact. It includes
reliability, transparency, human oversight, accountability, and the management of risks
such as unfair outcomes, misleading outputs, and inappropriate automation.

Responsible Al should not be reduced to a generic checklist applied to every system.
Different Al applications have different levels of impact and uncertainty. A system that
summarizes public internal documentation has a different risk profile from one that rec-
ommends actions affecting a person’s access to financial services.

The architecture should begin with intended use. What is the Al system designed to do?
Who will use it? What decisions or actions may follow from its output? What information
does it require? What are the foreseeable failure modes? What level of human review is
appropriate?

The system’s limitations should be documented and communicated. A model may per-
form well on one class of tasks and poorly on another. A retrieval system may omit rele-
vant information. A generative model may produce plausible but unsupported content.
A predictive model may become less reliable as the environment changes.

Human oversight should be meaningful. A human reviewer needs enough information,
time, authority, and expertise to assess a recommendation. A workflow that presents an
Al output and requires a rapid approval without access to supporting evidence may pro-
vide only nominal oversight.

Accountability should also be clear. The organization should identify who owns the Al
use case, who approves its deployment, who monitors it, and who can suspend it. Tech-
nical teams may operate the system, but business owners remain accountable for the
decisions and processes in which it is used.

18.11 Al Risk Assessment and Proportionate Controls

Al risk assessment should be connected to the use case and its operating context. A
model’s technical characteristics are important, but risk also depends on the affected pop-
ulation, decision context, scale, reversibility, available alternatives, and consequences of
€erTor.

A practical assessment begins by identifying the system’s intended purpose and prohib-
ited or out-of-scope uses. It then examines the data sources, model behavior, user interac-
tion, downstream actions, and dependencies. Risk analysis should consider at least four
broad areas:

e Information risk concerns data quality, representativeness, provenance, privacy, se-
curity, and permitted use.

e Model risk concerns performance, robustness, uncertainty, drift, and the suitability
of the model for the intended task.

e Interaction risk concerns how users interpret outputs, how prompts and retrieved
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content influence behavior, and whether users understand the system’s limitations.
e Operational risk concerns service availability, change management, monitoring, in-
cident response, and the consequences of system failure.

Controls should be proportionate to the assessment. A low-impact internal assistant may
require source restrictions, access controls, evaluation, and user guidance. A high-impact
system may require independent validation, formal approval, stronger human review,
detailed records, and ongoing monitoring.

Risk assessment should not end at deployment. The use case may change, new data
sources may be introduced, model versions may be updated, and user behavior may
evolve. The architecture should support periodic reassessment and controlled change.

18.12 Generative Al Security: Prompt Injection and
Information Exposure

Generative Al applications introduce security concerns that arise from the interaction
between instructions, retrieved content, user inputs, and tool access. Prompt injection
occurs when untrusted content attempts to influence the model’s behavior by present-
ing instructions that conflict with the application’s intended behavior. Such content may
appear in user prompts, retrieved documents, web pages, or other external sources.

The architecture should treat retrieved content as data, not as trusted instructions. System
and application instructions should be separated from user and retrieved content, and
the application should constrain which tools and actions are available. However, prompt
design alone should not be treated as a complete security boundary.

Authorization must be enforced outside the model. A model should not decide whether
a user is entitled to access a record based only on the content of a prompt. Retrieval ser-
vices should apply access controls before information enters the model context. Tool APIs
should independently verify the identity and authority associated with each action.

Information exposure can also occur through overly broad retrieval, excessive context,
conversation history, logs, or generated outputs. The system should retrieve only the in-
formation needed for the task and avoid including sensitive data unnecessarily. Where
outputs can trigger actions, the architecture should validate the action independently.
A model-generated instruction to transfer funds, modify a customer record, or change
an access permission should not be executed merely because it appears in a plausible
response.

18.13 Agentic Al: Identity, Authority, and Control

Agentic Al systems can plan tasks, invoke tools, retrieve information, and execute se-
quences of actions. Their ability to act makes identity and authorization especially im-
portant.

An agent should have a clearly defined purpose and bounded authority. It should not
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Untrusted content (prompts, documents, tool output) is treated as data — never as authority
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Figure 18.1 - Security Boundaries in a Generative Al Application

receive broad access simply because it may need different capabilities in future scenarios.
Tool access should be limited to the operations required for the approved task.

The architecture should distinguish the initiating user, the agent identity, and the identity
used by downstream services. This helps establish whether an action was initiated by a
user, proposed by an agent, approved by a person, or executed by a service.

Delegated authority should be explicit. If an agent acts on behalf of a user, the architecture
should define which user permissions are inherited, which actions require additional
approval, and whether the agent may continue operating after the user’s session ends.

High-impact actions should be protected by independent authorization and validation.
An agent may prepare a payment instruction, but a separate service should verify limits,
policy conditions, and required approvals before execution. The model should not be the
final authority over its own permissions.

The architecture should also include limits on action frequency, resource consumption,
and repeated tool invocation. Unexpected loops or faulty plans can create operational
impact even without malicious intent.

Every significant agent action should be traceable to the task, identity, tool, input, policy
decision, and outcome. This evidence supports investigation and helps the organization
understand whether the agent operated within its approved boundaries.

18.14 Human Oversight and Meaningful Control

Human oversight is often presented as a general safeguard for Al but its effectiveness
depends on the design of the interaction and workflow. A human reviewer should under-
stand what the system is recommending, what evidence supports the recommendation,
and what limitations apply. The reviewer should have the authority to reject or modify
the recommendation and sufficient time to exercise that authority.
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The architecture should distinguish between approval, review, and monitoring. Ap-
proval occurs before an action is taken. Review may occur after a decision or at defined
checkpoints. Monitoring observes system behavior over time. These mechanisms serve
different purposes and should be selected according to the risk.

A human-in-the-loop process can fail if the volume of recommendations is too high, if
the interface obscures uncertainty, or if organizational incentives encourage automatic
acceptance. Human oversight should therefore be evaluated through actual workflow
behavior, not simply the presence of an approval button.

The architecture should also define when the system must defer to a person. Examples
include missing evidence, conflicting information, low reliability, policy exceptions, un-
usual requests, and actions outside approved boundaries.

In some cases, the appropriate control is not additional human review but a restriction
on the system’s scope. A model that is unsuitable for a particular decision should not be
made acceptable merely by placing a human somewhere in the process.

18.15 Responsible Al Evaluation and Monitoring

Evaluation should be designed around the intended use of the Al system. Generic model
benchmarks may provide useful technical information, but they do not establish that a
system is suitable for a specific enterprise workflow. For generative Al, evaluation may
include factual accuracy, relevance, source support, completeness, instruction following,
refusal behavior, and robustness to adversarial or misleading inputs. For retrieval sys-
tems, evaluation should also examine whether relevant and authorized information is
retrieved.

For predictive models, evaluation may include performance across relevant segments,
calibration, stability, and the consequences of different error types. The appropriate mea-
sures depend on the task and decision context.

Evaluation should include realistic cases, including edge cases and known failure condi-
tions. It should also involve business users and subject-matter experts where the quality
of outputs depends on domain context.

Monitoring extends evaluation into production. The organization should observe
changes in input data, output patterns, user behavior, system performance, and business
outcomes. Model or application updates should trigger appropriate testing before
deployment.

Monitoring should also support incident response. If an Al system produces a harmful or
materially incorrect result, the organization should be able to identify the affected work-
flow, relevant data sources, model and prompt versions, tool calls, and users or processes
involved.

The architecture should retain enough evidence to support investigation while respecting
privacy, retention, and data minimization requirements. Logging everything indefinitely
is not an appropriate default. The organization should determine what evidence is nec-
essary, how it is protected, and how long it is retained.
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18.16 Security, Privacy, and Responsible Al in the
Enterprise Operating Model

Technical controls are necessary, but they cannot substitute for an operating model that
assigns responsibility and supports continuous oversight.

Business owners should define the purpose of data and Al use cases, understand their
impact, and accept accountability for outcomes. Data owners should establish the mean-
ing, quality, and permitted use of data products. Security teams should define security
requirements and oversee relevant controls. Privacy specialists should advise on personal
information and processing obligations. Al governance or risk functions should establish
review and monitoring expectations for Al systems.

Platform teams should provide reusable capabilities such as identity integration, secrets
management, encryption, policy enforcement, audit logging, and secure deployment pat-
terns. Al engineering teams should implement application-level controls, evaluation, and
monitoring. Enterprise architects should connect these responsibilities through reference
architectures and design standards.

The operating model should define how exceptions, incidents, and changes are handled.
It should identify who can approve a new data source, who can authorize a change in Al
use, who can grant additional agent permissions, and who can suspend a service when
risk conditions are not met.

Training is also important. Users should understand the capabilities and limitations of
Al systems, the sensitivity of information they may submit, and the appropriate way
to report concerns. Technical teams should understand secure design practices and the
organization’s governance requirements.

The objective is to make responsible behavior part of normal delivery and operations. If
teams must reconstruct security and privacy expectations for every project, the enterprise
will struggle to apply them consistently.

18.17 Security, Privacy, and Responsible Al at Meridian
Financial Group

Meridian Financial Group is expanding its use of cloud data platforms and Al applica-
tions. The organization handles sensitive customer, account, transaction, and financial in-
formation across multiple jurisdictions. Its existing security controls are mature in some
legacy systems but inconsistent across newer data and Al environments.

Meridian’s first priority is to establish a common view of identities, data assets, processing
activities, and trust boundaries. The architecture team works with security and privacy
specialists to identify where sensitive information is stored, transformed, shared, and
used by analytical and Al applications.

The organization introduces a set of reusable cloud security patterns. These include man-
aged workload identities, least-privilege access, encryption, controlled network connec-
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tivity, centralized audit logging, and infrastructure-as-code checks. Data products must
identify owners, classification, intended use, and access conditions before publication.

For Al applications, Meridian establishes a standard architecture that separates user in-
teraction, authorization, retrieval, model access, and tool execution. Retrieval services
apply access controls before documents are included in model context. Model-generated
recommendations are treated as outputs requiring validation, not as authorization deci-
sions.

The first agentic use case supports internal operations by retrieving approved procedures
and preparing case summaries. The agent has read-only access to a limited set of sources
and cannot directly modify customer records. When an action is needed, the system cre-
ates a task for an authorized employee. The architecture records the agent identity, source
references, tool calls, and human decision.

Meridian also introduces a use-case risk assessment. Each Al application is evaluated
according to purpose, information sensitivity, user population, possible consequences,
autonomy, and reversibility. Controls are scaled accordingly. Applications with greater
potential impact receive more formal review and stronger oversight.

Privacy requirements are incorporated into data product metadata and Al source regis-
tration. Teams must identify the purposes for which personal information may be used
and assess whether minimization or transformation is possible. The organization also
reviews how retention and deletion requirements apply to derived data and retrieval in-
dexes.

Finally, Meridian establishes production monitoring that connects technical reliability
with responsible-use indicators. The organization tracks access failures, unusual tool ac-
tivity, retrieval behavior, model performance, user feedback, and significant exceptions.
Incidents can be investigated using traceable records without treating unrestricted log-
ging as the default.

Meridian’s approach demonstrates that security, privacy, and responsible Al are not sep-
arate stages in the project lifecycle. They are connected architectural capabilities that must
be designed into information flows, identities, applications, and operating processes.

18.18 Practical Artifact: Security, Privacy, and
Responsible Al Architecture Assessment

This assessment can be used during architecture design, solution review, or periodic eval-
uation of an operational data or Al capability. It is intended to identify architectural gaps
and define appropriate controls, not to replace specialist security, privacy, legal, or risk
assessments.

Step 1: Define the System and Its Intended Use

Document the business purpose, users, data sources, processing activities, outputs, and
actions supported by the system. Identify whether it uses Al and whether its outputs
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influence consequential decisions.

Step 2: Map Data Flows and Trust Boundaries

Identify where information enters, moves, is transformed, stored, retrieved, or shared.
Include internal platforms, external services, model endpoints, logs, caches, derived
datasets, and retrieval indexes. Mark the trust boundaries and external dependencies.

Step 3: Identify Identities and Permissions

List human, service, workload, and agent identities. Document authentication, authoriza-
tion, privileged access, delegated authority, and the permissions available to each iden-

tity.

Step 4: Assess Information Sensitivity and Privacy

Identify personal and sensitive information, processing purposes, permitted uses, reten-
tion requirements, and relevant restrictions. Determine whether the system can mini-
mize, mask, aggregate, or otherwise transform the information.

Step 5: Review Al-Specific Risks

For Al-enabled systems, examine prompt and retrieval handling, source permissions,
model behavior, output validation, tool access, human oversight, and potential misuse.
Identify the controls that operate independently of the model.

Step 6: Define Monitoring and Evidence

Determine which security, privacy, operational, and responsible-use events must be mon-
itored. Define the evidence required for investigation, how it will be protected, and the
applicable retention approach.

Step 7: Test Failure and Recovery Behavior

Consider compromised credentials, unavailable services, missing data, unexpected
model outputs, unauthorized requests, prompt injection, and excessive agent activity.
Define how the system detects and responds to each condition.

Step 8: Assign Accountability and Approve the Design

Identify the business owner, data owner, technical owner, security and privacy contacts,
and Al risk owner where applicable. Record decisions, unresolved risks, exceptions, and
required follow-up actions.
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Assessment area

Key architectural question

Example evidence

Intended use

Identity

Authorization

Data protection

Privacy

External services

Al security

Human oversight

Evaluation

Monitoring

Accountability

Recovery

Is the purpose and scope
clearly defined?

Are users and workloads
uniquely identified?

Are permissions limited and
independently enforced?

Is sensitive information
protected throughout its
lifecycle?

Are purposes, minimization,
and permitted uses
understood?

Are third-party data handling
and dependencies understood?

Are prompts, retrieval, and
tools protected against misuse?

Can people meaningfully
review and control
consequential actions?

Is the system tested for its
intended use and known failure
modes?

Can the organization detect
and investigate significant
events?

Are owners and decision rights
explicit?

Can the system fail safely or
return to a controlled mode?

Use-case description, system
boundary

Identity design, service
account inventory

Access policies, role
definitions, authorization tests

Encryption, masking, key
management, retention
controls

Data flow records, privacy
assessment, metadata

Service review, contractual
controls, data flow

Application controls, retrieval
authorization, tool policies

Workflow design, approval
records, user testing

Evaluation plan, test results,
limitations

Logs, alerts, incident
procedures

RACI or responsibility model,
approvals

Fallback design, recovery tests,
suspension procedure

The assessment should result in a prioritized control plan. Each identified gap should
have an owner, a target state, and a means of verification. High-impact unresolved risks
should be escalated through the organization’s established governance process.

Key Takeaways

1. Security, privacy, and responsible Al are architectural responsibilities that must
be addressed throughout the data and Al lifecycle.
2. Modern data environments expand the attack surface through distributed plat-
forms, data copies, external services, retrieval systems, model endpoints, and

agents.

3. Identity, least privilege, defense in depth, secure defaults, and continuous verifica-
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tion provide important foundations for enterprise security.

4. Privacy engineering translates purpose, minimization, appropriate use, retention,
and accountability requirements into practical data and platform designs.

5. Metadata and classification help identify sensitive information, but they become
effective controls only when connected to enforcement and operational processes.

6. Generative Al and agentic systems require independent authorization for retrieval
and actions. A model should not be treated as the authority for access or execution.

7. Human oversight must be meaningful, supported by evidence, authority, and ap-
propriate workflow design.

8. Responsible Al evaluation should reflect the intended use, affected users, likely
failure modes, and consequences of error.

9. Security and privacy controls should be reusable and embedded into platform pat-
terns so that delivery teams can apply them consistently.

10. The Enterprise Data Architect helps connect business purpose, information flows,

technical controls, and organizational accountability into a coherent architecture.

Architect’s Reflection

Consider an Al-enabled data solution in your organization. Can you identify every place
where information enters, moves, is transformed, and is used? Do you know which iden-
tities can access it? Are the permissions enforced independently of the AI model? Can
you explain what happens when the system retrieves information that the user is not
authorized to see, or when an agent attempts an action beyond its approved authority?

Then consider privacy and responsible use. Is the information necessary for the purpose?
Are its permitted uses understood? Can users recognize the limitations of the system? Is
there a meaningful way to challenge, review, or stop a consequential action?

Security, privacy, and responsible Al are sometimes described as constraints on innova-
tion. A more useful architectural perspective is that they establish the conditions under
which innovation can be trusted and sustained. They make it possible for the enterprise to
use data and Al without losing control of its information, responsibilities, and decisions.

The architect’s role is not to own every specialist control. It is to ensure that those controls
are reflected in the architecture, connected to business requirements, and supported by
systems that can demonstrate how they operate.



CHAPTER 19

Data Quality, Observability,
and Trust Engineering

This chapter examines how enterprises move beyond treating data quality as a periodic
cleanup activity and establish trust as an engineered, measurable property of data prod-
ucts and platforms. It connects quality practices with observability, operational reliabil-
ity, governance, and the requirements of analytics and AL

Introduction

Enterprise data architecture is not successful simply because data can be collected, stored,
integrated, and made available. Data must also be sufficiently accurate, complete, timely,
consistent, understandable, and appropriate for its intended use. When these properties
are uncertain, downstream teams compensate through manual checks, duplicated logic,
reconciliation exercises, and cautious interpretation. The resulting architecture may be
technically operational while remaining difficult to trust.

The challenge becomes more consequential as organizations expand their use of
self-service analytics, data products, machine learning, generative Al, and automated
decision-making. A delayed dashboard can frustrate a business user; an inaccurate
customer attribute can distort a risk model; an incomplete document collection can
weaken a retrieval-augmented generation system; and an unobserved pipeline failure
can propagate incorrect information across multiple domains. In each case, the issue
is not merely a defect in a dataset. It is a failure to make the data lifecycle sufficiently
observable and controlled.

This chapter presents data quality, observability, and trust engineering as connected ar-
chitectural capabilities. Data quality defines the properties that information must satisfy.
Observability provides evidence about the behavior and condition of data systems and
products. Trust engineering combines expectations, controls, accountability, and oper-
ational feedback so that users can understand whether data is suitable for a particular
purpose.

The chapter uses Meridian Financial Group, a fictional global financial services organiza-
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tion, to illustrate how these capabilities can be designed across a complex enterprise. Its
experience demonstrates that trust cannot be established through a single tool or central
quality team. It requires clear ownership, measurable expectations, reusable platform ca-
pabilities, and a practical connection between technical signals and business impact.

19.1 From Data Quality to Trust Engineering

Data quality has traditionally been approached as a set of validation activities performed
during data integration, warehouse loading, or report development. Teams define rules,
identify records that fail those rules, and correct or exclude the affected data. These ac-
tivities remain important, but they are not sufficient for a modern enterprise.

Data now moves through distributed platforms, domain-owned products, streaming ser-
vices, cloud storage, analytical environments, and Al applications. A dataset can be valid
at ingestion and become stale later. A field can satisfy a technical constraint while repre-
senting the wrong business meaning. A pipeline can complete successfully while silently
omitting a source population. A model can produce a plausible result using information
that is outdated or unauthorized for the requesting user.

Trust engineering broadens the problem. Instead of asking only whether a dataset passed
a set of tests, the architect asks whether the enterprise can establish, communicate, and
maintain confidence in the data for a defined use. That confidence must be supported by
evidence. It cannot depend solely on a producer’s assertion that a dataset is reliable.

Trust is also contextual. A customer address may be adequate for broad geographic re-
porting but unsuitable for a regulated communication process. A transaction feed that
arrives every hour may support operational monitoring but not a use case requiring near-
real-time fraud detection. A document collection may be appropriate for internal search
but not for an automated decision unless its authority, permissions, and currency are
established.

The architectural implication is that quality expectations should be connected to intended
use. The same data asset may have multiple consumers with different requirements.
Those requirements should be explicit, owned, measurable, and visible to consumers.
Trust engineering therefore combines four activities: defining expectations, implement-
ing controls, observing actual behavior, and responding when evidence indicates a prob-
lem. These activities form a continuous lifecycle rather than a final validation step.

19.2 Understanding the Dimensions of Data Quality

Data quality is multidimensional. Organizations often begin with familiar dimensions
such as accuracy, completeness, consistency, timeliness, validity, and uniqueness. These
dimensions provide a useful vocabulary, but their definitions must be adapted to business
context.

Accuracy concerns whether a value correctly represents the real-world entity or event it
is intended to describe. Completeness concerns whether required information is present,
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including whether expected records or populations are represented. Consistency con-
cerns whether values and relationships align across systems, datasets, and business rules.
Timeliness concerns whether information is available within the period required by its
intended use. Validity concerns whether values conform to defined formats, domains,
and business constraints. Uniqueness concerns whether records that should represent
distinct entities or events are duplicated.

These dimensions are related but not interchangeable. A dataset may be complete but
inaccurate, valid but stale, or unique but inconsistent with an authoritative source. A
single score can conceal these distinctions. For architecture and governance, it is more
useful to preserve the individual measures and explain how they affect the consumer’s
use case.

Consider a customer dataset containing one million records. A completeness measure
might show that 99.8 percent of records contain a country code. That result does not
establish that the codes are accurate, current, or aligned with the organization’s refer-
ence values. Nor does it indicate whether the remaining 0.2 percent are concentrated in
a particular region or customer segment. A useful quality assessment must interpret the
measurement in context.

The architect should also distinguish intrinsic data properties from service expectations.
Completeness and validity describe characteristics of the data. Availability and freshness
may describe the behavior of the data product or platform that provides it. Both matter to
trust, but they should not be conflated. A technically available product can expose poor-
quality information; a high-quality dataset can be inaccessible when a consumer needs
it.

19.3 Defining Quality Requirements Around Business
Use

Quality rules are most meaningful when derived from business processes, decisions, and
obligations. A generic rule catalog can help standardize common checks, but it cannot
determine the appropriate threshold for every data product.

A practical approach begins by identifying the intended consumers and uses of a data
product. The owner then determines which quality dimensions are material, what con-
stitutes acceptable performance, how the condition will be measured, and what happens
when the requirement is not met. These decisions should involve business owners and
technical stewards rather than being left entirely to a platform team.

For example, a customer identity product may require a defined level of completeness
for legal identity attributes, controls against duplicate customer identities, and reconcili-
ation with an authoritative source. A product used for exploratory analysis may tolerate
a different level of latency or missing optional attributes. A product used in a regulated
process may require documented provenance and a controlled correction process.

Quality requirements should be expressed as measurable expectations. “The data must
be accurate” is not operationally useful without a definition of accuracy, a measurement
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method, a threshold, and an accountable owner. A more actionable requirement might
state that a particular identifier must match an authoritative reference for a specified pro-
portion of eligible records, with exceptions reported and assigned for remediation.

Thresholds should not be selected only because they are easy to achieve. They should
reflect the consequences of failure, the characteristics of the source, the capabilities of the
process, and the needs of consumers. Where a threshold cannot be met, the exception
should be visible and the intended use reconsidered.

19.4 Data Quality Rules and Control Design

A data quality rule translates a business expectation into a testable condition. Rules can
be applied at different points in the data lifecycle: at source capture, ingestion, transfor-
mation, publication, consumption, or periodic review. The appropriate location depends
on where the relevant information is available and where a failure can be detected with
the least operational disruption.

Structural rules validate schemas, data types, required fields, and permitted values. Refer-
ential rules check whether relationships between records and reference datasets are valid.
Reconciliation rules compare counts, totals, or other measures across processing stages or
systems. Business rules test domain-specific conditions, such as whether a transaction’s
status and effective date are logically compatible. Statistical checks identify unexpected
distributions, ranges, or changes in patterns.

No single category is sufficient. Structural checks can detect a missing column but can-
not establish that a customer classification is semantically correct. Statistical checks can
detect an unusual shift but may not explain whether the shift represents a defect or a
genuine business event. Reconciliation can reveal a discrepancy while leaving the cause
unresolved.

Controls should be designed with an explicit response. Some failures should block pub-
lication because they threaten correctness or compliance. Others may permit publication
with a warning, an exception record, or a restricted usage status. A non-critical optional
attribute should not necessarily stop an entire product from being delivered. Conversely,
a failed control on a key financial measure may require immediate containment.

The architecture should therefore distinguish between detection, severity assessment,
and enforcement. A rule detects a condition; a policy determines its significance; and an
operational workflow coordinates the response. Keeping these concerns distinct makes
controls easier to maintain as requirements evolve.

19.5 Data Observability as an Architectural Capability

Data observability is the ability to understand the condition and behavior of data systems
and products through signals collected across their lifecycle. It extends beyond checking
whether a pipeline completed. A successful job may still produce incomplete, duplicated,
delayed, or semantically incorrect output.
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A mature observability capability combines several categories of signals. Freshness in-
dicates whether data has arrived or been updated within the expected interval. Vol-
ume measures whether the number of records or events is consistent with expectations.
Schema monitoring identifies changes in structure, types, and field availability. Distri-
bution monitoring detects changes in values and statistical patterns. Lineage connects
outputs to upstream sources and transformations. Operational signals reveal pipeline
failures, duration, resource consumption, retries, and dependency health.

These signals become more useful when interpreted together. A sudden reduction in
record volume may be caused by a source outage, a filter change, a legitimate seasonal
pattern, or a broken upstream dependency. Freshness and lineage information can help
narrow the investigation. Schema changes may explain why a transformation began drop-
ping records. A pipeline execution log alone would not provide this context.

Observability should be designed into the platform and data products, not added only af-
ter incidents occur. Instrumentation, metadata capture, lineage, quality checks, and alert
routing should be part of standard engineering practices. This reduces the burden on
individual teams and creates a consistent operational view across the enterprise.

At the same time, observability is not equivalent to collecting every possible metric. Exces-
sive signals without ownership or action can create noise. The architect should prioritize
measurements that help determine whether a product meets its commitments, identify
the likely location of failure, and support a defined response.

19.6 Data Product Service-Level Objectives and
Agreements

Data products need operational expectations that consumers can understand. Service-
level indicators are measurements of actual behavior, such as freshness, availability, com-
pleteness, or successful delivery. Service-level objectives define target levels for those in-
dicators over a specified period. Service-level agreements may formalize commitments
between providers and consumers, particularly where the product supports a critical
business process.

A data product’s expectations should cover more than platform uptime. A storage service
can be available while the data it contains is stale. A pipeline can meet its execution sched-
ule while failing a critical reconciliation check. Product commitments should therefore
reflect the characteristics that matter to consumers.

For example, a customer activity product might define a freshness objective, a publication
availability objective, and a quality objective for selected fields. It may also define how
incidents are communicated and how consumers can identify affected time periods. The
exact objectives should be based on the product’s use and operating model rather than
copied from another product.

Not every data product requires a formal agreement. The level of formality should be
proportionate to business criticality, regulatory exposure, and the number of dependent
consumers. However, even lightweight products benefit from documented expectations.
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Without them, consumers cannot distinguish a defect from an accepted limitation, and
producers cannot prioritize remediation consistently.

A useful service commitment also defines exclusions and dependencies. If a product de-
pends on a source system that publishes only once per day, its freshness commitment
must reflect that constraint. If consumers apply additional transformations, the producer
should clarify where its responsibility ends and the consumer’s begins.

19.7 Data Quality in Batch, Streaming, and
Event-Driven Systems

Quality engineering differs across processing patterns. In batch systems, validation of-
ten occurs at defined processing boundaries. A pipeline can compare input and output
counts, validate business rules, and prevent publication until required checks complete.
Batch processing also supports repeatable reconciliation and controlled reprocessing, al-
though late-arriving data and backfills can complicate the picture.

Streaming systems introduce continuous arrival, variable event time, out-of-order events,
duplicates, and changing source behavior. Quality controls must account for these char-
acteristics. A streaming architecture may need to distinguish processing time from event
time, handle late events, preserve idempotency, and identify periods when source deliv-
ery is incomplete. A momentary drop in event volume may be an operational incident or
a normal fluctuation, depending on the business context.

In event-driven architectures, schema compatibility and contract adherence are especially
important. A producer change can affect multiple downstream consumers, often without
a coordinated release. Schema registries, compatibility checks, versioning practices, and
consumer-driven testing can reduce this risk, but they do not replace semantic review. A
schema can remain technically compatible while a field’s meaning changes.

The architect should avoid imposing identical control patterns on every processing
model. Batch, streaming, and event-driven systems need common principles but differ-
ent mechanisms. The shared objective is to make data behavior measurable, failures de-
tectable, and recovery predictable.

19.8 Data Lineage, Root-Cause Analysis, and Impact
Assessment

Lineage is central to trust because it explains where data originated, how it changed,
and which downstream assets depend on it. Technical lineage may capture tables, files,
jobs, queries, and transformations. Business lineage connects those technical elements to
business concepts, reports, products, and decisions.

When a quality incident occurs, lineage supports two important questions: what caused
the problem, and what might be affected? If a source field changes or an upstream dataset
becomes incomplete, the enterprise needs to identify downstream products and pro-
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cesses that rely on it. Without lineage, teams may spend substantial time tracing depen-
dencies manually, and some impacts may remain undiscovered.

Lineage should be captured as close to automatically as possible. Manual documenta-
tion can provide important business context, but it is difficult to keep synchronized with
frequently changing pipelines. Automated metadata capture from orchestration systems,
transformation frameworks, query engines, and data platforms can provide a technical
foundation. Business owners and stewards can then add definitions, criticality, and usage
context.

Lineage is not a substitute for investigation. A dependency graph may show that a report
consumes a particular table, but it may not reveal whether the affected records were used
in a specific decision. The architecture should therefore connect lineage with run history,
quality results, incident records, and where appropriate, decision or model usage meta-
data.

Impact assessment should consider both technical reach and business consequence. A
defect in a widely used but low-criticality dataset may have a different response priority
from a defect in a smaller dataset used for a regulated decision. This distinction helps the
organization respond proportionately.

19.9 Data Quality, Metadata, and the Enterprise Catalog

Metadata gives meaning to quality signals. A metric such as “98 percent complete” is
difficult to interpret without knowing which field was measured, which records were
included, what rule was applied, and who owns the result. A catalog can bring together
product descriptions, business definitions, technical schemas, ownership, lineage, classi-
fications, quality measurements, and access information.

The catalog should not become a passive inventory. Its value comes from supporting dis-
covery and action. A consumer should be able to understand what a product represents,
whether it is approved for a particular use, what its known limitations are, and how to
contact its owner. A producer should be able to review quality trends, investigate inci-
dents, and communicate changes.

Metadata management also requires lifecycle discipline. Definitions, ownership, classifi-
cations, and quality expectations can become stale as products evolve. The architecture
should establish how metadata is created, reviewed, versioned, and retired. Automated
discovery can reduce manual effort, but business meaning and accountability still require
human stewardship.

For Al systems, metadata has an additional role. Retrieval and model workflows may
depend on source authority, document dates, access restrictions, sensitivity, and prove-
nance. These properties should travel with the data or remain accessible through gov-
erned metadata services. A technically relevant document is not necessarily an autho-
rized or current source for a given user or task.
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19.10 Trust Engineering for Al and Generative Al

Al systems create new trust requirements because they consume data in ways that may be
probabilistic, context-dependent, and difficult to inspect through conventional applica-
tion testing alone. A model’s output quality depends partly on the data used for training,
retrieval, grounding, evaluation, and ongoing operation.

For machine learning, data quality affects feature correctness, representativeness, label
reliability, and the stability of model behavior. Changes in source distributions may in-
dicate data drift or changes in the underlying business environment. Monitoring should
distinguish between data quality incidents and legitimate changes in the population be-
ing modeled.

For retrieval-augmented generation, trust depends on the quality and authority of the
knowledge sources, the completeness of ingestion, chunking and metadata practices, ac-
cess filtering, retrieval relevance, and the relationship between retrieved evidence and
generated responses. A retrieval system can operate without errors while consistently
retrieving outdated or irrelevant content. Operational success is therefore not proof of
answer reliability.

Generative Al also requires evaluation beyond conventional data checks. Teams should
test whether answers are grounded in approved sources, whether citations point to rel-
evant evidence, whether access restrictions are respected, and whether the system ap-
propriately expresses uncertainty when evidence is insufficient. Human review may be
required for high-impact uses.

Agentic systems add further concerns. Agents may retrieve information, call tools, update
systems, or initiate workflows. Trust must therefore include the quality of inputs, the
authority of actions, the reliability of tool responses, and the traceability of decisions. A
flawed data product can become an operational risk when an agent is permitted to act on
it.

The Enterprise Data Architect should work with Al, security, risk, and business teams to
define trust controls across the full lifecycle. These controls should connect source qual-
ity and provenance to retrieval, model evaluation, application behavior, and operational
monitoring.

19.11 Incident Management and Continuous
Improvement

Quality and observability controls create value only when the organization can respond
effectively to the signals they produce. An incident process should define how problems
are detected, classified, assigned, investigated, communicated, resolved, and reviewed.

Not every failed check should generate the same response. Severity should reflect the
affected data, the number and importance of consumers, the duration of the issue, the
possibility of incorrect decisions, and any regulatory or contractual obligations. A failed
optional-field check may be recorded for routine remediation. A defect affecting a critical
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financial measure may require immediate containment and notification.

Incident handling should preserve evidence. Teams need to know which product version,
source records, pipeline execution, rule version, and consumers were affected. Where ap-
propriate, they should be able to identify whether downstream outputs need correction
or republication. Reprocessing should be controlled so that a remediation does not intro-
duce duplicates or overwrite valid information.

A blameless review can help identify systemic causes without removing accountability.
The objective is not to excuse preventable failures but to understand why the architecture,
controls, or operating model allowed them to occur. Repeated incidents may indicate that
a rule is poorly designed, ownership is unclear, platform capabilities are insufficient, or
incentives favor delivery speed over reliability.

Continuous improvement should be based on trends, not only individual incidents. Re-
peated freshness breaches, recurring schema failures, unresolved quality exceptions, or
growing manual reconciliation effort can reveal architectural weaknesses. These trends
can inform investment priorities and platform roadmaps.

19.12 Operating Model and Accountability for Data
Trust

Trust engineering is a shared responsibility, but shared responsibility must not become
unassigned responsibility. Data product owners should be accountable for the prod-
uct’s purpose, quality expectations, and consumer communication. Domain data stew-
ards should help define business meaning and quality rules. Data engineers should im-
plement and operate pipelines and technical controls. Platform teams should provide
reusable observability, metadata, testing, and incident capabilities. Governance and risk
functions should establish policies and review requirements for critical or regulated uses.

The Enterprise Data Architect connects these roles through standards and design deci-
sions. The architect helps define common quality dimensions, metadata requirements,
lineage practices, observability patterns, and escalation mechanisms. The architect also
ensures that local implementations can interoperate without forcing every domain into
an identical technology stack.

A federated operating model is often appropriate for large enterprises. Central teams pro-
vide shared capabilities and minimum controls, while domain teams own the meaning
and quality of their products. This arrangement requires clear decision rights. For exam-
ple, the enterprise may define mandatory metadata and security classifications, while a
domain determines the detailed quality rules for its customer or transaction products.

Accountability should be visible in the product itself. Consumers should not have to dis-
cover ownership through informal networks. Ownership, support routes, known limita-
tions, and incident procedures should be published with the product’s documentation
and metadata.
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19.13 Measuring the Effectiveness of Trust Engineering

A trust engineering program should measure whether it improves the reliability and us-
ability of data, not simply how many rules or dashboards have been created. A large
number of checks can indicate activity without demonstrating business value.

Useful measures include the proportion of critical products with defined owners and
measurable quality expectations, the rate of freshness or availability objective attainment,
the frequency and duration of quality incidents, the time required to detect and resolve
issues, and the proportion of critical data assets with usable lineage. Organizations may
also measure recurring manual reconciliation effort, unresolved exceptions, and the num-
ber of downstream consumers affected by incidents.

Metrics should be interpreted carefully. A rising incident count may indicate worsening
quality, but it may also reflect improved detection. A falling count may indicate improve-
ment or a loss of observability. Similarly, a high pass rate may result from weak rules
rather than excellent data. Measurement systems should include context, definitions, and
review of unintended incentives.

The most useful measures connect technical performance with business impact. For ex-
ample, a reduction in the time needed to identify affected reports after a source defect can
demonstrate the value of lineage and incident integration. A reduction in manual recon-
ciliation can indicate that quality controls are becoming more dependable. A product’s
objective attainment can help consumers make informed decisions about its suitability.

19.14 Reference Architecture for Data Quality and
Observability

A reference architecture for trust engineering should integrate controls across the data
lifecycle. At the source layer, systems expose data and operational signals. Ingestion and
transformation services apply schema, contract, and quality checks. Processing and or-
chestration platforms capture execution metadata, dependencies, and lineage. Data prod-
ucts publish quality measurements and service expectations alongside their data and
documentation.

A metadata and observability layer aggregates signals from pipelines, storage systems,
transformation engines, catalogs, and monitoring services. It provides a shared view of
freshness, volume, schema, distribution, lineage, and operational health. Policy and rule
services define reusable controls, while domain teams maintain business-specific expec-
tations. Alerting and incident workflows route significant failures to accountable owners
and support investigation and remediation.

Consumers access products through governed interfaces and discover the product’s def-
initions, quality status, lineage, limitations, and support arrangements. Al applications
use the same trust foundation, supplemented by retrieval evaluation, model monitoring,
and controls over the use of sensitive or restricted information.

The architecture should support both centralized visibility and domain accountability. A



Data Quality, Observability, and Trust Engineering 365

central observability capability can provide consistent monitoring and enterprise-wide
impact analysis, while product teams retain responsibility for their data and remedia-
tion. This avoids two common extremes: fragmented monitoring in which no one can
see enterprise-wide dependencies, and centralized quality operations that become bot-
tlenecks for every domain.
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Figure 19.1 - Enterprise Data Trust Engineering Reference Architecture

19.15 Data Quality and Trust Engineering at Meridian
Financial Group

Meridian Financial Group has expanded its cloud data platform, but its data quality prac-
tices remain uneven. Some business units maintain detailed validation rules, while oth-
ers rely on manual reconciliation and local knowledge. The organization has several cus-
tomer datasets with overlapping definitions, and consumers cannot always determine
which product is authoritative for a particular use. Operational monitoring focuses pri-
marily on pipeline completion, leaving gaps in freshness, completeness, and downstream
impact visibility.

The issue becomes apparent when a customer reporting product shows a sudden decline
in activity for one region. The pipeline reports a successful run, but the output contains
fewer records than expected. Analysts initially suspect a business trend. Further investi-
gation reveals that an upstream source changed a status code, causing a transformation
to exclude a category of valid records.

The incident exposes several architectural weaknesses. The source contract did not com-
municate the semantic change. The transformation lacked a control for unexpected dis-
tribution changes. The product did not publish a freshness or completeness status that
would alert consumers to the issue. Lineage existed in fragments, so the team had diffi-
culty identifying all affected reports.

Meridian responds by establishing a trust engineering approach for its critical data



366 THe ENTerpRIise DATA ARCHITECT IN THe Ace of Al

products. Product owners define intended uses and quality expectations with business
stewards. The platform team provides standard instrumentation for freshness, volume,
schema, and pipeline execution. Domain teams implement business-specific validation
and reconciliation rules. A shared catalog exposes ownership, lineage, quality status, and
known limitations.

The organization also introduces a severity-based incident process. A failed check does
not automatically block every product, but controls associated with critical financial and
regulatory uses can prevent publication or trigger escalation. Consumers receive notifica-
tions when a product’s status changes, and affected downstream assets can be identified
through lineage.

For Meridian’s Al initiatives, the same foundation is extended to knowledge retrieval and
model workflows. Approved knowledge sources are tagged with ownership, authority,
sensitivity, and effective dates. Retrieval evaluations test whether the system returns rel-
evant and permitted content. Al application teams can see source and evaluation status
rather than treating successful model invocation as proof of trustworthy output.

The transformation does not eliminate all data defects. Instead, it makes expectations
explicit, failures more detectable, impact easier to assess, and remediation more account-
able. Meridian begins to treat trust as a property of its data products and operating model
rather than as a final sign-off performed by a separate quality team.

19.16 Practical Artifact: Enterprise Data Trust
Assessment

The Enterprise Data Trust Assessment helps an architect evaluate whether a data product
or platform has the capabilities required to establish and maintain trust. It can be applied
to an individual product, a domain, or an enterprise platform. The assessment should be
completed with product owners, data stewards, engineers, platform teams, and relevant
risk stakeholders.

Assessment area Questions to evaluate Evidence to collect

Intended use Are consumers and supported Product description, consumer
use cases documented? Are inventory, use-case
limitations clear? documentation

Ownership Is an accountable owner Ownership metadata, operating
identified? Are support and procedures
escalation routes defined?

Quality dimensions Are material dimensions Quality requirements, business
defined in business terms? definitions

Quality rules Are rules measurable, Rule catalog, test definitions,
versioned, and linked to execution results

business expectations?
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Assessment area

Questions to evaluate

Evidence to collect

Service expectations

Observability

Lineage

Metadata

Incident response

Al readiness

Continuous improvement

Are freshness, availability, and
quality objectives defined
where needed?

Are freshness, volume,
schema, distribution, and
operational health monitored
appropriately?

Can teams trace critical
products to sources and
identify downstream
dependencies?

Are definitions, classifications,
ownership, and known
limitations maintained?

Are failures classified,
assigned, communicated, and
reviewed?

Are provenance, permissions,
evaluation, and source quality
addressed for Al use?

Are recurring problems
analyzed and improvements
tracked?

Product objectives, service
reports

Dashboards, alert definitions,
monitoring records

Technical and business lineage

Catalog records, metadata
review history

Incident records, runbooks,
post-incident reviews

Retrieval evaluations, model
data documentation, access
controls

Trend reports, remediation
backlog, improvement
measures

The assessment should not be reduced to a single maturity score without context. A prod-
uct may have strong operational monitoring but weak business definitions, or compre-
hensive quality rules but no effective incident process. The purpose is to reveal the gaps
that matter for the product’s intended use and to establish a prioritized improvement

plan.

A useful output is a short trust profile that states what the product is suitable for, what
controls support that conclusion, what limitations remain, and who is accountable for
addressing them. This profile can be published with the product and updated as the

product evolves.

19.17 Key Takeaways

1. Data quality, observability, and trust engineering are connected architectural ca-
pabilities. Quality defines the properties data must satisfy; observability provides
evidence about data and platform behavior; trust engineering turns expectations and
evidence into accountable operational practice.

2. Quality requirements should be derived from business use rather than applied
as generic thresholds. Accuracy, completeness, consistency, timeliness, validity, and
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uniqueness describe different properties and should be measured in ways that pre-
serve their meaning.

3. Successful pipeline execution does not prove that the resulting data is trustworthy.
Observability must include data-level signals such as freshness, volume, schema, and
distribution, together with lineage and operational health.

4. Data products should publish expectations, ownership, limitations, and quality
status in forms consumers can understand. Service objectives should reflect business
criticality and actual source capabilities.

5. Lineage supports root-cause analysis and downstream impact assessment. Meta-
data gives quality signals meaning and helps consumers understand authority, prove-
nance, and permitted use.

6. Al systems increase the importance of trust engineering. Source quality, retrieval
relevance, provenance, permissions, evaluation, and operational monitoring all con-
tribute to whether Al outputs can be relied upon for a particular purpose.

7. Trust is a shared responsibility, but accountability must be explicit. Domain teams
own business meaning and product quality; platform teams provide reusable capa-
bilities; governance and risk functions define oversight; and enterprise architects con-
nect these responsibilities through coherent standards and architecture.

Architect’s Reflection

When a data product is described as trusted, what evidence supports that description?
Is the claim based on a documented quality expectation, a history of reliable operation,
an accountable owner, and an understood set of limitations—or is it based primarily on
reputation and familiarity?

As an Enterprise Data Architect, consider where your organization detects defects today.
Are problems found before publication, by downstream consumers, or only after a busi-
ness decision has been affected? Can teams trace an incident to its source and identify
the consumers that may be affected? Do quality measures reflect business meaning, or
are they limited to technical checks that are easy to automate?

Finally, consider whether your architecture makes trust visible. A trustworthy enterprise
is not one in which data defects never occur. It is one that understands what its data is
intended to support, makes relevant risks observable, responds proportionately when
expectations are not met, and learns from failures.



CHAPTER 20

Enterprise Data and Al
Operating Model

Introduction

Enterprise data architecture does not operate in isolation from the organization around it.
A well-designed architecture can still fail if ownership is unclear, decision rights are frag-
mented, platform teams are disconnected from business domains, governance is treated
as a separate bureaucracy, or funding models make it difficult to sustain shared capabil-
ities.

The emergence of cloud platforms, data products, generative Al, and agentic systems has
made the operating model even more important. Traditional organizations often sepa-
rated application development, infrastructure, data management, analytics, security, and
governance into distinct functions. Modern enterprise architecture increasingly requires
these capabilities to work together around shared information assets, reusable platforms,
and business outcomes.

The operating model defines how this happens.

It establishes who owns data, who builds and operates platforms, who defines enterprise
standards, who makes architectural decisions, who manages risk, who funds shared capa-
bilities, and how business domains participate in the evolution of the data and Al ecosys-
tem. It also determines how quickly the organization can respond when technologies,
regulations, business priorities, or Al capabilities change.

For the Enterprise Data Architect, the operating model is therefore not an organizational-
chart exercise. It is an architectural concern. Organizational structures influence architec-
ture, and architecture in turn creates requirements for organizational accountability. This
chapter explores the operating model required to turn enterprise data and Al architecture
into an enduring organizational capability. It emphasizes federated ownership, platform
thinking, clear decision rights, domain accountability, reusable capabilities, measurable
outcomes, and continuous architectural evolution.

369
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20.1 From Architecture to Operating Model

Architecture describes how capabilities, information, platforms, applications, and con-
trols fit together. An operating model describes how people and teams continuously
make that architecture work.

This distinction is important because architecture has a lifecycle. Data products must be
maintained. Platforms must be upgraded. Security policies must evolve. Metadata must
remain current. Quality issues must be resolved. Al applications must be evaluated and
monitored. New domains must be onboarded. Existing systems must eventually be re-
tired.

If the operating model does not assign responsibility for these activities, the architecture
gradually deteriorates.

In traditional environments, many data responsibilities were embedded in individual
application or database teams. A reporting team might own extracts, an application team
might own operational data, and a centralized data warehouse team might own analytical
structures. These arrangements can work at smaller scale, but they often create ambiguity
when the same business concept is distributed across multiple platforms.

Modern data architecture requires a stronger distinction between ownership and imple-
mentation. The business domain should generally own the meaning and quality expec-
tations of important data, while specialized technology teams provide the platforms and
engineering capabilities required to deliver it. This leads to a fundamental operating-
model principle:

The teams closest to the business meaning of data should have meaningful accountability
for that data, while shared technology capabilities should be provided as reusable enterprise
services.

The principle does not imply that every domain must build its own technology stack. In
fact, the opposite is usually more sustainable. Domains should own their information
and data products while leveraging common platforms, security controls, observability,
metadata services, and engineering standards.

20.2 Centralized, Federated, and Hybrid Operating
Models

Organizations commonly move through several operating-model patterns as their data
environments mature.

A centralized model places most data architecture, engineering, governance, and plat-
form responsibilities in a central organization. This approach can provide strong consis-
tency and simplify early platform development. It can also create bottlenecks when every
new data requirement must pass through a central team.

A decentralized model distributes ownership almost entirely to business units or tech-



Enterprise Data and Al Operating Model 371

nology teams. This can improve responsiveness and domain knowledge, but it can also
produce duplicated platforms, inconsistent definitions, fragmented governance, and in-
compatible data products. A federated model attempts to combine the strengths of both.
Domains own business data and data products, while enterprise teams establish common
standards and provide shared capabilities. Decision rights are distributed according to
the nature of the decision.

In practice, many large enterprises use a hybrid arrangement. Some capabilities remain
centralized because they require enterprise-wide control or economies of scale. Identity,
security, shared metadata services, platform infrastructure, enterprise architecture stan-
dards, and certain regulatory controls are common examples. Other responsibilities are
distributed to domains because they depend heavily on business context.

The appropriate balance varies by organization. The objective is not to select a particular
organizational fashion but to place decisions at the level where the required knowledge,
accountability, and authority exist.

20.3 The Domain as a Unit of Data Accountability

Business domains provide a useful boundary for assigning data accountability because
they correspond to meaningful areas of business responsibility. Examples might include
customer, payments, lending, finance, supply chain, human resources, or risk. A domain
understands the business processes that create its data, the meaning of important entities,
the consumers of that information, and the consequences of poor quality. Domain own-
ership does not mean that every domain creates an independent architecture. It means
that the domain is accountable for the information it publishes.

A domain should therefore be able to answer several basic questions. What does this data
represent? Who owns it? Which systems create it? Which attributes are authoritative?
What quality expectations apply? Who consumes it? What restrictions govern its use?
How frequently does it change? What happens when it becomes unavailable or incorrect?

These questions become especially important in a data-product-oriented architecture. A
data product should not simply be a technical dataset published to a platform. It should
represent a defined business capability or information need, with an owner, documented
semantics, quality expectations, access controls, and a supported interface.

The domain model also creates a natural connection between data architecture and busi-
ness architecture. Data ownership should align with business accountability rather than
being determined solely by which technology system happens to store the data.

20.4 Enterprise Data and Al Roles

A modern operating model requires a clear distinction between roles while encouraging
collaboration across them:

e The Enterprise Data Architect defines enterprise-level information and data architec-
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ture, establishes architectural principles, connects domain architectures, and ensures
that data capabilities support business strategy. The role increasingly extends into
Al architecture because Al depends on data, metadata, semantics, governance, and
platform capabilities.

e The Domain Data Architect translates enterprise principles into domain-specific ar-
chitecture. This role understands the domain’s information structures, applications,
data products, integration patterns, and analytical needs.

e The Data Product Owner is accountable for the business purpose and lifecycle of a
data product. The product owner works with consumers, defines priorities, and en-
sures that quality, usability, documentation, and service expectations are maintained.

e The Data Steward focuses on business meaning, definitions, quality rules, metadata,
and appropriate use. Stewardship should be connected to actual business responsi-
bility rather than treated as purely administrative work.

e The Data Engineer implements and operates pipelines, transformations, data prod-
ucts, and engineering controls. Increasingly, data engineers also participate in plat-
form engineering and infrastructure automation.

e The Data Platform Engineer provides reusable capabilities such as storage, compute,
orchestration, streaming, metadata integration, observability, security controls, and
developer tooling.

e The AI Architect or AI Engineering Team designs Al-specific capabilities, including
model integration, retrieval, evaluation, prompt and context management, agent ar-
chitectures, and Al application platforms.

e The Security, Privacy, Risk, and Responsible AI Functions establish controls, as-
sess risk, and provide oversight appropriate to the organization’s regulatory and risk
environment.

These roles should not operate as isolated functions. Their effectiveness depends on
shared decision processes and common architectural artifacts.

20.5 Platform Teams as Internal Product Teams

One of the most important changes in modern data operating models is the shift from
infrastructure teams to platform product teams. A traditional infrastructure team may
be measured by whether servers, storage, or databases are available. A platform product
team is responsible for creating capabilities that make other teams more productive and
reliable. The distinction matters. Data teams need more than infrastructure. They need
reusable ingestion patterns, orchestration, security integration, observability, metadata,
lineage, testing frameworks, deployment automation, cost visibility, and standardized
interfaces to cloud services.

A platform team should therefore treat its users as customers. It should understand the
needs of domain data teams, application developers, analysts, Al engineers, and gover-
nance functions. It should provide documentation, onboarding, support, usage metrics,
service expectations, and a roadmap.

Platform-as-product thinking also discourages unnecessary centralization. A platform
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team should provide reusable capabilities rather than become the team through which
every data change must pass.

The Enterprise Data Architect plays an important role in defining the boundary between
platform capabilities and domain responsibilities. If the boundary is too centralized, do-
mains lose autonomy. If it is too fragmented, the organization duplicates expensive capa-
bilities and creates inconsistent controls.

20.6 Decision Rights and Architectural Governance

Operating models become ineffective when responsibility exists without authority.

A domain may be accountable for data quality but lack authority to change a source
application. A platform team may be responsible for reliability but have no control over
incompatible consumer behavior. An enterprise architect may define a standard that no
funding mechanism or governance process enforces.

Decision rights should therefore be explicit.

Enterprise architecture typically makes decisions about cross-domain standards, strate-
gic technology direction, interoperability, enterprise principles, and major architec-
tural risks. Domain architecture makes decisions about domain-specific implementation
within those boundaries. Product teams make decisions about product features, quality
improvements, and consumer priorities.

Governance should focus on decisions that genuinely require coordination. Not every
implementation detail needs enterprise approval. Excessive governance slows delivery
and encourages teams to bypass the architecture process.

A useful governance model distinguishes between mandatory standards, recommended
patterns, and local choices. Mandatory standards address areas such as security, privacy,
regulatory requirements, critical interoperability rules, and architectural principles. Rec-
ommended patterns provide proven approaches that teams can adopt unless they have
ajustified alternative. Local choices remain within the domain when enterprise-wide co-
ordination is unnecessary.

This distinction helps governance become an enabler rather than a gate.

20.7 Data Governance as an Embedded Operating
Capability

Modern data governance should not exist as a separate layer disconnected from engineer-
ing and product delivery.

Policies become effective when they are translated into architecture and operational con-
trols. A classification policy, for example, should connect to metadata, access controls, en-
cryption requirements, retention policies, and monitoring. A data quality policy should
connect to product expectations, automated tests, incident management, and steward-
ship.
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The operating model should therefore embed governance into normal delivery processes.

When a new data product is created, governance metadata should be established as part
of product onboarding. When a dataset is classified as sensitive, the relevant access and
protection controls should be applied through platform capabilities. When a quality rule
fails, the incident should flow through the same operational process used for other pro-
duction issues.

This approach reduces the perception that governance is paperwork added after engi-
neering is complete. It also changes the role of governance professionals. Instead of pri-
marily reviewing artifacts after the fact, governance teams increasingly work with archi-
tects and engineers to define policies that can be implemented through technology.

20.8 Funding and Financial Accountability

Operating models frequently fail because architecture responsibilities are defined with-
out corresponding funding mechanisms. Shared data platforms require ongoing invest-
ment. They need engineering teams, cloud resources, security capabilities, support, up-
grades, observability, and architecture governance. Data products also require continu-
ing ownership after initial delivery.

If shared capabilities are funded only through individual projects, teams may optimize
for short-term delivery and create fragmented solutions. A domain may build a local
capability because it cannot access central platform funding, even though the enterprise
would benefit from reuse.

A sustainable model distinguishes between investment in shared capabilities and invest-
ment in domain outcomes. Enterprise funding can support common platform services, se-
curity capabilities, metadata infrastructure, and foundational architecture. Domain fund-
ing can support product-specific requirements and business outcomes.

Cloud makes financial accountability especially important because consumption-based
costs can obscure architectural decisions. Platform teams should provide cost trans-
parency, while domains should understand the resources consumed by their products
and workloads.

FinOps therefore becomes part of the operating model rather than merely a financial
reporting exercise. Architecture decisions should consider not only technical feasibility
but also ownership of recurring costs.

20.9 The Data and Al Product Lifecycle

The operating model should define how data and Al products move through their life-
cycle. The lifecycle begins with an identified business need and an accountable owner.
Architecture determines whether existing capabilities can satisfy the need or whether a
new product or platform capability is required. During design, teams define informa-
tion concepts, interfaces, quality expectations, security classifications, consumers, and
operational requirements. During implementation, engineering teams build the product
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using approved platform capabilities and automated controls. Once deployed, the prod-
uct enters an operational lifecycle. Monitoring, quality management, incident response,
metadata maintenance, and consumer support become ongoing responsibilities.

Eventually, a product may need to be changed, replaced, or retired. Retirement requires
the same level of discipline as creation. Consumers must be identified, migration paths
established, retention requirements considered, and dependencies removed.

Al products introduce additional lifecycle activities. Models, prompts, retrieval indexes,
evaluation datasets, agent tools, and policies may all evolve independently. The operat-
ing model should establish ownership for each component and define how changes are
evaluated and released. The lifecycle perspective prevents the organization from treating
architecture as a one-time project deliverable.

20.10 Architecture Communities and Communities of
Practice

Distributed organizations need mechanisms for sharing architectural knowledge. Com-
munities of practice provide a forum where architects, engineers, stewards, analysts, Al
specialists, and governance professionals can discuss patterns, lessons learned, emerg-
ing technologies, and recurring problems. These communities should produce practical
outcomes. They can maintain reference architectures, reusable patterns, decision records,
implementation guidance, and examples. They can also identify areas where teams are
solving the same problem repeatedly and recommend a shared platform capability.

Communities of practice are especially valuable in rapidly changing areas such as AL
Technology evolves faster than formal standards processes can respond. A community
can create lightweight guidance while enterprise governance determines which prac-
tices become mandatory. The architect’s role in these communities is partly technical
and partly social. Influence increasingly comes from helping teams solve problems rather
than simply issuing standards.

20.11 Architecture Decision Records and Decision
Transparency

As architecture becomes more distributed, decision transparency becomes essential. Ar-
chitecture Decision Records provide a lightweight mechanism for documenting signifi-
cant choices, alternatives considered, constraints, and consequences. They are especially
valuable when different teams make decisions that affect shared data or platform capabil-
ities. A useful decision record does not attempt to document every implementation detail.
It captures the reasoning behind decisions that future teams may need to understand.

For example, a domain may choose to expose a data product through a particular inter-
face because it supports both batch and streaming consumers. Another team may choose
a specific storage architecture because of regulatory residency requirements. A platform
team may establish a common observability standard because inconsistent monitoring
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has created operational risk.

Decision records make these choices visible and reduce the tendency to repeatedly revisit
settled questions. They also provide historical context when technology or organizational
circumstances change.

20.12 Skills and Workforce Evolution

The operating model must evolve alongside the skills of the workforce. The modern En-
terprise Data Architect needs more than knowledge of data modeling and database tech-
nologies. The role increasingly requires understanding of cloud architecture, distributed
systems, data products, security, governance, metadata, Al, financial management, orga-
nizational design, and business strategy.

Data engineers need stronger software engineering and platform skills. Analysts increas-
ingly work with governed data products rather than directly navigating complex ware-
house structures. Business stewards need enough technical understanding to work effec-
tively with engineers. Al engineers need stronger awareness of data governance, prove-
nance, privacy, and enterprise architecture.

The organization should therefore treat capability development as an architectural invest-
ment. Training alone is not sufficient. People learn effectively when the operating model
provides opportunities to practice new capabilities, reusable patterns, mentoring, and
communities of practice. Architecture standards should be accompanied by implemen-
tation guidance and examples. The goal is not to make every professional an expert in
every discipline. It is to create enough shared understanding that cross-functional teams
can collaborate without requiring constant translation between organizational silos.

20.13 The Operating Model for Al

Al introduces a particularly important operating-model question: who owns enterprise
Al capability?

If every business unit builds its own Al applications independently, the organization
may quickly accumulate duplicated model integrations, inconsistent security controls,
fragmented knowledge stores, and incompatible evaluation practices. A centralized Al
platform team can provide shared model access, security controls, evaluation services, re-
trieval capabilities, agent frameworks, monitoring, and cost management. Domain teams
can then build business-specific applications on top of these capabilities.

However, centralization should not eliminate domain ownership. A customer service do-
main may own the business requirements and knowledge sources for its Al assistant,
while the enterprise Al platform team provides the underlying model gateway, evalua-
tion framework, identity integration, and observability.

This creates a layered operating model.

At the enterprise level, the organization governs models, security, responsible Al, shared
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platforms, and common architectural standards. At the domain level, teams own business
context, data products, knowledge, workflows, and application outcomes. At the product
level, teams operate specific Al applications and manage their users and use cases.

Agentic Al increases the importance of this model because agents can take actions rather
than merely produce information. Tool access, authorization, approval policies, and op-
erational accountability must be explicitly assigned.

20.14 Measuring the Operating Model

An operating model should be evaluated through outcomes rather than organizational
activity alone.

Useful indicators include the time required to onboard a domain to the enterprise data
platform, the proportion of critical data products with clear ownership, reuse of shared
platform capabilities, time to resolve architectural decisions, frequency of duplicated
technology capabilities, platform adoption, quality incident trends, and the proportion
of critical Al applications using standardized governance and evaluation controls.

Financial measures should include shared platform cost, domain consumption, unit eco-
nomics for major workloads, and the cost of maintaining duplicated capabilities. Em-
ployee and team experience also matters. Excessive governance queues, unclear owner-
ship, difficult platform interfaces, and inconsistent standards create hidden architectural
costs. Developer and data-team experience can therefore be an important indicator of
operating-model health.

No single metric determines whether the operating model is effective. The objective is to
create a balanced view of delivery speed, reliability, reuse, risk, cost, and business value.

20.15 Common Operating-Model Failure Patterns

Several failure patterns recur in enterprise data transformations:

1. Centralization without scalability. A central data team becomes responsible for ev-
ery pipeline, model, quality rule, and architectural decision. As demand grows, the
team becomes a bottleneck.

2. Federation without standards. Domains receive complete autonomy but create in-
compatible definitions, platforms, security practices, and interfaces. Integration be-
comes increasingly expensive.

3. Platform without product thinking. A platform team builds technically sophisti-
cated infrastructure without understanding the needs of its users. Adoption remains
low because the platform is difficult to use.

4. Governance without execution mechanisms. Policies are documented, but no tech-
nical controls, ownership, or operational processes enforce them.

5. Ownership without authority. Teams are accountable for outcomes but cannot influ-
ence the systems, funding, or policies necessary to achieve them.
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6. Project-based data ownership. Teams own data while a project is active, but respon-
sibility disappears after delivery. Quality, documentation, and maintenance subse-
quently decline.

7. Al experimentation without an enterprise operating model. Individual teams
rapidly create Al solutions, but shared security, evaluation, data governance, cost
controls, and operational practices emerge too late.

Recognizing these patterns early allows the enterprise architect to address structural
problems before they become deeply embedded.

20.16 Reference Operating Model for the Intelligent
Enterprise

A modern enterprise data and Al operating model can be viewed as several intercon-
nected layers:

e Business and strategy establishes priorities, outcomes, risk appetite, and investment
direction.

e Enterprise architecture and governance defines principles, reference architectures,
standards, decision rights, and cross-domain coordination.

e The domain layer owns business information, data products, domain architecture,
quality expectations, and domain-specific Al use cases.

e The platform layer provides shared data and Al capabilities, including cloud infras-
tructure, storage and compute, integration, orchestration, metadata, observability,
model access, retrieval, evaluation, security integration, and developer tooling.

e The control layer provides security, privacy, compliance, responsible Al, financial
management, and operational risk controls.

e The delivery and operations layer implements and runs data products, analytical
services, Al applications, and business capabilities.

These layers should not be interpreted as rigid organizational departments. In some en-
terprises, several may exist within one organization. In others, they may span multiple
business and technology groups. The important point is that the responsibilities and in-
terfaces are explicit.

20.17 Enterprise Data and Al Operating Model at
Meridian Financial Group

Meridian Financial Group initially organized its data capabilities around projects. Each
major business initiative established a project team responsible for integration, reporting,
and analytics. Once the project ended, ongoing ownership became fragmented. Several
teams built similar pipelines and quality controls, while central governance struggled to
maintain visibility.
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Figure 20.1 - Enterprise Data and Al Operating Model

As Meridian expanded its cloud platform and Al initiatives, this model became increas-
ingly difficult to sustain. New Al applications required access to customer, transaction,
product, and policy information. Different teams were independently selecting retrieval
technologies, model providers, monitoring approaches, and data access mechanisms.

Meridian responds by establishing a federated data and Al operating model. Business
domains become accountable for their important data products. Customer, payments,
lending, finance, and risk domains each designate product owners and data stewards.
Domain architects work with the enterprise architecture function to align information
models, interfaces, and security requirements.

A central data platform organization becomes responsible for reusable engineering capa-
bilities. It provides ingestion frameworks, orchestration, metadata and lineage, observ-
ability, security integration, and cloud platform services. The team adopts a platform-as-
product model and establishes an internal roadmap based on domain requirements.

A shared Al platform team is established alongside the data platform organization. It
provides model gateways, retrieval services, evaluation frameworks, prompt and con-
text management capabilities, Al observability, and standardized security integration.
Domains remain responsible for their business use cases and knowledge sources.

Meridian also establishes an architecture council with representation from enterprise ar-
chitecture, domain architecture, security, data governance, platform engineering, Al engi-
neering, and key business functions. The council does not review every technical decision.
It focuses on cross-domain standards, major architectural choices, strategic technology
decisions, and exceptions to mandatory enterprise principles.

Funding changes as well. Shared platform capabilities receive enterprise-level invest-
ment, while domains fund product-specific development and consumption. Cloud costs
are made visible to domains through FinOps reporting, allowing teams to understand
the operational consequences of their architectural choices.

After several operating cycles, Meridian sees a reduction in duplicated platform capabili-
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ties and greater consistency in governance. More importantly, domain teams have clearer
accountability for the data they publish, while platform teams have clearer accountability
for making the enterprise technology environment usable.

The transformation does not eliminate organizational tension. Domains continue to re-
quest capabilities that compete for platform capacity, and enterprise standards occasion-
ally conflict with local preferences. The operating model provides mechanisms for resolv-
ing these conflicts rather than assuming they will disappear.

20.18 Practical Artifact: Enterprise Data and Al
Operating Model Assessment

The Enterprise Data and Al Operating Model Assessment helps architects evaluate
whether organizational structures and decision mechanisms support the target architec-

ture.

Assessment area

Questions to evaluate

Evidence to collect

Business alignment

Domain ownership

Decision rights

Platform model

Governance

Architecture

Funding

Al operating model

Skills

Are data and Al responsibilities
connected to business
capabilities and outcomes?

Are important data products
assigned to accountable
business domains?

Is it clear who makes
enterprise, domain, platform,
and product decisions?

Are shared capabilities
provided as reusable internal
products?

Are policies translated into
operational and technical
controls?

Are enterprise and domain
architecture responsibilities
clearly separated?

Are shared platforms and
domain products funded
appropriately?

Are Al platforms, applications,
knowledge, models, and
controls assigned clear
ownership?

Do teams have the capabilities
required to operate the target
architecture?

Strategy documents, capability
maps

Product ownership records

Governance model, decision
matrix

Platform catalog, roadmap,
adoption metrics

Standards, policies, automated
controls

Architecture operating model

Funding model, FinOps reports

Al governance and ownership
model

Skills assessment, training
plans
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Assessment area Questions to evaluate Evidence to collect

Lifecycle Are data and Al products Product lifecycle processes
actively managed from creation
through retirement?

Measurement Are delivery, reliability, reuse, Operating dashboards
cost, risk, and business
outcomes measured?

Continuous improvement Is there a mechanism for Architecture roadmap,
evolving standards and communities of practice
platform capabilities?

The assessment should identify structural constraints rather than simply grade organiza-
tional maturity. For each significant gap, the architect should document the consequence,
the required change, the accountable owner, and the expected business or architectural
benefit. A useful output is a target operating-model blueprint showing the major teams,
responsibilities, decision rights, shared platforms, governance mechanisms, and funding
relationships. The blueprint can then become part of the enterprise architecture roadmap.

20.19 Key Takeaways

1. An enterprise data and Al architecture becomes sustainable only when the operat-
ing model assigns clear ownership, decision rights, funding, and accountability.

2. Federated models can provide a useful balance between enterprise consistency and
domain autonomy. Domains should generally own the meaning, quality, and busi-
ness purpose of their data products, while shared teams provide reusable platform
capabilities.

3. Platform teams should operate as internal product teams. Their objective is not
merely to provide infrastructure but to improve the ability of domain teams to build,
operate, govern, and evolve data and Al products.

4. Governance should be embedded into delivery and operational processes. Policies
have greater value when they are translated into metadata, access controls, quality
checks, observability, and automated enforcement.

5. Funding is an architectural concern. Shared capabilities require sustainable invest-
ment, while domain teams need financial visibility into the cost of the products and
workloads they operate.

6. Al requires a layered operating model in which enterprise teams provide shared
model, security, evaluation, and platform capabilities while domains retain own-
ership of business context, knowledge, workflows, and outcomes.

7. Decision rights should be explicit. Centralization should be reserved for decisions
that genuinely require enterprise coordination, while domain and product teams
should retain authority over local decisions within defined architectural boundaries.

8. The operating model must evolve continuously. Architecture, technology, organiza-
tional capabilities, and business priorities change together.
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Architect’s Reflection

Look beyond the architecture diagrams in your organization and ask a different question:
who is responsible for making this architecture work five years from now?

If a data product becomes stale, who notices? If a critical business definition changes, who
has the authority to update it? If two domains disagree about ownership of a customer
concept, who resolves the issue? If a platform capability becomes too expensive, who can
change its architecture? If an Al agent makes an incorrect or unauthorized action, who
owns the resulting incident?

These are architectural questions because the answers determine whether the architec-
ture can operate as designed.

The modern Enterprise Data Architect must therefore understand organizational design
almost as deeply as technology design. The strongest architecture is not necessarily the
one with the most sophisticated technology. It is the one that can be owned, operated,
governed, funded, measured, and evolved.

As enterprises move toward intelligent systems, the operating model becomes part of the
intelligence architecture itself. Data, platforms, people, governance, and Al capabilities
must form a coherent system rather than a collection of independent functions.



The Future of Enterprise Data
Architecture

Part V brings together the strategic, technical, and organizational dimen-
sions of the book. It examines how enterprises modernize what they al-
ready have, how a reference architecture connects the capabilities de-
scribed in earlier chapters, how the Enterprise Data Architect leads as a
strategist rather than only a designer, how the role is likely to evolve, and
finally what it means to move from data architecture to enterprise intelli-
gence.

The central question of Part V is: how does the architect transform and lead
the enterprise toward intelligence? These chapters are deliberately synthetic.
They do not re-teach earlier material; they show how it fits together and
how the architect can guide the journey.






CHAPTER 21

Enterprise Data Modernization
and Transformation

This chapter shifts from operating the modern data enterprise to transforming the exist-
ing one. It addresses legacy modernization, modernization strategies, migration patterns,
sequencing, coexistence, technical debt, organizational change, cloud and lakehouse
adoption, data product transformation, Al readiness, and the architectural roadmap for
moving from today’s environment toward the intelligent enterprise.

Introduction

Enterprise data modernization is often described as a technology migration: move
databases to the cloud, replace legacy warehouses, adopt a lakehouse, implement stream-
ing, or introduce new data platforms. These technologies can be important, but modern-
ization is fundamentally broader than technology replacement.

The objective of modernization is to change the way an enterprise creates, manages,
shares, governs, and uses information. Technology provides the enabling infrastructure,
but architecture provides the structure and transformation provides the path from the
current state to the target state.

Most large enterprises cannot replace their existing data environment in a single initiative.
They have decades of accumulated applications, warehouses, interfaces, reports, data
models, operational processes, regulatory obligations, and undocumented dependencies.
Some legacy platforms may be inefficient, but they may also contain critical business logic
that has never been formally documented elsewhere.

Modernization must therefore balance two competing responsibilities. The enterprise
must create a modern foundation for cloud, data products, analytics, and Al while contin-
uing to operate the existing business safely. This creates a central architectural challenge:

How can an enterprise evolve its data architecture without destabilizing the business that
depends on the existing architecture?

385
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The answer is not a universal migration pattern. It is an intentional transformation strat-
egy based on business priorities, architectural dependencies, risk, cost, data criticality,
organizational readiness, and the target operating model. This chapter examines how
Enterprise Data Architects can design and lead such transformations. It focuses on mod-
ernization as a continuous architectural journey rather than a single migration project.

21.1 Why Enterprise Data Modernization Is Difficult

Legacy data environments rarely evolve according to a single architectural plan. They
are usually the result of decades of business growth, acquisitions, technology changes,
regulatory requirements, organizational restructuring, and project-specific decisions. An
organization may simultaneously operate mainframe applications, relational databases,
enterprise warehouses, departmental marts, integration platforms, file transfers, cloud
storage, SaaS applications, streaming systems, and emerging Al platforms. The resulting
landscape contains multiple generations of architecture.

Some systems are technically old but highly stable. Others are newer but poorly in-
tegrated. Some contain authoritative information. Others contain duplicated or trans-
formed versions of the same information. Some have well-documented interfaces. Others
depend on undocumented batch jobs and manual processes.

Modernization becomes difficult because the architecture is not simply a technology land-
scape. It is an accumulated representation of business processes. Replacing a database
may therefore change more than storage. It may affect transaction behavior, reporting
logic, regulatory controls, reconciliation processes, operational procedures, and down-
stream consumers. This is why modernization programs that begin with technology in-
ventory alone often underestimate the problem. The Enterprise Data Architect must un-
derstand both the technical dependency graph and the business dependency graph.

21.2 Modernization as an Architectural Transformation

Modernization should be treated as transformation rather than replacement. Replace-
ment asks:

What technology should replace this legacy system?

Transformation asks:

What capability does the organization need, what architectural constraints exist today, and
what target capability should replace or evolve the current one?

This distinction changes the design process. Suppose an enterprise has a twenty-year-
old reporting warehouse. A replacement-oriented project may migrate its tables into a
cloud warehouse and declare success. A transformation-oriented approach asks addi-
tional questions.



Enterprise Data Modernization and Transformation 387

Which business capabilities depend on the warehouse? Which data products should ex-
ist independently of individual reports? Which business definitions are embedded in
transformation logic? Which consumers need historical data? Which regulatory reports
require controlled reproducibility? Which data should be mastered elsewhere? Which
workloads belong in operational systems, analytical platforms, or specialized Al envi-
ronments?

The modernization objective may ultimately be to eliminate the warehouse, partially mi-
grate it, reorganize its information architecture, or retain portions of it for a defined pe-
riod. Architecture determines the destination. Transformation determines the path.

21.3 Establishing the Current-State Baseline

Modernization begins with a reliable understanding of the current state. The baseline
should capture more than technologies and versions. It should describe business capa-
bilities, applications, information domains, data flows, platforms, data products, integra-
tions, quality issues, ownership, regulatory constraints, costs, and dependencies. A use-
ful baseline has several views:

e The business view identifies capabilities and processes that depend on data.

e The application view identifies operational systems, analytical applications, report-
ing environments, SaaS platforms, and Al applications.

e The information view identifies important business entities, information domains,
authoritative sources, duplicated concepts, and major data flows.

e The technology view identifies databases, warehouses, lakes, cloud services, integra-
tion technologies, orchestration platforms, and infrastructure.

e The operational view identifies service dependencies, quality incidents, support ar-
rangements, batch windows, recovery requirements, and production constraints.

e The financial view identifies licensing, infrastructure, cloud consumption, opera-
tional support, and modernization costs.

e The risk view identifies security, privacy, regulatory, resilience, concentration, and
technical-debt concerns.

These views should be connected. A list of systems is far less useful than a map show-
ing which business capabilities depend on those systems and which data products flow
through them.

21.4 Understanding Technical Debt in Data
Architecture

Technical debt is often discussed in terms of obsolete software or infrastructure. In enter-
prise data architecture, it is broader. Data technical debt includes duplicated data models,
undocumented transformations, fragile integrations, obsolete platforms, manual recon-
ciliation, inconsistent business definitions, missing lineage, unsupported interfaces, poor
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quality controls, and architectures that require specialized knowledge to operate. Techni-
cal debt also exists when the organization has created temporary solutions that became
permanent.

A manually maintained spreadsheet may begin as a tactical workaround and eventually
become a critical input to a regulatory process. A reporting mart may be created for one
project and later become a dependency for dozens of applications. A local customer table
may persist long after an enterprise customer capability exists.

The danger is not simply that these assets are old. The danger is that their continued exis-
tence constrains future change. Modernization should therefore distinguish between age
and architectural risk. A decades-old platform may be stable and inexpensive to oper-
ate, while a relatively new platform may create substantial risk because of poor design or
fragmented ownership. A useful modernization assessment considers business critical-
ity, change difficulty, operational risk, cost, security exposure, technical supportability,
data quality, and strategic alignment.

21.5 Defining the Target Architecture

Modernization cannot succeed without a credible target architecture. The target should
describe the desired business, information, platform, integration, governance, and Al ca-
pabilities. It should not simply be a collection of technology products.

The target architecture should establish where authoritative data will reside, how do-
mains will publish data products, how analytical workloads will operate, how streaming
and batch processing will coexist, how metadata and lineage will be managed, how Al
applications will access governed information, and how security and governance will be
embedded.

The target architecture should also define what will not be modernized. Not every legacy
component must disappear. Some systems may remain because they provide stable op-
erational capabilities, have acceptable economics, or require substantial investment to
replace without corresponding business value. This creates an important principle:

The target architecture should optimize the enterprise ecosystem, not maximize the number
of systems replaced.

A hybrid target state may therefore be entirely appropriate. Legacy systems can remain

as systems of record while modern platforms progressively become systems of insight,
integration, data products, and intelligence.

21.6 Modernization Strategies

Different architectural circumstances require different modernization strategies:

e Retain keeps a system largely unchanged when the system remains fit for purpose
and modernization would create disproportionate risk or cost.
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e Rehost moves a workload to new infrastructure with minimal architectural change.
This can provide infrastructure benefits but does not necessarily address deeper data
architecture problems.

e Replatform moves a workload to a newer platform while making selected changes to
take advantage of modern capabilities.

e Refactor substantially redesigns the workload to use modern architectural patterns.

e Repurchase replaces a custom capability with a commercially provided service or
SaaS product.

e Rebuild creates a new capability around modern business and architectural require-
ments.

e Retire removes a capability when its business function or data is no longer required.

e Replace and transform combines system replacement with redesign of the associated
information and business processes.

These strategies should not be selected uniformly across an estate. A critical operational
system may require careful coexistence and incremental modernization, while a redun-
dant reporting mart may simply be retired. The architect should evaluate each candidate
according to business value, risk, complexity, cost, dependencies, and target-state align-
ment.

21.7 Incremental Modernization versus Big-Bang
Migration

Large-scale data migrations often tempt organizations toward a big-bang approach. The
reasoning is understandable: build the new platform, migrate everything, shut down the
old platform. In practice, enterprise dependencies make this difficult.

The old and new environments often need to coexist for an extended period. Consumers
may migrate at different speeds. Data may have different structures and semantics across
platforms. Historical information may require special handling. Reconciliation is neces-
sary to establish confidence.

Incremental modernization reduces some of these risks. The organization can establish
the modern platform, migrate selected workloads or domains, validate the results, and
progressively move consumers. This approach allows lessons from early migrations to
improve later ones. The disadvantage is complexity during the transition. The enterprise
may temporarily operate duplicate pipelines, storage, interfaces, and controls. Costs can
increase before they decline. The architect should therefore treat coexistence as a de-
signed architectural state rather than an accidental period between old and new systems.

21.8 The Strangler Pattern for Data Modernization

The strangler pattern provides one useful approach for incremental modernization.

Instead of replacing a legacy environment immediately, new capabilities are built around
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it. Over time, individual functions or data flows are moved to the modern architecture.
Consumers are redirected as new capabilities become available, and legacy functionality
is progressively reduced.

For data architecture, the pattern can be applied at several levels.

A legacy reporting environment may continue to serve existing reports while new data
products are published from a modern platform. New consumers adopt the data prod-
ucts rather than connecting to the legacy warehouse. As consumer dependencies decline,
portions of the warehouse can be retired.

Similarly, a legacy integration layer can remain in place while new domain APIs and event
streams are introduced. New consumers adopt the modern interfaces, reducing the de-
pendency on point-to-point legacy integration. The pattern is particularly useful when
the organization cannot safely migrate everything simultaneously. However, it requires
discipline. Without explicit retirement milestones, the enterprise may simply create an-
other permanent layer beside the legacy system.

21.9 Domain-by-Domain Modernization

Modernization can also be organized around business domains. Rather than migrating
technology platforms wholesale, the enterprise selects a domain such as customer, pay-
ments, finance, or risk and modernizes the associated information products, pipelines,
governance, and analytical capabilities. This approach has several advantages. The do-
main provides a coherent business context. Ownership is easier to establish. Consumers
can be identified. Quality requirements can be defined. Business outcomes can be mea-
sured. The resulting data product can also become a building block for later moderniza-
tion.

For example, once a trusted customer data product exists, multiple analytics and Al appli-
cations can adopt it without independently extracting customer information from legacy
systems. Domain modernization therefore creates architectural leverage.

The challenge is cross-domain dependency. A customer domain may depend on iden-
tity, finance, risk, and product information. The modernization roadmap must therefore
account for shared entities and interoperability.

21.10 Modernizing Data Integration

Integration is often one of the largest sources of modernization complexity. Legacy envi-
ronments may contain thousands of interfaces implemented through file transfers, pro-
prietary middleware, stored procedures, scripts, and point-to-point connections. Mod-
ernization should not simply reproduce these interfaces on a new platform.

The architect should classify integration requirements according to business purpose and
interaction pattern. Some require APIs because applications need synchronous interac-
tion. Others are better represented as events because multiple consumers need to react
independently. Analytical workloads may use batch ingestion or change data capture.
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Data products may expose governed interfaces designed for reusable consumption.

This creates an opportunity to reduce integration complexity rather than merely relocate
it. A modernization program should therefore establish integration principles alongside
platform migration principles.

21.11 Modernizing the Enterprise Data Warehouse

The enterprise warehouse deserves particular attention because it often contains decades
of accumulated business logic. A common modernization mistake is to assume that mov-
ing warehouse tables to a cloud platform automatically modernizes the architecture. The
migration may improve infrastructure economics or scalability, but the resulting archi-
tecture may still contain tightly coupled schemas, report-specific transformations, dupli-
cated business rules, and centralized ownership. Modernization should examine what
the warehouse actually does.

Some structures may represent authoritative business information. Others may exist
solely to support individual reports. Some transformations may encode important busi-
ness rules that should become governed domain logic. Others may be obsolete. The target
architecture may distribute these responsibilities across operational systems, data prod-
ucts, lakehouse or warehouse layers, semantic models, and analytical applications.

The objective is not to eliminate the warehouse concept. Modern cloud analytical plat-
forms may continue to provide important warehouse capabilities. The objective is to en-
sure that the warehouse is part of an intentional architecture rather than the accidental
center of the enterprise information ecosystem.

21.12 Modernizing Data Lakes and Lakehouses

Modernization programs frequently introduce lakehouse architecture as a target plat-
form. The lakehouse can provide a unified environment for analytical and Al workloads,
but it should not become another uncontrolled data repository. The architect must es-
tablish domain ownership, data lifecycle policies, access controls, quality requirements,
metadata, lineage, and product boundaries. A lakehouse should be treated as an architec-
tural platform, not a substitute for information architecture. The presence of large-scale
object storage does not eliminate the need to understand business entities, authoritative
sources, semantic definitions, or consumer requirements.

Modernization should also distinguish between data that belongs in shared analytical
storage and data that should remain in operational systems or specialized services. The
target platform should support multiple processing patterns without forcing every work-
load into a single technology pattern.
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21.13 Modernizing Master Data and Enterprise
Information

Many modernization programs discover that technical migration cannot solve fundamen-
tal information problems. An organization may have multiple customer identifiers, incon-
sistent product definitions, conflicting organizational hierarchies, and different interpre-
tations of the same business status. Moving these datasets to a modern platform does
not resolve the underlying semantic problem. Information architecture must therefore
accompany platform modernization. The enterprise should identify important shared
business concepts, define authoritative sources and stewardship responsibilities, estab-
lish reference data and master data practices where appropriate, and expose governed
information through reusable capabilities.

This is especially important for Al. An Al application may retrieve multiple represen-
tations of a customer or product and produce an apparently coherent answer based on
conflicting information. Modernization should therefore improve not only where data is
stored but also what the enterprise means by its data.

21.14 Modernization for Al Readiness

Al changes the modernization equation because modern data environments are increas-
ingly expected to support intelligent applications. Al readiness requires more than mov-
ing data to a cloud platform. The architecture needs reliable data products, accessible
metadata, lineage, semantic context, document processing capabilities, vector and re-
trieval services where appropriate, secure access controls, evaluation datasets, and ob-
servability. Modernization should identify which legacy limitations prevent these capa-
bilities. For example, a legacy reporting environment may contain useful information but
expose it only through tightly coupled reports. A modernization program can progres-
sively convert the underlying information into reusable data products.

Similarly, a collection of policy documents stored across file systems may require classi-
fication, metadata enrichment, ownership, version management, and governed retrieval
before it can reliably support an enterprise Al assistant. Al therefore provides a new lens
through which modernization priorities can be evaluated.

21.15 Migration, Reconciliation, and Data Validation

Data migration is not complete when records have been copied. The organization must
demonstrate that the migrated information is complete, correctly transformed, accessible
to authorized consumers, and suitable for its intended use. Reconciliation should occur
at multiple levels.

Record counts can identify missing or duplicated populations. Aggregate measures can
validate financial or operational totals. Referential checks can verify relationships. Field-
level comparisons can validate important attributes. Business-rule validation can estab-
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lish whether the migrated data behaves correctly in downstream processes.

Historical data presents additional challenges. Legacy systems may have different inter-
pretations of dates, statuses, identifiers, currencies, or organizational structures. Transfor-
mation may require preserving historical meaning rather than simply converting formats.
The migration architecture should therefore make validation a first-class capability.

For critical migrations, parallel operation can provide additional confidence. The legacy
and modern environments process comparable workloads for a defined period, with re-
sults reconciled before consumers are fully transitioned.

21.16 Managing Coexistence

During modernization, the enterprise often operates two architectural worlds simultane-
ously. Legacy systems continue to serve operational and reporting needs while modern
platforms begin serving new use cases. This coexistence creates risks of data divergence.
If the same information is independently transformed in both environments, definitions
can drift. If updates occur in multiple places, synchronization becomes difficult. If con-
sumers do not know which platform is authoritative, confidence declines. The architec-
ture should therefore establish explicit rules for coexistence.

The enterprise should identify systems of record, systems of reference, and derived prod-
ucts. Data movement between old and new environments should be controlled and ob-
servable. Duplicate transformations should be minimized. New consumers should gen-
erally be directed toward the target architecture rather than creating additional depen-
dencies on the legacy environment.

Coexistence should have an intended exit strategy. Every significant legacy dependency
should eventually have one of three states: retained intentionally, migrated, or retired.

21.17 Organizational Change and Modernization

Technology modernization changes responsibilities.

A central warehouse team may evolve into a platform organization. Application teams
may become accountable for producing events or governed operational data. Business
domains may take ownership of data products. Analysts may transition from directly
querying legacy structures to consuming governed products and semantic models.

These changes can create legitimate organizational tension. Modernization programs
therefore need change management alongside technical planning. People need to under-
stand not only what technology is changing but why responsibilities are changing, what
new capabilities they are expected to develop, and how success will be measured. The
enterprise architect should engage stakeholders early, particularly teams whose responsi-
bilities or platforms are affected by the target architecture. Modernization should not be
framed as eliminating the value of existing teams. It should explain how their expertise
can be redirected toward capabilities that are more sustainable and strategically impor-
tant.
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21.18 Sequencing the Modernization Roadmap

A modernization roadmap should not be a simple list of systems ordered by age. Pri-
oritization should consider business value, architectural dependency, risk, complexity,
cost, readiness, and strategic leverage. A capability with high business importance and
many downstream dependencies may require early architectural attention even if its mi-
gration is technically difficult. Conversely, a technically obsolete but isolated system may
be a relatively simple modernization candidate. The architect should identify enabling
capabilities that make later modernization easier.

Examples include enterprise identity, metadata and lineage, data quality services, cloud
landing zones, integration patterns, data product standards, observability, and shared Al
services. These capabilities may not produce immediate visible business outcomes, but
they reduce the cost and risk of subsequent modernization. The roadmap should there-
fore contain both business-facing modernization initiatives and architectural enabling
initiatives.

Horizon 1— Stabilize & enable

Governance - metadata - observability - security - platform
foundations - standards

Horizon 2 — Modernize & scale

Domain data products - modern integration - cloud & lakehouse
adoption - progressive migration

Horizon 3 — Optimize & transform

Legacy retirement - Al-enabled capabilities - intelligent
workflows - continuous optimization

Time - overlapping waves, each delivering usable capability while reducing legacy dependency

v

Figure 21.1 - Enterprise Data Modernization Roadmap

21.19 Measuring Modernization Success

Modernization programs often measure progress through technical milestones: systems
migrated, databases decommissioned, workloads moved, or cloud adoption percentages.
These measures are useful but incomplete. A modernized environment should improve
business and architectural outcomes.

Possible measures include reduced time to deliver new data products, improved data
quality, reduced manual reconciliation, faster analytical processing, lower operational
risk, improved lineage coverage, reduced duplicated platforms, increased reuse of shared
data products, improved Al readiness, and measurable changes in operating cost.

Legacy retirement should also be measured carefully. Decommissioning a platform is
valuable only when its capabilities have been safely replaced or eliminated. Cloud con-
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sumption should not be treated as a modernization success by itself. A poorly designed
cloud architecture can cost more than the legacy platform it replaced. Modernization
should therefore be measured against the target architecture and business outcomes
rather than technology adoption alone.

21.20 The Economics of Modernization

Modernization requires investment before savings appear. During transition, the enter-
prise may operate both old and new platforms. Teams may require additional skills. Data
may need to be migrated and validated. New governance and observability capabilities
must be established. The business case should therefore distinguish between transition
costs and steady-state economics. It should also consider avoided costs and risk reduc-
tion. A modernization initiative may not immediately reduce infrastructure spending but
may substantially reduce the cost of future change, improve resilience, simplify regula-
tory reporting, or enable new digital and Al capabilities.

FinOps and enterprise architecture should work together to evaluate these trade-offs. A
useful business case connects technology decisions to business capabilities rather than
relying only on infrastructure savings.

21.21 Modernization Governance

Large transformation programs need governance that is strong enough to coordinate
change but lightweight enough to preserve delivery momentum. A modernization gover-
nance structure should establish target architecture, standards, migration principles, de-
cision rights, exception processes, and measurable outcomes. Architecture review should
focus on decisions that affect the target state or create significant future constraints. Trans-
formation governance should also track dependencies among initiatives. A domain mod-
ernization may depend on identity services, a new integration platform, a master-data
capability, or a shared data product.

Without dependency management, individual projects can make locally rational deci-
sions that collectively undermine the transformation. Architecture roadmaps and portfo-
lio planning should therefore be connected.

21.22 Enterprise Data Modernization at Meridian
Financial Group

Meridian Financial Group begins its modernization journey with a complex estate. Its
core banking and transaction platforms remain on long-established technologies. Sev-
eral regional business units operate different customer and product systems. The enter-
prise warehouse contains decades of reporting logic. A growing cloud lakehouse sup-
ports newer analytics, but its ownership model is inconsistent.
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Meridian initially considers migrating the enterprise warehouse directly to a cloud plat-
form. The architecture team recognizes that this would reproduce many existing prob-
lems. Instead, Meridian establishes a target architecture based on business domains, gov-
erned data products, shared cloud platforms, modern integration, enterprise metadata,
and Al-ready information services.

The first modernization wave focuses on the customer domain. Meridian identifies au-
thoritative customer sources, defines key customer concepts, establishes data quality ex-
pectations, and creates a governed customer data product. The product is initially popu-
lated from legacy systems, so the old platforms remain operational.

New analytics consumers begin using the customer product rather than creating new
extracts from the warehouse.

The second wave focuses on payments. Change data capture and event-driven integration
are introduced to make transaction information available to modern analytical and opera-
tional consumers. A new payments data product is established alongside existing report-
ing processes. The enterprise warehouse remains operational throughout these waves.
As consumer dependencies decline, Meridian begins retiring selected warehouse struc-
tures. Some transformations are moved into domain data products. Others are eliminated
because their original business purpose no longer exists.

Meridian also modernizes its document environment. Policies, procedures, and regula-
tory materials are cataloged, classified, and connected to governed retrieval services. This
becomes a foundation for internal Al assistants.

The transformation is not executed as one large migration. It proceeds through architec-
tural waves, each producing a useful capability while reducing dependency on legacy
platforms. After several waves, Meridian’s architecture contains both legacy and mod-
ern components, but the direction of travel is clear. Legacy systems remain where they
provide necessary operational value. Modern platforms increasingly provide reusable
information, analytics, and Al capabilities.

The most important result is not that Meridian has moved a particular percentage of data
to the cloud. It is that the enterprise has changed the way data capabilities are created
and consumed.

21.23 Practical Artifact: Enterprise Data Modernization
Assessment and Roadmap

The Enterprise Data Modernization Assessment can be used to evaluate a candidate sys-
tem, domain, or platform and determine the appropriate modernization strategy.

Assessment area Questions to evaluate Evidence

Business criticality How important is the capability Business capability map
to current business operations?

Does the current capability Target architecture
Strategic alignment support the target architecture?
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Assessment area

Questions to evaluate

Evidence

Technical condition

Is the technology supported,

Platform assessment

stable, scalable, and
maintainable?

Data quality Are there significant quality or

reconciliation issues?

Quality metrics

Integration complexity How many upstream and
downstream dependencies

exist?

Lineage and interface inventory

Information value Does the capability contain Information model
authoritative or strategically

important information?
What retention, privacy,

security, or regulatory
obligations apply?

Regulatory exposure Compliance assessment

Cost What are current operating and
licensing costs?

FinOps and financial data

How difficult would migration
or redesign be?

Dependency analysis
Change difficulty

Al readiness Can the capability support Al readiness assessment
modern analytics and Al use
cases?

Ownership Is accountability clear today Operating model

and in the target state?

Modernization strategy Should the capability be Architecture decision
retained, rehosted,
replatformed, refactored,

rebuilt, replaced, or retired?

Migration sequence What capabilities must exist
before modernization can

proceed?

Dependency roadmap

The assessment should produce more than a classification. Each modernization candi-
date should have a target state, a transition state, key dependencies, risks, estimated ef-
fort, expected outcomes, and a proposed sequencing position. A useful roadmap distin-
guishes three horizons:

e Horizon 1 — Stabilize and Enable focuses on establishing governance, metadata,
observability, security, platform foundations, and architectural standards.

e Horizon 2 — Modernize and Scale focuses on domain data products, modern in-
tegration, cloud and lakehouse adoption, analytical modernization, and progressive
legacy migration.

e Horizon 3 — Optimize and Transform focuses on legacy retirement, advanced au-
tomation, Al-enabled capabilities, intelligent workflows, and continuous architec-
tural optimization.
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These horizons should overlap rather than operate as rigid sequential phases.

21.24 Key Takeaways

1.

10.

11.

Enterprise data modernization is not primarily a technology replacement exercise.
It is a transformation of how the enterprise creates, manages, shares, governs, and
uses information.

. The current state must be understood from multiple perspectives: business, appli-

cation, information, technology, operational, financial, and risk.

. The target architecture should define desired capabilities rather than simply spec-

ify replacement technologies. It should also make deliberate decisions about which
legacy systems should remain.

. Incremental modernization is often more practical than big-bang migration. Coex-

istence should be designed explicitly, with clear rules for authority, synchronization,
consumer migration, and eventual retirement.

. Domain-oriented modernization can create architectural leverage because it con-

nects technology change to business ownership and produces reusable data prod-
ucts.

. Modernization should improve information architecture as well as technology.

Moving inconsistent definitions and duplicated data into a new platform does not
solve the underlying problem.

. Al readiness should be incorporated into modernization planning. Governed data

products, metadata, lineage, semantic context, quality, retrieval capabilities, and se-
cure access are increasingly foundational enterprise capabilities.

. Migration requires rigorous reconciliation and validation. Copying data success-

fully is not the same as proving that the migrated information is correct and fit for
use.

. Technical debt should be assessed by architectural risk and business impact rather

than age alone.

Modernization roadmaps should combine business-facing initiatives with en-
abling capabilities such as metadata, observability, integration, security, platform
engineering, and governance.

The ultimate measure of modernization is not how much legacy technology has
been removed. It is whether the enterprise has become more capable of delivering
reliable information, analytics, Al, and business change.

Architect’s Reflection

Enterprise modernization creates a temptation to focus on the destination. Architects
draw the future-state platform. Transformation leaders establish migration programs.
Technology teams select new services. Business leaders expect visible progress. But the
difficult part of modernization is usually the path between today’s architecture and to-
morrow’s. Ask yourself:
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e What must remain stable while the enterprise changes?

e Which legacy capabilities contain business knowledge that has never been formally
captured?

e Which systems are genuinely strategic, and which survive simply because no one has
owned their retirement?

e Where are business definitions embedded in technical transformations?

e Which architectural capabilities must be established before larger migrations can suc-
ceed?

e Most importantly, are you modernizing technology or modernizing the enterprise’s
ability to use information?

The distinction matters. A cloud migration can move technical debt. A lakehouse can
centralize fragmented data without resolving ownership. A new Al platform can am-
plify poor-quality information. A modern integration platform can reproduce the same
point-to-point complexity at greater scale. Modernization succeeds when architecture,
information, technology, operating model, governance, and business strategy move to-
gether. The Enterprise Data Architect’s responsibility is therefore not simply to design
the future state. It is to make the journey to that future state understandable, governable,
economically sustainable, and safe for the business.
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CHAPTER 22

Building Enterprise Data and
Al Reference Architecture

The preceding chapters have examined the major capabilities required to build a mod-
ern enterprise data architecture: information architecture, cloud platforms, lakehouses,
integration, data engineering, data products, semantics, generative Al, agentic systems,
governance, security, privacy, observability, trust, operating models, and modernization.
Each capability is important in its own right. However, enterprise architecture becomes
valuable only when these capabilities are connected into a coherent system.

This is the purpose of an enterprise data and Al reference architecture.

A reference architecture is not a single implementation diagram and it is not a prescrip-
tion for a particular technology vendor. It is a reusable architectural model that describes
the major capabilities, relationships, interfaces, responsibilities, controls, and design prin-
ciples required to support a class of enterprise outcomes. It provides a common language
for architecture decisions while allowing individual organizations, domains, and plat-
forms to make implementation-specific choices.

In the age of Al the reference architecture must evolve beyond the traditional data plat-
form. The architecture must support not only reporting and analytics but also machine
learning, generative Al, enterprise knowledge retrieval, intelligent automation, decision
intelligence, and increasingly autonomous agents. At the same time, it must preserve the
foundations that enterprises have always required: security, privacy, quality, resilience,
governance, accountability, and regulatory control.

The Enterprise Data Architect therefore needs to think in terms of an interconnected ar-
chitecture rather than a collection of platforms.

The objective is not to create the largest possible architecture. The objective is to create
an architecture that enables the enterprise to turn trusted data into reusable information,
information into knowledge and context, and knowledge into intelligence while main-
taining appropriate control over risk.

401
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221 Purpose of an Enterprise Data and Al Reference
Architecture

An enterprise reference architecture provides a conceptual blueprint for how data and
Al capabilities fit together across an organization. It establishes the architectural bound-
aries and relationships that individual solutions should follow while leaving room for
implementation-specific decisions.

Without such a reference architecture, organizations often develop capabilities indepen-
dently. A data platform team may design its storage architecture without understanding
downstream Al requirements. An Al team may build a retrieval system without integrat-
ing enterprise metadata or security classifications. A business domain may publish a data
product without understanding enterprise identity requirements. A governance function
may define policies that are difficult to implement within actual engineering workflows.

Each decision may appear reasonable in isolation, yet the resulting environment becomes
fragmented. The reference architecture addresses this problem by creating a shared ar-
chitectural model. It answers questions such as:

e Where does enterprise data originate?
e How does data move through the organization?
e Where is authoritative information maintained?

How are domains represented?

How are data products created and consumed?

Where do semantic definitions live?

How does enterprise knowledge become available to Al systems?
How are models connected to enterprise data and tools?

Where are security, privacy, governance, and quality controls applied?
Who owns each capability?

How are architectural decisions governed?

e How does the architecture evolve over time?

A reference architecture should therefore describe capabilities and relationships, not
merely technologies. The distinction is important. A diagram that contains a collection of
cloud services may describe one implementation. A reference architecture describes the
architectural responsibilities that those services collectively fulfill.

For example, a reference architecture may identify a capability called enterprise data catalog
and metadata management. A specific implementation may use one commercial catalog, an
open-source platform, a combination of services, or capabilities embedded into a broader
data platform. The architecture remains valid even when the technology changes.

This technology-neutral quality gives the reference architecture longevity. It also provides
a foundation for architecture governance. Projects can be evaluated against a common
target model rather than being assessed independently. Exceptions can be documented
deliberately rather than emerging accidentally.
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22.2 Principles for Building the Reference Architecture

A useful reference architecture begins with principles:

10.

. Business alignment. Data and Al architecture exists to support business capabilities,

customer outcomes, operational processes, risk management, regulatory obligations,
and strategic objectives. Technology should not become the organizing principle of
the architecture.

. Data as an enterprise asset with accountable ownership. Data may be distributed

across domains, but responsibility for its meaning, quality, protection, and appropri-
ate use must remain explicit.

. Platform capabilities as reusable enterprise services. Organizations should avoid

rebuilding foundational capabilities repeatedly within individual projects. Identity,
metadata, observability, integration, security controls, Al gateways, model evaluation,
and common engineering capabilities should be reusable wherever practical.

. Domain-oriented accountability with enterprise interoperability. Domains should

own the information closest to their business responsibilities while adhering to en-
terprise standards that allow information to be discovered, understood, trusted, and
reused across organizational boundaries.

. Trust by design. Quality, lineage, security, privacy, governance, and observability

should be integrated into architecture rather than added after implementation.

. Separation of concerns. Storage, processing, integration, semantic services, AI mod-

els, applications, and governance should have clear architectural responsibilities. This
does not require physical separation in every implementation, but it requires logical
clarity.

Design for change. The architecture must accommodate new technologies, mod-
els, data sources, business requirements, regulatory expectations, and organizational
structures without requiring wholesale redesign.

Automation of control. Wherever possible, architectural policies should become
executable controls through metadata, infrastructure-as-code, policy-as-code, auto-
mated testing, observability, and deployment pipelines.

Human accountability for consequential decisions. Increasing automation does not
eliminate organizational responsibility. High-impact Al and data-driven decisions re-
quire appropriate human oversight and clearly defined decision rights.

Economic sustainability. Architecture must account for cost, performance, utiliza-
tion, resilience, and operational complexity. An architecture that technically works
but cannot be economically sustained is not an effective enterprise architecture.

22.3 Business and Strategy Alighment

The reference architecture begins above the technology layer.

Business strategy defines the outcomes the enterprise seeks to achieve. Business capabili-
ties describe what the organization must be able to do. Value streams describe how those
capabilities contribute to customer and stakeholder outcomes. Information domains iden-
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tify the major bodies of information required to operate and manage those capabilities.
The architecture should connect these elements.

For example, a financial services organization may identify strategic objectives around
customer experience, operational efficiency, risk management, regulatory compliance,
and intelligent decision-making. These objectives may depend on capabilities such as
customer management, product management, payments, lending, fraud management,
regulatory reporting, and relationship management.

Each capability generates and consumes information. The reference architecture there-
fore establishes a traceable relationship:

Strategy — Business Capabilities - Information Domains — Data Products — Plat-
forms — Al and Intelligence Capabilities

This relationship is one of the most important architectural chains in the book. It prevents
the data architecture from becoming detached from business priorities.

It also helps prioritize modernization. A legacy data store that supports a strategically crit-
ical capability may warrant modernization before a technically older platform supporting
a less important capability. Likewise, a high-value Al use case may justify investment in
a particular data product or semantic capability.

Architecture decisions should therefore be traceable to business value, risk reduction,
regulatory obligation, or strategic capability.

g ) g A ( A
Strategy —»| Business capabilities |—»| Information domains |—» Data products
- J - J - J
| . S
Business outcomes - Al & intelligence <« Platforms
& J |- J |- J

Governance - security - trust run across the whole chain

Figure 22.1 - Strategy-to-Intelligence Architecture Chain

22.4 Enterprise Information and Domain Architecture

The information architecture provides the conceptual structure of the reference archi-
tecture. An enterprise should identify its major information domains and the relation-
ships among them. Typical domains might include customer, product, account, transac-
tion, organization, employee, supplier, location, risk, financial instrument, contract, and
regulatory information. These domains should not be interpreted simply as database
schemas. A domain represents a meaningful area of business responsibility. The architec-
ture should distinguish between the business concept, the authoritative representation,
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and the physical implementation of that concept.

For example, “Customer” is a business concept. A customer master record is an authori-
tative representation. Multiple databases, applications, data products, analytical models,
and Al knowledge sources may physically store or derive information about customers.
The reference architecture must preserve the distinction.

This is particularly important for AL Generative Al systems require context, but context
is only useful when its meaning and authority are understood. A model may retrieve
several documents describing a customer, product, or policy. Without semantic and gov-
ernance controls, the model may treat conflicting information as equally authoritative.

Information architecture therefore becomes part of Al architecture. The enterprise refer-
ence architecture should define how information domains relate to:

e Master and reference data
e Transactional data

e Analytical datasets

e Data products

e Metadata

Semantic models

Knowledge graphs
Documents and unstructured content
Al retrieval systems

Operational applications

The result is a common information foundation across analytical and intelligent work-
loads.

22.5 Data Platform and Lakehouse Architecture

The data platform provides the computational and storage foundation for enterprise data
capabilities.

Modern enterprise architectures often use a combination of object storage, lakehouse
technologies, analytical warehouses, streaming platforms, operational databases, special-
ized data stores, and cloud services. The reference architecture should not assume that
one technology will replace every other form of data storage.

Instead, it should define the responsibilities of each architectural capability. The platform
should support ingestion, storage, processing, transformation, serving, analytical work-
loads, metadata management, quality controls, observability, and lifecycle management.
A lakehouse-centered architecture may provide a common foundation for many analyt-
ical and Al workloads, but the reference architecture should remain flexible enough to
accommodate workloads that require specialized stores or processing engines. The ar-
chitect should distinguish between the logical data platform and the physical data plat-
form. The logical platform describes capabilities such as:
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e Ingestion

e Storage

e Processing

e Orchestration
e Serving

e Metadata

e Observability
e Security

e Governance

The physical platform identifies the technologies implementing those capabilities. This
distinction allows the enterprise architecture to survive technology evolution.

The platform should also support multiple processing modes. Batch processing remains
important for large-scale transformation and periodic workloads. Streaming and event
processing support operational intelligence and low-latency use cases. Interactive ana-
lytical workloads support exploration and decision-making. AI workloads introduce ad-
ditional requirements such as feature computation, document processing, embedding
generation, vector retrieval, model evaluation, and inference support.

A modern data platform is therefore better understood as a portfolio of interoperable
capabilities than as a single database.

Business applications & decisions
Al & intelligence services Model ] [ RAG ] [ Agents ] [ Decision

gateway services

Semantic & knowledge services

Glossary ] [ Ontology ] [ Knowledge graph

Data products & analytical
services

Data storage & processing [ Lakehouse ] [ Warehouse ][ Streaming ][ Specialized
Integration & ingestion [ APIs ] [ CcDC ] [ Events ] [ Batch
Operational systems & sources [ Core ] [ SaaS ] [ Documents ] [ External

Figure 22.2 - Enterprise Data Platform Reference Architecture
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22.6 Enterprise Data Integration Architecture

Data integration connects the enterprise’s operational and analytical ecosystem. The ref-
erence architecture should support multiple integration patterns because no single pat-
tern is appropriate for every requirement.

Batch integration is useful where latency requirements are measured in hours or days.
APIs support application-to-application interactions and transactional use cases. Change
data capture provides efficient propagation of operational changes. Event-driven inte-
gration supports loosely coupled systems and near-real-time processing. Streaming plat-
forms provide scalable transport and processing for high-volume event flows.

The reference architecture should therefore define integration as a capability rather than
selecting one integration mechanism as the universal solution. Integration should also
preserve important enterprise controls. Every significant integration path should have ap-
propriate ownership, schema management, security, monitoring, error handling, lineage,
and quality controls. Data contracts provide an important bridge between integration ar-
chitecture and data products. A contract can define the expected structure, semantics,
quality expectations, ownership, compatibility rules, and service characteristics of a data
interface. This becomes increasingly important as organizations move toward domain-
oriented architectures.

Instead of treating integration as movement between systems, the architecture can in-
creasingly treat integration as the controlled exchange of enterprise information between
accountable producers and consumers.

22.7 Data Products and Domain-Oriented Architecture

Data products provide the bridge between enterprise information architecture and
reusable data consumption. A data product should provide data that is discoverable,
understandable, accessible, governed, and fit for an identified purpose. It should have
an owner, defined consumers, quality expectations, metadata, lineage, security controls,
and a lifecycle. The reference architecture should define the capabilities required to create
and operate such products. A typical data product architecture includes:

e Source data and domain systems

e Transformation and engineering pipelines
e Quality controls

e Metadata

e Semantic definitions

e Access controls

e Product interfaces

e Documentation

e Observability

e Consumption interfaces

The data product should not be reduced to a table or dataset. Its value comes from the
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combination of data, context, quality, documentation, access, and accountability. This
becomes particularly significant for AL. A customer data product may support analytics,
customer segmentation, fraud detection, recommendation models, retrieval systems, and
agentic applications. If each consumer independently assembles customer information,
the enterprise creates duplication and inconsistent interpretations. Reusable data prod-
ucts reduce this fragmentation. The reference architecture should therefore encourage
domain ownership while providing shared enterprise platform capabilities.

This is one of the central architectural balances of the modern enterprise:

Domain ownership without platform fragmentation.

22.8 Semantic and Knowledge Architecture

Traditional data architectures often focus on structure: tables, schemas, columns, relation-
ships, and pipelines. Al introduces a stronger requirement for meaning. An Al system
needs to understand not merely that two fields contain strings or numbers, but what those
values represent, how concepts relate, which source is authoritative, when information
is valid, and under what conditions it may be used. Semantic architecture addresses this
requirement. The reference architecture should include capabilities such as:

e Enterprise business glossary
e Semantic models

e Ontology management

e Metadata management

e Knowledge graphs

e Entity resolution

e Terminology mapping

e Relationship modeling

e Context management

These capabilities connect information architecture with Alarchitecture. A semantic layer
can also improve analytics. Business users may ask questions using business terminology
rather than physical database terminology. A governed semantic model can translate
business concepts into appropriate analytical representations. Knowledge graphs can
complement both structured data and retrieval systems by representing relationships
among entities and concepts. The goal is not to force every workload into a knowledge
graph. The goal is to provide architectural capabilities for representing meaning where
meaning materially improves interoperability, retrieval, reasoning, analytics, or decision-
making.

22.9 Al and Intelligence Architecture

The intelligence layer consumes capabilities from the layers below it. This layer may in-
clude machine learning models, generative Al applications, retrieval-augmented genera-
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tion, model gateways, agentic systems, decision intelligence, predictive analytics, recom-
mendation systems, and intelligent automation. The reference architecture should not
treat Al as a separate island. Al depends on data. Al depends on information architec-
ture. Al depends on metadata and semantics. Al depends on security and identity. Al
depends on governance and observability. AI depends on operational integration. Al
therefore sits within the enterprise architecture rather than outside it.

A reusable Al architecture should provide common capabilities for model access, prompt
and context management, retrieval, model evaluation, safety controls, tool integration,
observability, cost management, and lifecycle management. An enterprise Al gateway
can provide a controlled interface to multiple models. This can reduce direct coupling
between applications and individual model providers while allowing the enterprise to
apply common security, logging, routing, and policy controls. RAG architectures can con-
nect Al systems to enterprise knowledge sources. Agent architectures can connect models
to tools and business services. Decision intelligence can combine predictive, descriptive,
and prescriptive capabilities.

The reference architecture should allow these patterns to coexist. The architectural ques-
tion is not simply, “Where do we put AI?” It is:

How does intelligence consume and contribute to the enterprise’s trusted information ecosys-
tem?

That question changes Al architecture from an application-specific concern into an enter-
prise architecture capability.

22.10 Governance, Security, Privacy, and Responsible
Al

Governance, security, privacy, and responsible Al should be represented as cross-cutting
architectural capabilities. They should not appear as a final box at the bottom of a diagram.
Security begins with identity and access management and extends through networks,
applications, data stores, pipelines, APIs, models, prompts, tools, and agents. Privacy re-
quires classification, purpose limitation, access controls, retention management, masking,
tokenization or other appropriate protection mechanisms, and appropriate handling of
sensitive information throughout its lifecycle. Governance establishes policies, standards,
decision rights, ownership, stewardship, metadata requirements, and controls.

Responsible Al extends these principles into Al-specific concerns such as model evalu-
ation, transparency, human oversight, risk management, monitoring, and appropriate
use.

The architecture should therefore support policy propagation.

For example, a data classification assigned to a customer attribute should be usable by
downstream systems to determine appropriate handling. A restricted dataset should not
become unrestricted simply because it has been copied into another platform. An Al ap-
plication should inherit or enforce the relevant controls on the information it retrieves.
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This is where metadata becomes an important control plane. Metadata can connect busi-
ness meaning, classification, ownership, lineage, quality, access policy, and usage con-
straints. The reference architecture should make this control flow explicit.

2211 Data Quality, Observability, and Trust

A reference architecture is incomplete if it describes where data is stored but not how
trust is established. Data quality should be connected to business requirements. Different
data products have different quality expectations. A regulatory reporting dataset may
require strict completeness and accuracy. A recommendation dataset may tolerate certain
forms of approximation. A streaming fraud signal may prioritize latency and availability.
The reference architecture should therefore support quality expectations as part of the
product and service definition. Observability provides the operational mechanisms to
detect deviations. The architecture should support visibility into:

Pipeline health
Data freshness
Volume

Schema changes
Quality metrics
Lineage

Infrastructure performance
Model behavior
e Retrieval quality

e Application behavior
e Cost

Al systems introduce additional observability requirements.

For a RAG system, for example, the enterprise may need to observe retrieval relevance,
source authority, citation behavior, latency, prompt and response characteristics, and fail-
ure patterns. For agents, it may need to observe tool invocation, authorization, action
outcomes, and escalation events.

Trust therefore extends beyond the dataset. It becomes an end-to-end architectural prop-
erty. A useful reference architecture makes trust observable from source to consumption.

22.12 Enterprise Operating Model and Decision Rights

Architecture cannot be implemented through diagrams alone. The reference architecture
must identify who owns capabilities, who makes decisions, who operates platforms, who
defines policies, and who is accountable for outcomes. The operating model described in
Chapter 20 provides the organizational foundation. A modern enterprise will often use a
hybrid model. Central teams provide common platforms, security capabilities, architec-
ture standards, governance frameworks, and reusable services. Business domains own
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the meaning, quality, and lifecycle of their information products. The reference architec-
ture should therefore map capabilities to organizational responsibilities. For example:

Capability Typical Accountability

Enterprise architecture Enterprise architecture leadership
Information domains Business/data domain owners
Data products Domain product teams

Data platform Data platform engineering

Integration/platform engineering

Integration platform

Enterprise metadata Data governance/platform teams
Security Enterprise security

Privacy Privacy/legal/compliance functions

Al platform Al/data platform engineering

Al risk controls Al governance/risk

Data quality Domain owners with platform support
Observability Platform and product engineering
Business outcomes Business executives and product owners

These responsibilities should be adapted to organizational context. The important archi-
tectural principle is that responsibility should be explicit. If a capability has no owner, the
architecture contains an organizational gap regardless of how technically sophisticated
the platform may be.

2213 Reference Architecture Deployment Patterns

The logical reference architecture can be implemented through different deployment pat-
terns:

A centralized platform pattern places most data and Al capabilities under a central
technology organization. This can simplify governance and platform management
but may create bottlenecks or weaken domain accountability if taken too far.

A federated domain pattern distributes engineering and data-product ownership
across business domains while providing shared platform services. This can improve
business alignment but requires stronger standards and platform engineering.

A hybrid enterprise pattern combines centralized foundational capabilities with de-
centralized domain ownership. For many large enterprises, this provides a practical
balance.

A lakehouse-centric pattern uses a shared analytical foundation for many data and
Al workloads.

An event-driven pattern emphasizes streaming and event-based integration for op-
erational intelligence.
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e A knowledge-centric Al pattern places semantic services, knowledge repositories,
and retrieval capabilities near the center of enterprise Al architecture.

e A multi-cloud pattern distributes workloads across multiple cloud environments,
usually because of regulatory, geographic, business, resilience, or existing-investment
requirements.

These patterns are not mutually exclusive. An enterprise may use a hybrid operating
model, lakehouse architecture, event streaming, and knowledge-centric Al simultane-
ously.

The reference architecture should therefore describe composable patterns rather than
prescribe one universal topology.

22.14 Technology-Neutral Architecture and
Technology Choices

One of the most important disciplines in reference architecture is separating architecture
from product selection. Technology choices matter. Performance, scalability, ecosystem
maturity, skills, integration, cost, support, security, and vendor strategy all influence im-
plementation. However, selecting technologies before defining architectural capabilities
can lead to technology-driven architecture. The reference architecture should first de-
scribe what must be accomplished. For example:

e Capability: Enterprise model access.

e Architectural responsibility: Provide controlled access to approved foundation and
specialized models.

e Requirements: Authentication, authorization, routing, logging, evaluation, cost man-
agement, and policy enforcement.

Only after these responsibilities are defined should the enterprise evaluate implemen-
tation options. The same principle applies to data storage. The architecture may re-
quire scalable object storage, analytical processing, transactional databases, streaming
systems, vector retrieval, and semantic services. Specific technologies can then be evalu-
ated against those requirements. This separation provides flexibility while still allowing
concrete technology standards to be established. The enterprise may maintain a separate
technology reference model that maps approved products and platforms to the logical
reference architecture. This creates two useful layers:

e Logical reference architecture: what capabilities are required and how they relate.
e Technology reference architecture: which technologies are approved to implement

those capabilities.

Keeping these layers distinct makes architectural governance more durable.
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2215 Reference Architecture at Meridian Financial
Group

Meridian Financial Group provides a useful example of how the reference architecture
can be applied. Meridian operates across multiple regions and business lines. Its environ-
ment includes legacy operational systems, enterprise warehouses, departmental analyti-
cal stores, cloud platforms, fragmented customer information, event streams, document
repositories, and emerging Al applications. The organization historically treated data
platforms as separate technology initiatives. The transformation described throughout
this book changes that approach. At the strategy layer, Meridian identifies customer in-
telligence, risk management, operational efficiency, regulatory reporting, and intelligent
automation as strategic priorities.

These priorities are mapped to business capabilities and information domains. Customer,
account, transaction, product, risk, and regulatory information become explicit enter-
prise information domains. Domain teams become accountable for the information they
produce and consume. The data platform provides shared storage, processing, integra-
tion, orchestration, metadata, quality, and observability capabilities. Data products are
created around high-value domains rather than around individual databases.

For example, a Customer 360 data product can combine authoritative customer informa-
tion, relationship information, relevant account relationships, and approved analytical
attributes. A risk data product can provide governed risk indicators and related infor-
mation to approved analytical and Al consumers. The semantic layer connects business
concepts such as customer, account, exposure, transaction, relationship, and risk event
to physical data sources and data products. Meridian then introduces an enterprise Al
architecture. An Al gateway provides controlled access to approved models. RAG ser-
vices connect Al applications to governed internal knowledge sources. A semantic and
metadata layer provides context. Agentic applications access enterprise tools through
controlled authorization boundaries. Governance and security span the entire architec-
ture. Data classification determines how information may be stored, shared, retrieved,
and used. Identity and access policies are applied across platforms and applications. Ob-
servability provides visibility into pipelines, data products, retrieval systems, models,
and Al applications. The resulting architecture is not a replacement for every existing plat-
form. Instead, Meridian creates a target architecture that allows existing systems to par-
ticipate in the transformation while progressively reducing unnecessary duplication and
architectural fragmentation. The most important change is therefore conceptual. Merid-
ian stops treating data, analytics, and Al as separate technology programs and begins
treating them as parts of one enterprise intelligence architecture.

22.16 Practical Artifact: Enterprise Data and Al
Reference Architecture Blueprint

The practical artifact for this chapter is an Enterprise Data and AI Reference Architec-
ture Blueprint. The blueprint should be maintained as a living architectural asset rather
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than a one-time diagram. A useful blueprint contains at least seven components.

1. Business Alignhment View

Document the strategic objectives, business capabilities, value streams, and information
domains that the architecture supports. The purpose is to establish why the architecture
exists.

2. Capability Map

Identify the required enterprise capabilities across:

e Information architecture

Data platforms
Integration

Data products

Semantics

Knowledge management
Al

Governance

Security

Privacy

e Quality

e Observability

e Operating model

3. Logical Reference Architecture

Create a technology-neutral architecture showing the major layers and relationships. A
useful logical model, from top to bottom, is:

. Business and strategy

. Business capabilities and information domains
. Operational systems and data sources

. Integration and ingestion

. Data storage and processing

. Data products and analytical services
Semantic and knowledge services

. Al and intelligence services

© PN U W N R

. Business applications and decisions

Across all layers run the cross-cutting concerns: security, privacy, governance, metadata,
quality, observability, and risk.
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4. Ownership and Decision Rights

For each capability, identify the accountable organization, decision authority, operational
owner, and major consumers.

5. Technology Reference Model

Map logical capabilities to approved technologies, platforms, standards, and reusable
services.

6. Architecture Standards and Controls

Define the principles, standards, patterns, security controls, data contracts, quality re-
quirements, and Al controls that implementations are expected to follow.

7. Evolution Roadmap

Identify the transition from the current state to the target architecture. The roadmap
should distinguish between:

Capabilities to build
Capabilities to modernize
Capabilities to consolidate
Capabilities to retire
Dependencies

Business outcomes

Risk reduction

Investment requirements

A simple assessment can use the following structure:

Architecture

Dimension Current State  Target State Gap Priority Owner
Information Fragmented Enterprise High High Data
architecture domain model Architecture
Data platform Multiple Rationalized High High Platform
platforms platform Engineering
ecosystem
Integration Batch and API, CDC, High High Integration
point-to-point  event, and
contract-
based
Data products  Limited Domain- High High Domain
owned Teams

products
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Architecture

Dimension Current State  Target State Gap Priority Owner
Semantics Inconsistent Governed High Medium Data
semantic Governance
layer
Al Experimental Governed High High Al Platform
architecture enterprise Al
platform
Governance Policy-centric ~ Embedded Medium High Governance
and
automated
Observability Pipeline- End-to-end Medium Medium Platform
focused data and Al Engineering
trust
Operating Centralized Hybrid/federated Medium High Leadership
model

The blueprint should be reviewed periodically. A reference architecture that never
changes becomes disconnected from the enterprise it was intended to guide.

2217 Key Takeaways

An enterprise data and Al reference architecture provides the connective tissue between
the individual capabilities discussed throughout this book. The most important lessons
are:

1.

A reference architecture describes capabilities and relationships, not merely tech-
nologies.

2. Business strategy should provide the starting point for the architecture.

3. Information architecture provides the conceptual foundation for data and Al

Modern data platforms should be treated as portfolios of interoperable capabilities
rather than single technologies.

Integration architecture should support multiple patterns, including APIs, batch,
CDGC, events, and streaming.

6. Data products connect domain accountability with enterprise data reuse.

7. Semantic and knowledge architecture provide the context increasingly required by

10.

11.

Al systems.
Al should be integrated into enterprise architecture rather than treated as a discon-
nected application technology.

Security, privacy, governance, quality, and observability are architectural control
planes, not afterthoughts.

The logical reference architecture should remain technology-neutral while a sepa-
rate technology reference model identifies approved implementation choices.

The operating model is part of the architecture because every important capability
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requires ownership and decision rights.

12. Reference architecture should support multiple deployment patterns rather than
impose a universal physical topology.

13. The architecture must evolve continuously as business priorities, technologies,
risks, and organizational structures change.

14. The ultimate purpose of the architecture is not technological sophistication. It is
the ability to turn trusted enterprise information into measurable business value
and responsible intelligence.

Architect’s Reflection

A reference architecture can become one of the most powerful tools in an enterprise ar-
chitect’s toolkit—or one of the least useful. The difference is rarely the quality of the dia-
gram. The difference is whether the architecture becomes a living decision framework. A
beautiful architecture diagram that nobody uses has little enterprise value. A simpler ar-
chitecture that shapes investment decisions, clarifies ownership, guides solution design,
exposes dependencies, and creates common language can become enormously valuable.
The Enterprise Data Architect should therefore resist the temptation to make the refer-
ence architecture unnecessarily complex.

The goal is not to represent every database, interface, application, model, and technology.
The goal is to make the important architectural relationships visible.

The reference architecture should help an executive understand where investment is re-
quired. It should help an engineer understand the boundaries within which a solution
should be designed. It should help a data product owner understand their responsibil-
ities. It should help a security leader understand where controls are applied. It should
help an Al team understand how models connect to trusted enterprise information.

Most importantly, it should help the organization make better architectural decisions re-
peatedly.

The modern enterprise is unlikely to converge on one platform, one database, one cloud,
one model, or one architecture pattern. Instead, the enterprise architect’s role is to cre-
ate coherence across diversity. That is the real purpose of enterprise architecture. The fu-
ture enterprise will contain many technologies, many data products, many models, many
agents, many platforms, and many teams. The architecture must make them behave like
an enterprise rather than a collection of independent technologies.
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CHAPTER 23

Enterprise Data Architect as
Strategic Leader

Enterprise Data Architecture has traditionally been associated with models, platforms,
integration patterns, governance frameworks, and technology standards. These remain
important responsibilities. However, the transformation described throughout this book
requires something more. The modern Enterprise Data Architect must become a strategic
leader.

This does not necessarily mean becoming a people manager or moving into an executive
title. Strategic leadership is primarily about the ability to connect architecture with busi-
ness strategy, influence decisions beyond the technology organization, create alignment
across competing interests, and guide the enterprise through uncertainty and change.

The importance of this role has increased because data and Al have become deeply con-
nected to enterprise strategy. Organizations now use data to manage customers, prod-
ucts, operations, risk, finance, supply chains, employees, and regulatory obligations. Al
increasingly influences how organizations analyze information, automate work, support
decisions, interact with customers, and create new products and services. As a result,
architectural decisions about data and Al can have consequences far beyond technology.

A decision about customer identity can affect regulatory compliance, marketing, fraud
management, and customer experience. A decision about data ownership can determine
whether an Al initiative can scale. A decision about model access can influence security
and financial exposure. A decision about data platform architecture can shape years of
investment.

The Enterprise Data Architect therefore operates at the intersection of strategy, technol-
ogy, information, risk, and organizational change. The strategic architect does not simply
answer the question, “How should we build this?” The architect increasingly asks:

Why are we building it?

What business capability does it enable?
e What information does it depend on?
What risks does it introduce?

419
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e What capabilities should be reusable?
e What should the enterprise standardize, and what should it allow to vary?
e How will the architecture evolve as the business changes?

These questions define the transition from technical architect to strategic architecture
leader.

23.1From Technical Architect to Strategic Leader

The evolution of the Enterprise Data Architect can be understood as a progression. The
traditional architect often focused on technical correctness. The objective was to create
models, standards, integration patterns, and platforms that met defined requirements.
The modern architect must still understand technical architecture deeply, but technical
expertise is no longer sufficient. The strategic architect connects technical decisions to
enterprise outcomes. This requires understanding business models, operating models, fi-
nancial constraints, regulatory expectations, organizational behavior, and executive pri-
orities. The distinction can be illustrated simply:

Traditional Orientation Strategic Orientation

Design the data platform Enable strategic business capabilities

Establish enterprise information meaning
Define data models

Govern databases Govern information as an enterprise asset
Build integrations Enable business interoperability

Support reporting Enable decisions and intelligence

Implement Al data pipelines Establish trusted foundations for Al

Define standards Create reusable architectural capabilities
Review solutions Shape investment and architectural direction
Manage technology complexity Reduce enterprise complexity

Deliver architecture Create sustainable business capability

The strategic architect does not abandon technical architecture. Instead, technical archi-
tecture becomes one instrument for achieving larger organizational outcomes.

23.2 Understanding Business Strategy

Strategic architecture begins with understanding the business. An Enterprise Data Archi-
tect should be able to explain how the organization creates value, how it competes, how
it serves customers, how it generates revenue, where its major costs occur, and which
risks could materially affect its objectives. This does not mean becoming a business ex-
ecutive. It means developing sufficient business literacy to understand the consequences
of architectural decisions. Consider an organization pursuing a strategy centered on im-
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proving customer experience. A technically focused architect might begin by proposing a
customer data platform. A strategic architect begins differently, by asking what customer
experience means in the organization’s strategy. Is the objective faster service? More per-
sonalized interactions? Reduced customer effort? Improved retention? Better digital en-
gagement? More accurate recommendations?

The answers determine the architecture. If the strategic objective is consistent customer
recognition across channels, identity resolution becomes important. If the objective is per-
sonalized interaction, customer and product data products may become important. If the
objective is real-time service, event-driven architecture may be required. If the objective
is Al-assisted customer support, governed knowledge retrieval and conversational Al be-
come important. The technology follows the strategy. This is one of the most important
disciplines of strategic architecture:

Do not begin with the technology capability. Begin with the business outcome.

23.3 Translating Strategy into Architectural
Capabilities

The Enterprise Data Architect provides a translation function between business language
and technology language. Executives may describe objectives such as:

e Improve customer experience

e Reduce operational cost

e Increase revenue

e Manage risk

e Accelerate product development
e Improve regulatory reporting

e Enable intelligent automation

Architecture translates these objectives into capabilities. For example:

e Business objective: reduce fraud losses.

e Business capabilities: fraud detection, transaction monitoring, investigation, cus-
tomer verification.

e Information capabilities: transaction data, customer identity, behavioral data, device
information, external intelligence.

e Data architecture capabilities: streaming ingestion, real-time processing, trusted cus-
tomer and transaction data products, event-driven integration.

e Al capabilities: anomaly detection, predictive models, investigator assistance, knowl-
edge retrieval.

e Control capabilities: security, privacy, model governance, auditability, and explain-
ability where required.

The architecture therefore creates a chain from strategy to implementation.
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Translating strategy into architecture: a fraud example
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Figure 23.1 - Translating Strategy into Architectural Capabilities

This chain allows investment discussions to become more meaningful.

Instead of saying, “We need a new data platform,” the architect can explain which busi-
ness capabilities require which architectural capabilities and why the investment matters.

23.4 Architecture as an Investment Discipline

One of the most significant changes in the role of the Enterprise Data Architect is in-
creased involvement in investment decisions. Data architecture is no longer simply an
engineering concern. Cloud platforms, data platforms, Al infrastructure, integration tech-
nologies, observability tools, security capabilities, and data products represent substan-

tial

and recurring investments. The architect should therefore understand the economics

of architecture. This includes:

Platform costs

Storage costs

Compute consumption
Data movement
Licensing

Engineering capacity
Operational support
Migration costs
Technical debt
Opportunity cost
Resilience requirements

A technically elegant architecture may not be economically appropriate. Conversely, the
cheapest short-term solution may create substantial long-term technical debt. Strategic
architecture seeks sustainable value rather than simply minimizing initial cost. The ar-
chitect should be able to frame investment decisions using questions such as:

What capability does this investment create?
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What duplication does it eliminate?
What risk does it reduce?
What future options does it create?

What operational cost does it introduce?

What business outcomes depend on it?

This changes architecture from a review function into an investment discipline.

23.5 The Architect as Enterprise Connector

Modern enterprise data problems rarely stay within one organizational boundary. Cus-
tomer data may cross marketing, sales, service, finance, risk, and digital channels. Prod-
uct information may cross operations, technology, analytics, regulatory reporting, and
customer-facing applications. Al initiatives may involve business teams, data engineer-
ing, security, legal, privacy, risk, architecture, and procurement. No single team controls
the entire architecture. The Enterprise Data Architect therefore becomes a connector. The
architect creates relationships among teams that otherwise may operate independently.
This requires the ability to understand different perspectives. A business leader may care
about outcomes and speed. An engineer may care about reliability and maintainability. A
security leader may care about attack surfaces and access controls. A privacy leader may
care about appropriate data use. A data scientist may care about feature availability and
experimentation. An Al product team may care about model quality and user experience.
A platform team may care about standardization and operational efficiency. The strategic
architect does not simply choose one perspective. The architect creates an architectural
model that allows the perspectives to coexist within a coherent decision framework.

23.6 Influencing Without Direct Authority

Many Enterprise Data Architects operate without direct authority over the teams whose
decisions they influence. This makes influence a core architectural skill. Architecture stan-
dards can define expectations, but standards alone rarely create alignment. Influence
comes from several sources:

e Credibility. Teams need confidence that the architect understands both technology
and business realities.

e Clarity. Architectural decisions should be understandable and connected to concrete
outcomes.

e Consistency. Teams need predictable principles rather than constantly changing ar-
chitectural preferences.

e Evidence. Recommendations should be supported by data, experiments, cost analy-
sis, risk analysis, or demonstrated outcomes.

e Collaboration. Architecture should be developed with stakeholders rather than im-
posed on them unnecessarily.

e Pragmatism. The architect must recognize constraints and provide realistic paths for-
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ward.

A strategic architect therefore spends significant time communicating. Architecture re-
views, executive briefings, design workshops, roadmaps, decision records, standards, ref-
erence architectures, and architecture communities are all communication mechanisms.

The quality of the architecture is partly determined by the quality of the conversations it
creates.

23.7 Architecture Decision-Making Under Uncertainty

Modern data and Al architecture involves significant uncertainty. Technology changes
rapidly. Business priorities change. Al capabilities evolve. Regulatory expectations de-
velop. Vendor strategies change. Organizations reorganize. Architects therefore cannot
wait for complete information before making decisions. Instead, they need a disciplined
approach to uncertainty. One useful method is to distinguish between decisions that are
difficult to reverse and decisions that are relatively easy to change. A major enterprise
data model may have long-term consequences. A model provider may be replaceable if
the architecture isolates model access appropriately. A physical storage technology may
be replaceable if the logical architecture remains stable. A domain ownership decision
may be difficult to reverse organizationally even if it appears simple technically. The
architect should therefore pay particular attention to architectural reversibility. Where
uncertainty is high, designs should preserve options where economically practical. This
may involve abstraction layers, well-defined interfaces, data contracts, modular services,
portable formats, or technology-neutral architecture boundaries. The goal is not to elim-
inate uncertainty. It is to prevent uncertainty from becoming unnecessary architectural

fragility.

23.8 Strategic Use of Standards

Standards are one of the architect’s most powerful tools, but they can also become a
source of unnecessary bureaucracy. A standard should exist because consistency creates
meaningful enterprise value. Useful standards may address:

e Security

e Identity

e Data classification
e Metadata

e Data contracts

e Interoperability

e Naming

e Integration

e Observability
Quality
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Al model access

Responsible Al

Platform engineering
Architectural documentation

Not everything needs to be standardized. An organization can become so focused on
standardization that innovation becomes difficult. The strategic architect should there-
fore distinguish between:

e Things that must be consistent

e Things that should be reusable

e Things that can vary by context

e Things that should remain experimental

This creates architectural freedom within appropriate boundaries. The objective is not
maximum standardization. The objective is intentional standardization.

23.9 Creating Architectural Guardrails

Guardrails provide another mechanism for strategic leadership. A guardrail defines a
boundary within which teams can make local decisions. For example:

Enterprise Al applications must access production data through governed interfaces rather
than direct database connections.

This rule does not prescribe every technology choice. Another guardrail might state:

Sensitive enterprise data must carry machine-readable classification metadata throughout
its lifecycle.

Again, teams can choose different implementations as long as the architectural outcome
is achieved. Good guardrails therefore express architectural intent without unnecessarily
prescribing implementation details. They are particularly valuable in large organizations
where centralized review cannot scale to every technical decision. The Enterprise Data
Architect should aim to make the safe and compliant path the easiest path. This means
embedding guardrails into platforms, templates, APIs, CI/CD pipelines, policy engines,
metadata systems, and reusable services wherever possible.

23.10 Architecture and Organizational Change

Architecture transformation is also organizational transformation. Introducing data prod-
ucts changes ownership. Moving toward a federated data model changes decision rights.
Introducing an enterprise Al platform changes how Al applications are developed. Im-
plementing a semantic layer changes how teams define business concepts. Modernizing
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legacy platforms changes skills and responsibilities. The architect must therefore under-
stand organizational change. A technically sound target architecture may fail if the oper-
ating model remains aligned to the old architecture.

For example, an organization may create domain-owned data products but continue eval-
uating teams only on application delivery. Domain teams may then have little incentive to
invest in reusable data products. Similarly, an organization may establish a platform-as-
product model but continue funding the platform as a temporary project. The platform
team may struggle to operate sustainably. Strategic architecture therefore considers:

Ownership
Incentives

Funding
Skills
e Organizational boundaries

e Performance measures
e Leadership sponsorship
e Communication

e Adoption

The architecture is successful only when the organization can operate it.

23.11 Leading Through Modernization

Enterprise modernization creates another important leadership responsibility. Large or-
ganizations cannot replace everything at once. The architect must create a path from
current state to target state. This requires balancing competing priorities. Some legacy
systems may be strategically important and therefore need careful coexistence. Some
platforms may be expensive but difficult to replace. Some capabilities may need mod-
ernization because they block high-value business initiatives. Others may be acceptable
to leave unchanged. The strategic architect therefore needs to distinguish between tech-
nical age and strategic importance. An old system is not automatically a modernization
priority. Likewise, a modern technology is not automatically strategically valuable. The
modernization roadmap should consider:

e Business value

e Architectural dependency
e Risk

e Cost

e Complexity

e Regulatory requirements
e Operational resilience

e Alreadiness

e Organizational capacity
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This makes modernization a portfolio decision rather than a technology replacement ex-
ercise.

23.12 Leading Enterprise Al Architecture

Al creates a particularly important leadership opportunity for the Enterprise Data Archi-
tect. Al initiatives often begin in business units, innovation teams, or application teams.
They may initially focus on proving a use case. The strategic architect must help the or-
ganization determine what happens after the prototype succeeds. Questions include:

e Where does enterprise data come from?
e How is information authorized?

e How is knowledge retrieved?

e Which models are approved?

e How are models evaluated?

How are prompts and context managed?
How are Al interactions observed?

How are costs managed?

How are users authenticated?

What tools can agents access?

What actions require human approval?
How are incidents handled?

How is Al capability reused across applications?

These questions turn an Al experiment into an enterprise capability. The architect should
therefore help the organization move through three stages:

Experimentation — Productization —» Industrialization

Experimentation focuses on learning. Productization focuses on delivering a reliable busi-
ness capability. Industrialization focuses on reuse, governance, scale, economics, and op-
erational sustainability. The Enterprise Data Architect has an important role at each stage.

23.13 Communicating Architecture to Executives

Strategic architects must communicate differently with different audiences. Executives
usually do not need a detailed pipeline diagram. They need to understand:

e The business problem
e The strategic capability
e The investment

e The major risks

e The expected outcomes
e The dependencies

e The decision required
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For example, rather than explaining a complex lakehouse architecture, an architect might
explain:

The proposed architecture creates a reusable enterprise information foundation that allows
customer, transaction, and product information to be governed once and reused across ana-
lytics, regulatory reporting, and Al applications.

The technical architecture still matters. But it is communicated in the context of enterprise
value. For technical audiences, the same architecture can then be explained through in-
terfaces, data contracts, platform capabilities, security controls, reliability, deployment
patterns, and technology choices. The ability to move between these levels is a defining
capability of strategic architecture.

23.14 Measuring Architectural Leadership
Architecture should have measurable outcomes. Some measures are technical:

Reduction in duplicate platforms
Data-product adoption

Data quality improvement
Platform reliability

Integration reuse

Reduction in technical debt

e Architecture standard adoption

Others are business-oriented:

Faster delivery of strategic capabilities

Reduced operational cost

Improved customer outcomes

Reduced regulatory risk
Faster access to trusted information

Improved decision quality
Al introduces additional measures:

e Reuse of governed Al capabilities

e Retrieval quality

e Model evaluation results

e Alincident rates

e Cost per Al interaction

e Percentage of Al workloads using approved controls

e Time required to move Al solutions from prototype to production

The architect should avoid creating metrics simply because they are easy to measure.
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The best architectural measures demonstrate whether the architecture is enabling the
organization to achieve its objectives.

23.15 Building the Strategic Architecture Practice

Strategic architecture should not depend entirely on one exceptional architect. Organiza-
tions need an architecture practice. Such a practice may include Enterprise Data Archi-
tects, solution architects, domain architects, security architects, Al architects, platform ar-
chitects, and business architecture partners. The practice should establish common meth-
ods for:

e Architecture principles
e Reference architectures
e Decision records

e Architecture reviews

Technology standards
Capability mapping
Roadmaps

Risk assessment

Architecture metrics

Communities of practice are especially valuable. They allow architects to share patterns,
lessons learned, emerging technologies, and difficult decisions. A strong architecture
practice also creates institutional memory. Architecture decisions should not disappear
when individuals change roles. Decision records, standards, reference architectures, mod-
els, roadmaps, and principles preserve organizational knowledge. This is particularly
important in an environment where technology and organizational structures evolve
rapidly.

23.16 The Strategic Architect'’s Skill Set

The modern Enterprise Data Architect needs a broader skill profile than the traditional
role required. Technical depth remains essential. The architect should understand data
modeling, distributed systems, cloud architecture, data platforms, integration, security,
metadata, Al architectures, and modern engineering practices. But technical skills must
be complemented by:

e Business literacy. Understanding strategy, business models, capabilities, value
streams, and economics.

e Communication. Explaining complex architectural concepts to technical and non-
technical audiences.

e Influence. Building alignment without relying solely on organizational authority.

e Systems thinking. Understanding interactions across technology, people, processes,
information, and economics.
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Decision-making. Making sound choices under uncertainty.

Negotiation. Balancing competing priorities and stakeholder interests.

Leadership. Creating direction and enabling others to execute.
e Learning agility. Continuously adapting to new technologies and business models.

Ethical judgment. Recognizing the consequences of architectural decisions involving
data, automation, and Al.

The strategic architect is therefore both technologist and organizational thinker.

23.17 The Enterprise Data Architect at Meridian
Financial Group

At Meridian Financial Group, the evolution of the architecture role becomes visible
through the modernization program. Initially, the enterprise expected data architects to
review designs and define standards. As the transformation progressed, that model be-
came insufficient. The architects began participating in strategic planning discussions.
They helped executives connect customer strategy to information capabilities. They
worked with risk leaders to define trusted data requirements. They partnered with plat-
form teams to establish reusable capabilities. They worked with domain leaders to define
data ownership. They collaborated with Al teams to establish enterprise retrieval, model
access, and agent security patterns.

Architecture reviews changed as well. Instead of asking only whether a proposed system
followed technical standards, architects began asking:

e What business capability does this solution enable?

e Does the required data already exist as an enterprise product?
Is a new platform actually necessary?

Can an existing enterprise capability be reused?

Who owns the information?

What happens if the model or vendor changes?

How will the capability be governed?

What is the long-term operating cost?

How does this solution contribute to the target architecture?

These questions changed the relationship between architecture and delivery teams. Ar-
chitecture became less about approving designs and more about helping teams make
better decisions.

The architects also introduced a strategic architecture portfolio view. Major data and Al
investments were mapped against business capabilities, information domains, platform
dependencies, risk, and modernization priorities. This allowed leadership to see where
multiple initiatives were attempting to solve the same problem independently. In one
example, three business units were developing separate customer knowledge retrieval
capabilities. Rather than selecting one project as the winner, the architecture team identi-
fied the common capabilities across the initiatives and proposed an enterprise knowledge
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retrieval service. The business units retained responsibility for their use cases while shar-
ing common capabilities for identity, retrieval, security, evaluation, and observability.
The architectural outcome was not simply platform consolidation. It was the creation of
a reusable enterprise capability. This became an important example of strategic architec-
ture in practice.

23.18 Practical Artifact: Enterprise Architecture
Leadership Canvas

The practical artifact for this chapter is an Enterprise Architecture Leadership Canvas.
The canvas helps an Enterprise Data Architect move from technical architecture concerns
toward strategic leadership. It should contain eight areas.

1. Strategic Outcomes

What are the organization’s most important strategic objectives?

2. Business Capabilities

Which capabilities must improve or emerge to achieve those objectives?

3. Information Dependencies

What information is required to support those capabilities?

4. Architectural Capabilities

Which data, platform, integration, semantic, Al, governance, security, and observability
capabilities are required?

5. Major Decisions

Which architectural decisions will materially influence the outcome?

6. Stakeholders and Decision Rights

Who owns the business outcome, information, platform, risk, and investment decisions?

7. Investment and Economics

What investment is required, what duplication can be avoided, and what measurable
value or risk reduction is expected?
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8. Evolution Roadmap

What must happen now, next, and later?

A practical leadership canvas can be summarized as:

Dimension Strategic Question

Business What outcome are we trying to achieve?
Capability What must the enterprise become able to do?
Information What information enables the capability?

Architecture
Governance

Economics

Organization

Evolution

What capabilities and patterns are required?
What controls and decision rights are required?

What will the capability cost and what value
does it create?

Who owns and operates it?

How do we move from current state to target
state?

The canvas should be used in strategic planning, major architecture initiatives, modern-
ization programs, and significant Al investments. Its purpose is not to create another
documentation requirement. Its purpose is to change the questions architects ask.

23.19 Key Takeaways

The modern Enterprise Data Architect is increasingly a strategic leader rather than solely
a technical designer. The most important lessons are:

. Technical expertise remains essential, but it must be connected to business strat-
egy.

. Strategic architecture begins with business outcomes rather than technology
choices.

. The architect translates strategy into business, information, data, platform, Al, and
governance capabilities.

. Data architecture increasingly influences enterprise investment decisions and
therefore requires economic awareness.

. The architect acts as a connector across business, technology, security, privacy, gov-
ernance, risk, and Al teams.

6. Influence without direct authority is a core architecture skill.

7. Architecture should preserve options when uncertainty is high and decisions are

difficult to reverse.

. Standards should create meaningful consistency without unnecessarily restricting
innovation.

. Guardrails allow decentralized teams to move quickly within safe architectural
boundaries.
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10. Modernization is an organizational transformation as well as a technology trans-
formation.

11. Al architecture requires leadership that connects experimentation with producti-
zation and industrialization.

12. Architecture communication must adapt to executives, engineers, product teams,
governance functions, and other stakeholders.

13. Architectural leadership should be measured through business, technical, risk, and
organizational outcomes.

14. A mature architecture practice creates institutional knowledge rather than depend-
ing on individual architects.

15. The strategic Enterprise Data Architect creates coherence across technologies,
teams, information, and business objectives.

Architect’s Reflection

The most important transition in the career of an Enterprise Data Architect may not be
from one technology to another. It may be from designing systems to shaping decisions.
A technical architect can produce an excellent architecture. A strategic architect helps
the organization decide which problems are worth solving, which capabilities should be
shared, where investment should be made, which risks should be accepted, and how the
enterprise should evolve. That requires a different mindset. The architect must become
comfortable in conversations where there is no perfect technical answer. There may be
competing business priorities. There may be incomplete information. There may be orga-
nizational resistance. There may be financial constraints. There may be uncertainty about
emerging technologies. There may be disagreement among stakeholders. Strategic archi-
tecture does not eliminate these conditions. It provides a structured way to navigate them.
The modern Enterprise Data Architect should therefore spend less time asking, “What is
the most advanced architecture we can build?” and more time asking, “What architecture
allows this enterprise to achieve its objectives sustainably?” That distinction is profound.

The future belongs neither to the organization with the most technology nor to the orga-
nization with the most architecture documents. It belongs to organizations that can con-
tinuously translate strategy into capabilities, capabilities into architecture, architecture
into execution, and execution into measurable outcomes. The Enterprise Data Architect
has an increasingly important role in making that translation possible.

The next chapter will look beyond the current role and examine how the Enterprise Data
Architect itself may evolve as cloud platforms, Al systems, data products, semantic tech-
nologies, and autonomous agents become increasingly integrated into the enterprise.
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CHAPTER 24

The Future of the Enterprise
Data Architect

The Enterprise Data Architect has already changed substantially.

The role that once centered on enterprise data models, database standards, integration
patterns, and warehouse architecture now spans cloud platforms, lakehouses, data prod-
ucts, streaming, metadata, semantics, machine learning, generative Al, knowledge re-
trieval, agents, governance, security, privacy, observability, and organizational operating
models.

The next phase of this evolution will be even broader. The future Enterprise Data Ar-
chitect will operate in an environment where the boundaries between data architecture,
software architecture, Al architecture, knowledge architecture, and enterprise architec-
ture become increasingly fluid. Data will not simply be stored and consumed. It will
be continuously generated, transformed, interpreted, governed, enriched, retrieved, rea-
soned over, and acted upon. Al systems will increasingly participate in business pro-
cesses rather than simply produce predictions or generate content. Data products will
become more deeply integrated into operational applications. Semantic models will be-
come increasingly important as a bridge between enterprise information and machine
reasoning. Agents will interact with APIs, applications, knowledge sources, and business
systems. Cloud platforms will continue to evolve. Architectural decisions will increas-
ingly involve not only systems and data, but also models, context, policies, autonomous
actions, and human oversight. The Enterprise Data Architect therefore faces an important
question:

What should the role become when intelligence itself becomes an architectural capability?

The answer is not to predict one fixed future. Technology, organizations, and business
models will continue to change. Instead, the architect should develop durable capabil-
ities that remain valuable across technological transitions. The future Enterprise Data
Architect will be distinguished less by mastery of one particular platform and more by
the ability to create coherence across information, technology, intelligence, people, and
business strategy.

435
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241 From Data Architect to Intelligence Architect

The title “Enterprise Data Architect” remains useful because data will continue to be
foundational. However, the scope of responsibility is expanding. Traditional data archi-
tecture focused primarily on the management and movement of enterprise information.
Modern data architecture includes information products, platforms, semantics, Al data
foundations, and knowledge retrieval. The emerging architecture discipline extends fur-
ther into the design of enterprise intelligence. This does not mean that every Enterprise
Data Architect should become an Al specialist or replace specialized Al architects. Rather,
it means the architect increasingly needs to understand how data becomes intelligence.

A simplified progression is:

Data Information Knowledge Context Intelligence Action
— — — — —
structure & relationships & relevance to the insight & .
recorded facts meaning rules task reasoning business outcome

The future architect designs the whole chain, not just the first link

Figure 24.1 - The Data-to-Intelligence Continuum

Data represents recorded observations or facts. Information adds structure and meaning.
Knowledge connects information through relationships, rules, and accumulated under-
standing. Context determines what information and knowledge are relevant to a particu-
lar situation. Intelligence applies analytical or reasoning capabilities to generate insight,
recommendations, predictions, or actions. Action connects intelligence to business pro-
cesses and outcomes. The future architect must understand the architecture across this
entire chain. This is why the role may increasingly overlap with what can be called an
Enterprise Intelligence Architect.

The term should not be interpreted as a replacement title or formal industry standard.
It is a useful way of describing an expanded architectural responsibility. The architect’s
question becomes:

How does the enterprise transform trusted information into responsible, reusable intelli-
gence?

That question encompasses much of the architecture described throughout this book.

24.2 The Declining Importance of Technology-Specific
Architecture

Technology expertise will remain important, but technology-specific knowledge will have
a shorter half-life. Cloud services evolve. Data platforms change. Al model capabilities
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change rapidly. New interfaces and protocols emerge. Vendors consolidate, expand, or
change strategy. Open-source ecosystems evolve. The architect who defines their identity
around one technology will therefore face increasing career risk. This does not mean
technology expertise becomes less valuable. It means that technology expertise must be
combined with architectural abstraction.

The future architect should be able to understand a technology deeply enough to evaluate
its implications while maintaining enough abstraction to recognize when the technology
should or should not influence the architecture. This creates a useful distinction:

e Technology knowledge answers: How does this technology work?

e Architecture knowledge answers: Where does this capability belong, what should it
depend on, and what consequences does the choice create?

e Strategic architecture answers: Why does the enterprise need this capability, and how
should it contribute to business outcomes?

The future architect needs all three.

24.3 Architecture in an Al-Native Enterprise

An Al-native enterprise is not simply an enterprise that uses many Al applications. It is
an organization in which Al becomes integrated into the way work is performed, deci-
sions are supported, knowledge is accessed, and business processes are designed. This
changes architecture. Traditional enterprise applications were often designed around ex-
plicit workflows. A user performed a sequence of actions. Al introduces systems that can
interpret intent, retrieve context, generate plans, recommend actions, and in some cases
execute actions through tools. The architecture therefore becomes more dynamic. Instead
of:

User —» Application — Database
an intelligent workflow may look more like:

User or Event - AI Orchestrator » Context and Knowledge — Model — Tool Selection
— Enterprise Service - Result - Evaluation - Human or Automated Action

Each stage creates architectural responsibilities. The architect must consider identity, au-
thorization, context, tool access, state, memory, observability, evaluation, failure recov-
ery, and human oversight. The data architecture becomes part of the intelligence archi-
tecture.

24.4 Data as Context

One of the most important future developments is the changing role of data. Historically,
data was often treated as something to be stored, processed, and analyzed. In Al systems,
data increasingly serves as context. A model’s usefulness depends not only on its under-
lying capabilities but also on the information available to it at the time of interaction.
Context may come from:
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Structured enterprise data
Documents

Policies

Customer information
Transaction history
Business rules
Application state
Knowledge graphs
APIs

Real-time events
Previous interactions
User permissions

This creates a new architectural discipline around context. The architect must determine:

What information is relevant
Where it comes from

Whether it is authoritative

How current it must be

Who is allowed to access it

How it is transformed

How it is retrieved

How it is presented to the model
How it is protected

The future data architect therefore becomes increasingly a context architect as well. This
is one reason semantic architecture, metadata, lineage, data products, and governance
become more important rather than less important in an Al-driven enterprise.

24.5 The Rise of Machine-Consumable Enterprise
Architecture

Traditional enterprise architecture documentation is designed primarily for humans. Ar-
chitects create diagrams, documents, standards, models, and decision records that peo-
ple read and interpret. The future enterprise will increasingly require architecture infor-
mation to be machine-consumable. Consider an Al development platform that needs to
determine:

Which data products exist

Who owns them

What they mean

What classifications apply

What access policies govern them
How fresh they are
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What quality measures they have
Which APIs can be called
Which models are approved

Which tools an agent may access

If this information exists only in documents, Al systems and automated engineering tools
cannot reliably use it. The architecture must therefore become increasingly represented as
structured metadata. Enterprise architecture may increasingly include machine-readable
representations of:

e Capabilities

e Domains

e Entities

e Data products
e APIs

e Policies

e Classifications
e Lineage

e Quality metrics
Models

Tools

Controls
Ownership

Dependencies

This creates an important opportunity. The enterprise architecture repository could be-
come an operational knowledge source rather than simply a documentation repository.
Architecture metadata may itself become a data product.

24.6 The Semantic Enterprise

As Al systems become more capable, semantic consistency becomes increasingly impor-
tant. An enterprise may contain thousands of systems and millions of data attributes.
Different applications may use different terminology for similar concepts. One system
may refer to a “client.” Another may use “customer.” A third may use “party.” A fourth
may use “account holder.” Humans can often understand the relationship from context.
Al systems require more explicit representation. The future enterprise will therefore in-
creasingly need semantic architecture that connects:

Business Concepts « Data & Applications & Knowledge « Al

This may involve business glossaries, semantic models, ontologies, knowledge graphs,
entity resolution, metadata systems, and machine-readable definitions. The architect’s
role will be to ensure that semantic assets are not created independently by every Al
application. Instead, common enterprise meaning should become reusable infrastructure.
This does not imply that every enterprise needs a single universal ontology. Different
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domains may require specialized semantics. The architectural challenge is to establish
enough common meaning to enable interoperability while preserving domain-specific
precision.

24.7 The Emergence of Autonomous Data Operations

Data operations have historically required significant human intervention. Engineers
monitor pipelines, investigate failures, manage schemas, tune workloads, review data
quality issues, and respond to operational incidents. Al-assisted engineering will increas-
ingly automate some of these activities. Future data platforms may detect anomalies,
identify likely causes, recommend remediation, generate transformation logic, suggest
schema changes, and optimize workloads. Some operational actions may eventually be
performed automatically within defined guardrails. This creates a new architectural re-
sponsibility. Automation must have boundaries. An autonomous system that can modify
production pipelines, alter data structures, or change access policies requires carefully
controlled authority.

The architect must define:

What the system can observe
What it can recommend

What it can change

What requires approval

How changes are logged
e How actions can be reversed
e How failures are detected

The future of data operations is therefore unlikely to be simply “more automation.” It
will be governed automation.

24.8 Agents as Architectural Participants

Traditional architecture assumes that applications are passive systems that execute pre-
defined logic. Agents challenge this assumption. An agent can interpret a goal, decide
which tools to use, retrieve information, execute actions, observe results, and potentially
revise its plan. The agent therefore becomes an active participant in the enterprise archi-
tecture. This introduces questions that traditional application architecture did not always
need to answer:

What authority does an agent have?

Which systems can it access?

Which actions can it perform?
What information can it retrieve?

How long does its authorization remain valid?
e How are actions audited?
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e What happens when an agent makes an incorrect decision?
e How does the enterprise distinguish between an authorized action and an unin-
tended action?

These are architecture questions, not merely Al engineering questions. The future Enter-
prise Data Architect will therefore need to understand agent authority architecture. Data
access policies will increasingly need to account for non-human actors. Identity will ex-
pand from users and applications to include models, agents, automated workflows, and
services. This makes identity, metadata, authorization, lineage, and observability increas-
ingly central to enterprise architecture.

24.9 The Evolution of Data Products

Data products are likely to evolve beyond datasets. A future data product may combine:

e Data

Metadata

Semantic definitions
APIs

Quality guarantees

Policies
Analytical models
Knowledge

Events
Al interfaces

Instead of exposing only a table, a domain might expose an intelligent information capa-
bility. For example, a customer domain could provide:

e Customer profile data

e Customer relationships

e Identity resolution

e Customer events

e Approved analytical attributes
e Semantic definitions

e Customer knowledge retrieval
e Authorized APIs

Consumers could use different interfaces depending on their needs. An analytical ap-
plication might consume structured data. An Al assistant might use retrieval. An oper-
ational application might call an APL. An event-driven system might subscribe to cus-
tomer events. The underlying domain remains the accountable owner. This could make
data products more powerful and more reusable. It also increases the importance of prod-
uct thinking. A data product needs users, owners, service expectations, lifecycle manage-
ment, documentation, observability, and investment. The architect will increasingly need
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to think about information capabilities as products rather than simply assets.

24.10 Architecture and Continuous Intelligence

Traditional analytics often operates through periodic cycles. Data is collected. Pipelines
run. Reports are generated. Users interpret results. Al and event-driven architectures en-
able more continuous intelligence. Events can trigger analysis. Models can continuously
evaluate signals. Knowledge can be updated dynamically. Agents can monitor business
processes. Decisions can be supported at the moment they are required. This changes the
temporal dimension of architecture. The architect must consider not only what data do we
have? but also:

When does the information become available?
How long does it remain valid?
How quickly must the enterprise respond?

What happens when information changes?

How does the system distinguish current state from historical state?

Real-time and continuous architectures therefore require strong event modeling, tempo-
ral data management, observability, and governance. The enterprise becomes increas-
ingly capable of responding to events as they happen rather than analyzing them after
the fact.

24.11 The Economics of Intelligence

The economics of enterprise intelligence will become an important architectural disci-
pline. AI workloads introduce new cost dimensions. Costs may include:

e Model inference

e Token consumption

e Retrieval

e Vector storage

e Data movement

GPU or accelerator infrastructure
Model training

Evaluation

Observability

Human review

Platform operations

The architect must therefore think beyond traditional infrastructure costs. A technically
effective Al solution may be economically unsustainable if every interaction requires ex-
pensive model calls and large context windows. Architecture can influence economics
through:
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e Model routing

e Caching

e Retrieval optimization

e Smaller specialized models
e Workload placement

e Batching

e Context management

e Data lifecycle management
e Platform reuse

This makes FinOps increasingly relevant to Al architecture. The future architect will need
to understand not only whether an intelligent system works but also whether it can op-
erate economically at enterprise scale.

2412 The Architect and Human-Machine Collaboration

The future enterprise will not simply become automated. It will become increasingly col-
laborative between humans and machines. Some activities will remain human-led. Some
will become Al-assisted. Some will become highly automated. Some may become au-
tonomous within defined boundaries. The architect needs to understand the appropriate
division of responsibility. For each process, the organization should determine:

e What humans decide
e What Al recommends
e What automation executes

What requires approval

What requires escalation
e What must always remain human-controlled

This is especially important for consequential decisions. The architecture should support
human intervention rather than making intervention technically difficult. Human over-
sight should therefore be treated as an architectural capability. Interfaces, workflows, au-
dit trails, escalation mechanisms, approval services, and decision records may all become
part of the architecture.

2413 The Future Architecture Practice

The architecture practice itself will evolve. Architecture work that consists primarily of
manually maintaining diagrams and documents may increasingly be automated. Al tools
can assist with:

e Architecture documentation
e Dependency analysis
e Impact assessment
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Pattern identification

Technology comparison

Standards analysis

Code and configuration review
Architecture decision records

e Modernization analysis

This does not eliminate architects. It changes where architects spend their time. Archi-
tects may spend less time gathering information manually and more time interpreting
trade-offs, shaping strategy, facilitating decisions, and governing complex systems. The
architecture repository may become dynamic. Instead of a static diagram updated quar-
terly, architecture information may be continuously connected to:

e Cloud environments
Application inventories
Data catalogs

APl registries

Code repositories
Security systems
Observability platforms

Al model registries

This could allow architecture teams to see the relationship between intended architecture
and actual implementation more continuously. The result is a shift from documented
architecture toward operational architecture intelligence.

2414 Skills for the Future Enterprise Data Architect

The future architect will require a broad and continuously evolving skill portfolio.

Technical Architecture

The architect must understand distributed systems, cloud platforms, data platforms, in-
tegration, APIs, event architectures, security, and modern engineering.

Information Architecture

The architect must understand information domains, data modeling, semantics, meta-
data, lineage, data products, and knowledge structures.

Al Architecture

The architect must understand machine learning, generative Al, retrieval, vector search,
model gateways, agents, evaluation, and Al governance.
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Business Architecture

The architect must understand business capabilities, value streams, operating models,
strategic priorities, and economics.

Organizational Leadership

The architect must understand organizational design, incentives, decision rights, change
management, and stakeholder alignment.

Risk and Governance

The architect must understand security, privacy, regulatory expectations, responsible Al,
resilience, and operational risk.

Communication

The architect must communicate effectively with executives, engineers, product leaders,
data scientists, security teams, legal and compliance teams, and business stakeholders.

Learning Agility

Perhaps most importantly, the architect must remain capable of learning. No static cur-
riculum will fully prepare an architect for a rapidly changing technological environment.
The durable skill is the ability to understand new capabilities, evaluate their implications,
and integrate them into a coherent enterprise model.

2415 Career Evolution for the Enterprise Data Architect

The future does not imply a single career path. Enterprise Data Architects may evolve
into roles such as:

Chief Data Architect

Chief Data Officer

Chief AI Architect

Enterprise Architect

e Data and Al Platform Leader

e Information Architecture Leader

e Data Product Executive
e Al Strategy Leader
e Digital Transformation Leader

Others may remain deeply technical and become distinguished architects without mov-
ing into executive management. The common thread is not the title. It is increasing re-
sponsibility for enterprise-level decisions. The architect who develops business under-
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standing, leadership ability, technical breadth, and strategic judgment can move across
organizational boundaries as the enterprise changes. The career becomes more resilient
when it is built around enduring architectural capabilities rather than one technology
stack.

2416 Ethical Responsibility of the Future Architect

The increasing power of data and Al creates a corresponding increase in architectural
responsibility. Architects influence what information organizations collect, how it is con-
nected, who can access it, how models use it, what actions systems can perform, and how
those actions are monitored. These decisions can affect customers, employees, communi-
ties, and society. The architect therefore needs ethical awareness. This does not mean that
the architect independently resolves every ethical question. It means recognizing when
an architecture creates consequences that require broader organizational consideration.
Questions may include:

e Is the data being used for an appropriate purpose?
e Are access boundaries clear?

e Could automation create unintended harm?

e Is human oversight appropriate?

Are decisions sufficiently auditable?
Can the organization explain how information is being used?
Are vulnerable populations affected differently?

Can incorrect automated actions be detected and reversed?

Architecture should create mechanisms for responsible behavior rather than assuming
that responsible outcomes will emerge automatically.

2417 The Future Enterprise Data Architect at Meridian
Financial Group

Meridian provides a useful view of how the role could evolve. By the later stages of its
transformation, Meridian no longer treats the Enterprise Data Architect as primarily re-
sponsible for reviewing data designs. Architects participate in strategic planning. They
help identify emerging information capabilities. They work with business leaders to un-
derstand where intelligent automation can create value. They help establish enterprise
semantic models. They shape Al platform strategy. They define agent authority patterns.
They evaluate architectural risk. They participate in investment planning. They guide
modernization portfolios. They also work with engineering teams to ensure that the ar-
chitecture is reflected in actual platforms and products. One important change occurs
when Meridian begins building Al agents that can interact with operational systems. The
architecture team recognizes that traditional application authorization models are insuf-
ficient. The agents require explicit identities, scoped permissions, auditable actions, tool
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boundaries, and escalation mechanisms. The architects therefore introduce an enterprise
agent access model. Agents receive controlled identities. Tools expose explicit capabili-
ties. Sensitive actions require additional authorization. Actions are logged. Policies are
evaluated before execution. Human approval is required for designated high-impact op-
erations. The architectural team does not own the agents themselves. Instead, it creates
reusable enterprise capabilities that allow business teams to build agents safely. This be-
comes representative of the future role. The architect does not build every intelligent
application. The architect creates the conditions in which the enterprise can build many
intelligent applications coherently and responsibly.

2418 Practical Artifact: Future Enterprise Data
Architect Capability Map

The practical artifact for this chapter is a Future Enterprise Data Architect Capability
Map. The map can be used for individual development, architecture-team capability
planning, and organizational workforce strategy. Assess capabilities across six dimen-
sions:

Capability Dimension Core Capabilities

Enterprise Architecture Strategy alignment, capability mapping,
reference architecture, roadmaps

Data Architecture Information modeling, data products, platforms,
integration, metadata

Intelligence Architecture Al, RAG, semantics, knowledge graphs, agents,
decision intelligence

Security, privacy, responsible Al, quality,

Governance and Risk observability

Influence, communication, negotiation, executive
Leadership engagement
Transformation Modernization, operating models, investment,

change management

Each capability can be assessed using four stages:

. Foundational: understands the concepts and terminology.
. Practitioner: can design and implement within the capability.
. Strategic: can shape enterprise-level decisions.

=~ W N R

. Leader: can establish organizational capability and influence strategy.

The purpose is not to create a rigid certification framework. The purpose is to identify
capability gaps. For example, an architect with deep technical expertise may discover
that executive communication, financial reasoning, or organizational change leadership
requires additional development. An architecture organization may discover that it has
strong traditional data skills but insufficient Al, semantic, or agent architecture capabil-
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ities. The capability map can then inform learning, hiring, mentoring, and succession
planning.

2419 A Durable Definition of the Enterprise Data
Architect

The future role can be expressed in a simple definition:

The Enterprise Data Architect designs the structures, capabilities, relationships,
and controls that enable an organization to turn trusted information into sustain-
able business value and responsible intelligence.

This definition deliberately goes beyond databases. It includes information. It includes
platforms. It includes data products. It includes knowledge. It includes AL It includes
governance. It includes operating models. It includes business outcomes. It also preserves
the core identity of architecture. The architect creates structure and coherence. The archi-
tect manages boundaries and relationships. The architect makes trade-offs visible. The
architect creates reusable patterns. The architect anticipates consequences. The architect
guides evolution. These responsibilities remain durable even as technologies change.

24.20 Key Takeaways

The future Enterprise Data Architect will operate across an increasingly interconnected
landscape of data, information, knowledge, Al, automation, and enterprise strategy. The
most important lessons are:

1. The role is evolving from data architecture toward broader intelligence architec-
ture.

2. Technology-specific knowledge remains important, but durable architectural
thinking is becoming more valuable.

3. Data increasingly functions as context for intelligent systems, not simply as stored
information.

4. Enterprise architecture will increasingly need machine-readable representations
of data, meaning, policies, ownership, and dependencies.

5. Semantic architecture will become increasingly important as enterprises rely on
Al to interpret and reason over information.

6. Autonomous data operations and Al agents will require carefully designed author-
ity, identity, observability, and recovery mechanisms.

7. Data products will increasingly combine information, semantics, APIs, events,
knowledge, and AlI capabilities.

8. Continuous intelligence will increase the importance of event-driven, temporal,
and real-time architecture.

9. The economics of AI will become an increasingly important architectural concern.
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10. Human-machine collaboration will require explicit architectural boundaries for
automation, approval, escalation, and accountability.

11. The architecture practice itself will become more automated and increasingly con-
nected to live enterprise environments.

12. The future architect needs a combination of technical depth, business literacy, lead-
ership, governance, and learning agility.

13. Ethical responsibility becomes increasingly important as architecture determines
how data and AI can influence real-world decisions and actions.

14. The most durable career strategy is to develop architectural capabilities rather than
becoming dependent on one technology.

15. The future Enterprise Data Architect creates the conditions for the enterprise to
turn trusted information into responsible intelligence at scale.

Architect’s Reflection

The future is often described through technologies. New models will appear. New cloud
platforms will emerge. New data architectures will become popular. New agent frame-
works will be introduced. New forms of automation will change how systems are built.
But technology is only one part of the future. The deeper transformation is the changing
relationship between organizations and information. Enterprises are moving from sys-
tems that store information toward systems that can interpret information, reason over it,
act on it, and continuously learn from operational experience. That transformation makes
architecture more important, not less.

When systems become more autonomous, boundaries matter more. When data becomes
more interconnected, semantics matter more. When Al becomes more capable, gover-
nance matters more. When decisions become more automated, observability matters
more. When technology changes faster, architectural principles matter more. The future
Enterprise Data Architect therefore should not attempt to predict every technology that
will matter. Instead, the architect should build the ability to understand change. Learn
new technologies. Question assumptions. Understand business strategy. Protect archi-
tectural integrity. Create reusable capabilities. Make uncertainty visible. Design for re-
versibility. Build trust. And most importantly, remain focused on the purpose of archi-
tecture: enabling the enterprise to change without losing coherence. The Enterprise Data
Architect of the future may work with technologies that do not yet exist. The specific
platforms will change. The models will change. The interfaces will change. The orga-
nizational structures will change. But the fundamental architectural responsibility will
remain.

Create a coherent foundation through which the enterprise can transform information
into intelligence, and intelligence into responsible action.

That is the enduring role of the Enterprise Data Architect.
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CHAPTER 25

From Data Architecture to
Enterprise Intelligence

The journey of enterprise data architecture has always been about more than technol-
ogy. It began with the need to organize information. It evolved through databases, data
warehouses, enterprise integration, business intelligence, data lakes, cloud platforms,
lakehouses, streaming, data products, and modern data engineering. It is now entering
another stage. Artificial intelligence, generative Al, semantic technologies, knowledge
graphs, retrieval systems, intelligent automation, and agentic architectures are changing
the role information plays within the enterprise. Data is no longer simply something the
enterprise stores and analyzes. It is becoming the foundation through which the enter-
prise understands its customers, operations, markets, products, risks, and opportunities.

The enterprise is moving from a world of data architecture toward a world of enterprise
intelligence. This does not mean that data architecture disappears. Quite the opposite.
Enterprise intelligence depends on trusted data, clear information models, interoperable
platforms, governed data products, strong semantics, secure integration, observability,
and accountable ownership. The foundation remains data architecture. What changes is
what the enterprise builds on top of that foundation. The objective is no longer simply to
make data available. The objective is to make enterprise information trusted, meaningful,
contextual, accessible, intelligent, and actionable.

This final chapter brings together the ideas developed throughout the book and considers
what it means to move from enterprise data architecture toward enterprise intelligence.

25.1 The Evolution of Enterprise Data Architecture

The history of enterprise data architecture can be viewed as a sequence of expanding
responsibilities. Early enterprise systems focused primarily on storing operational data.
The data warehouse introduced integrated analytical information. Enterprise integration
connected systems. Data lakes expanded the range and scale of information that could
be captured. Cloud platforms changed the economics and scalability of data infrastruc-
ture. Lakehouses brought together broader data types and analytical workloads. Data

451
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products introduced stronger domain ownership and reusable information capabilities.
Semantic architecture increased the emphasis on meaning and context. Generative Al
introduced new ways of interacting with enterprise information. Agents introduced sys-
tems capable of using information to perform actions. Each stage did not eliminate the
previous stage. Instead, each expanded the architectural landscape. This suggests an im-
portant principle:

Enterprise architecture evolves by accumulation and integration more often than by simple
replacement.

The future enterprise will still have databases. It will still have warehouses. It will still
have APIs. It will still have batch pipelines. It will still have applications. It will still have
reports. But these capabilities will increasingly participate in a larger intelligence ecosys-
tem.

25.2 From Data as an Asset to Data as a Capability

Organizations have often described data as an asset. The metaphor is useful because it
emphasizes value, stewardship, protection, and investment. But an asset-oriented view
can also make data appear passive. The future enterprise needs to think about data as
a capability. A customer information capability allows the organization to understand
customers. A product information capability allows it to understand products and rela-
tionships. A transaction intelligence capability allows it to detect patterns and risks. A
knowledge capability allows employees and Al systems to retrieve relevant information.
A decision intelligence capability allows the organization to combine evidence, predic-
tions, business rules, and judgment.

This changes the architectural question. Instead of asking:

Where should this data be stored?

the organization increasingly asks:

What enterprise capability does this information enable?

Storage remains important. But it becomes one part of a broader capability.

25.3 The Enterprise Intelligence Value Chain

Enterprise intelligence can be represented as a value chain.

Data - Information - Context - Knowledge — Intelligence — Decision - Action —»
Learning

Data represents observations and recorded events. Information organizes those obser-
vations into meaningful structures. Context determines relevance. Knowledge connects
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facts, concepts, relationships, rules, and experience. Intelligence applies analytical and
Al capabilities to generate insight, prediction, recommendation, or reasoning. Decision
connects intelligence to a choice. Action connects the decision to an operational outcome.
Learning closes the loop by allowing the enterprise to evaluate what happened and im-
prove future decisions. This final step is particularly important. An intelligent enterprise
should not simply automate decisions. It should learn from outcomes. If a recommenda-
tion produces poor results, the organization should be able to determine why. If a process
improves, the organization should understand what changed. If an Al system repeatedly
retrieves poor information, the architecture should expose the problem. Enterprise intel-
ligence therefore requires feedback loops.

~

Data — |Information|—| Context |—# [Knowledge |— [Intelligence|—» | Decision [—#| Action |—| Learning

J

Learning closes the loop: outcomes improve data, models, and decisions

Figure 25.1 - Enterprise Intelligence Value Chain

25.4 The Trusted Information Foundation

The first requirement for enterprise intelligence is trust. Without trusted information, in-
telligence becomes unreliable. The trust foundation includes:

e Data quality
Metadata
Lineage

Ownership

Security

Privacy

Governance
Observability
Semantic consistency

Appropriate access

These capabilities are sometimes treated as supporting functions. They should instead
be considered foundational architecture. A generative Al system cannot reliably answer
questions about enterprise policy if the policy sources are outdated or contradictory. A
fraud detection model cannot reliably operate if critical transaction data is incomplete.
An autonomous agent cannot safely execute actions if its authorization boundaries are
unclear. A decision intelligence system cannot support executives if business definitions
vary between reports. The quality of enterprise intelligence is constrained by the quality
of the information foundation. This leads to a simple relationship:
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Intelligence quality < information trustworthiness

Advanced Al cannot compensate indefinitely for weak enterprise information architec-
ture.

25.5 The Enterprise Knowledge Fabric

The modern enterprise needs more than data integration. It needs a way to connect in-
formation, meaning, context, and relationships across domains. This can be understood
as an enterprise knowledge fabric. The knowledge fabric is not necessarily one physical
platform. It is a logical architecture connecting:

e Data products

e Metadata

e Business glossary
e Semantic models
e Ontologies

e Knowledge graphs
e Documents

e APIs

e Events

e Analytical models
e Al retrieval systems

The purpose is to allow information to remain connected to its meaning and context as
it moves through the enterprise. This is especially important for AI. A model should not
receive an isolated piece of information without knowing its source, authority, relevance,
security classification, and relationship to other information. The knowledge fabric pro-
vides the context necessary for trustworthy intelligence.

25.6 Enterprise Intelligence as a Layered Architecture

The concepts developed throughout the book can be brought together into a layered en-
terprise intelligence architecture.

Layer 1: Business Strategy and Capabilities

This layer defines strategic objectives, business capabilities, value streams, operating
models, and measurable outcomes.
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Layer 2: Enterprise Information Architecture

This layer defines information domains, business entities, conceptual models, master
data, reference data, and shared enterprise concepts.

Layer 3: Data and Integration Foundation

This layer includes operational systems, APIs, events, CDC, batch pipelines, streaming,
ingestion, and integration capabilities.

Layer 4: Data Platform

This layer includes storage, processing, orchestration, lakehouses, warehouses, analytical
platforms, and specialized data stores.

Layer 5: Data Products

This layer exposes governed, reusable, domain-owned information capabilities.

Layer 6: Semantic and Knowledge Architecture

This layer provides business meaning, metadata, ontology, knowledge graphs, context,
and retrieval capabilities.

Layer 7: Intelligence Architecture

This layer includes machine learning, generative Al, RAG, decision intelligence, agents,
and intelligent automation.

Layer 8: Business Applications and Decisions

This layer delivers intelligence through applications, workflows, employee experiences,
customer interactions, and business decisions.

Across every layer run the cross-cutting concerns of security, privacy, governance, qual-
ity, observability, risk, and architecture.

This layered model is not intended to prescribe a specific physical implementation. It is
a way to understand the relationships among capabilities.

25.7 The Intelligent Enterprise Is Not an Al Enterprise

There is an important distinction between an Al-enabled enterprise and an intelligent
enterprise. An Al-enabled enterprise uses Al technologies. An intelligent enterprise uses
information, technology, people, processes, and Al together to continuously improve how
it operates and makes decisions. Al is therefore an important component of enterprise
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intelligence, but it is not the entire concept. An organization may have hundreds of Al
applications and still struggle to make consistent decisions because its information is
fragmented. Another organization may use fewer Al systems but have strong information
foundations, clear business processes, reusable data products, effective governance, and
strong feedback loops. The second organization may have greater architectural maturity
even though it uses less Al This distinction matters because technology adoption alone
does not create intelligence. Enterprise intelligence is an organizational capability.

25.8 From Systems of Record to Systems of
Intelligence

Traditional enterprise architecture often distinguishes between systems of record, sys-
tems of engagement, and systems of insight. The modern enterprise increasingly adds
systems of intelligence. A system of record maintains authoritative information. A sys-
tem of engagement supports interactions. A system of insight supports analysis. A sys-
tem of intelligence combines information, context, models, reasoning, and actions to help
the enterprise make or execute decisions. These systems will increasingly interact. For ex-
ample:

System of record: customer account information.
System of engagement: customer service application.
System of insight: customer analytics.

System of intelligence: an Al assistant that retrieves customer context, interprets the
request, recommends a response, and invokes approved enterprise services.

The boundaries between these categories will increasingly blur. The Enterprise Data Ar-
chitect must therefore design the interfaces among them.

25.9 From Pipelines to Intelligence Flows

Traditional data architecture is often visualized as pipelines. Data moves from source
to destination. The pipeline is transformed, scheduled, monitored, and governed. The
intelligent enterprise requires a broader concept: intelligence flows. An intelligence flow
may involve:

. An event occurs.

. Relevant information is identified.

Context is assembled.

A model or analytical service evaluates the situation.
A recommendation is generated.

A policy is evaluated.

. A human or agent makes a decision.

S I I

. An action occurs.
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9. The outcome is observed.
10. The result becomes feedback.

The flow is no longer simply movement of data. It is movement of information, context,
reasoning, decisions, and actions. This is a major conceptual shift for enterprise architec-
ture.

25.10 The Role of Data Products in Enterprise
Intelligence

Data products become increasingly important in the intelligence architecture because
they provide trusted interfaces to domain information. Without data products, Al appli-
cations may connect directly to databases, files, APIs, and documents. This creates dupli-
cation. Each application must independently understand the data. Each application may
apply different transformations. Each application may implement different access rules.
Each application may develop its own definition of business concepts. Data products pro-
vide a reusable alternative. A well-designed data product can provide:

e Trusted information

e Business meaning

e Quality expectations

e Metadata

e Lineage

e Access controls

e APIs or analytical interfaces
e Events

e Knowledge interfaces

The Al ecosystem can then consume the same governed information used by analytics
and operational applications. This creates an important architectural principle:

Al should consume enterprise information through governed capabilities rather than bypass-
ing enterprise architecture.

25.11 The Role of Semantics in Enterprise Intelligence

Semantics may ultimately become one of the most important architectural disciplines in
the intelligent enterprise. Al systems can process enormous quantities of information. But
processing more information does not necessarily produce better understanding. Mean-
ing matters. An enterprise needs to know:

e What a customer is
e What constitutes an account
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e How an account relates to a customer

What qualifies as a transaction

How products are classified

What a risk exposure means

Which policy is authoritative

Which definitions apply in which contexts

These are semantic questions. The enterprise that establishes strong semantic founda-
tions can make information more reusable across applications, analytics, Al, and decision
systems. The semantic architecture therefore becomes a bridge between human business
understanding and machine processing.

25.12 Enterprise Intelligence and Decision-Making

The ultimate purpose of enterprise intelligence is not to produce more information. It is to
improve decisions and actions. This requires recognizing that not every decision should
be automated. Some decisions can be fully automated. Some should be Al-assisted. Some
should remain human-led but better informed. Some require collective organizational
judgment. The architecture should therefore classify decision types. A useful model is:

Decision Type Typical Architecture
Routine and low risk Automated
High volume and predictable Al-assisted or automated
Complex analytical Decision intelligence
Human-led with Al support
High impact
Strategic Human-led with analytical and Al support
Regulated or highly sensitive Controlled workflow with explicit oversight

The exact boundaries depend on organizational context. The architectural principle is
that the degree of automation should reflect the nature and consequences of the decision.

25.13 The Closed-Loop Intelligent Enterprise

The mature intelligent enterprise operates through feedback loops. Consider a customer
service process. A customer interacts with the organization. The interaction generates
data. Al interprets the request. Enterprise knowledge provides context. The system rec-
ommends an action. A human or agent executes the action. The customer responds.
The outcome is measured. The information is incorporated into future analytics, mod-
els, knowledge, and process improvements. This creates a loop. The organization is no
longer simply processing transactions. It is continuously learning from interactions. Sim-
ilar loops can exist in:
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e Fraud management

e Supply chain optimization
e Product development

e Employee operations

e Marketing

e Financial management

e Risk management

e Regulatory processes

The architecture therefore becomes increasingly dynamic. The enterprise must be able
to observe outcomes and feed those outcomes back into the information and intelligence
ecosystem.

25.14 Architecture as an Enterprise Learning System

This leads to a broader concept. The enterprise itself can be viewed as a learning sys-
tem. Business activities generate data. Data becomes information. Information becomes
knowledge. Knowledge supports decisions. Decisions create outcomes. Outcomes gen-
erate new information. The cycle repeats. Architecture determines how effectively the
cycle operates. If data is fragmented, learning is fragmented. If definitions are inconsis-
tent, learning is inconsistent. If outcomes are not measured, learning stops. If governance
prevents useful information from being reused, organizational learning slows. If architec-
ture creates reusable data products and semantic services, learning accelerates.

The Enterprise Data Architect therefore becomes an architect of organizational learning.
This is perhaps the deepest evolution of the role.

25.15 Enterprise Intelligence and Organizational Design

Technology alone cannot create an intelligent enterprise. Organizational structures must
support intelligence. Domains need ownership. Platforms need product teams. Gover-
nance needs clear decision rights. Al needs risk management. Data products need con-
sumers. Architecture needs executive sponsorship. Employees need appropriate skills.
Incentives need to reward reuse and collaboration rather than isolated optimization.
The operating model described earlier in this book therefore becomes part of the intel-
ligence architecture. An organization cannot operate a federated data-product model
with a funding structure designed exclusively around temporary projects. It cannot build
reusable enterprise capabilities if every team is measured only on local delivery. It can-
not responsibly deploy autonomous Al if no function owns agent risk. The intelligent
enterprise requires organizational alignment around information and intelligence.
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25.16 The Economics of Enterprise Intelligence

Enterprise intelligence must also be economically sustainable. The enterprise should eval-
uate intelligence capabilities based on value and cost. Value may include:

e Revenue growth

e Cost reduction

e Risk reduction

e Faster decision-making

e Improved customer experience

e Improved employee productivity
e Regulatory efficiency

e New products and services

Costs may include:

Platform infrastructure
Data storage

Compute
Model inference

e Integration

e Engineering

e Governance

e Security

e Human oversight

e Operational support

The architect should help leadership understand the economics of the entire capability
rather than evaluating Al or data costs in isolation. For example, an Al assistant may have
an acceptable model cost but require expensive retrieval infrastructure and substantial
human review. A data platform may have a high infrastructure cost but eliminate mul-
tiple duplicated platforms. A semantic program may appear difficult to justify through
infrastructure savings but enable multiple Al and analytical use cases. Architecture must
therefore connect cost to capability and value.

25.17 The Enterprise Intelligence Maturity Model

Organizations can assess their evolution toward enterprise intelligence through a matu-
rity model.

Level 1— Fragmented Data

Data exists across disconnected systems. Definitions vary. Integration is primarily project-
specific. Governance is largely manual. Al experimentation is isolated.
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Level 2 — Managed Data

Enterprise data platforms and governance capabilities begin to emerge. Data quality and
metadata improve. Cloud and modern analytical platforms are introduced. Al use cases
begin to move beyond experimentation.

Level 3 — Productized Data

Domains take greater ownership of data products. Reusable platform capabilities emerge.
Semantic services become more important. Al applications increasingly consume gov-
erned enterprise data.

Level 4 — Connected Intelligence

Data products, semantics, knowledge, analytics, and Al become interconnected. Enter-
prise Al platforms provide reusable capabilities. Decision intelligence becomes more in-
tegrated with business processes.

Level 5 — Enterprise Intelligence

The organization operates through connected information and intelligence flows. Al, an-
alytics, data products, knowledge, applications, and human decisions operate as an inte-
grated ecosystem. Feedback loops continuously improve information, models, processes,
and decisions.

This maturity model is not a scorecard for judging organizations. It is a way to understand
architectural evolution. Organizations may be at different maturity levels in different do-
mains. One business area may operate highly automated intelligence capabilities while
another remains dependent on fragmented legacy data. The objective is not uniform ma-
turity. The objective is intentional evolution toward strategic outcomes.

Increasing integration of data, meaning, intelligence, and feedback

5. Enterprise
intelligence
4. Connected
intelligence
3. Productized data
2. Managed data Integrated ecosystem

with continuous
feedback loops

Products, semantics,
knowledge, and Al

1. Fragmented data Domain data products
interconnect
Platforms, governance, and reusable platform
Disconnected systems, metadata, and quality capabilities
varying definitions, begin to emerge
isolated Al

experiments

L J U J J

Figure 25.2 - Enterprise Intelligence Maturity Model
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25.18 Enterprise Intelligence at Meridian Financial
Group

Meridian’s transformation provides the final case study for the book.

At the beginning of the journey, Meridian has fragmented data, inconsistent definitions,
legacy warehouses, multiple cloud environments, duplicated analytical platforms, and
disconnected Al experiments. The organization initially views modernization as a tech-
nology program. Over time, its perspective changes. Business capabilities become con-
nected to information domains. Information domains become connected to data prod-
ucts. Data products become connected to semantic services. Semantic services become
connected to knowledge retrieval. Knowledge retrieval becomes connected to Al appli-
cations. Al applications become connected to enterprise services and decision processes.
Governance, security, privacy, quality, and observability span the ecosystem. The archi-
tecture begins to function as a connected system.

Consider a hypothetical fraud-management process. A transaction event enters the en-
terprise through a streaming platform. Relevant customer, account, device, and trans-
action data is retrieved from governed data products. Semantic services provide the re-
lationships among the entities. A fraud model evaluates the transaction. A generative
Al service provides investigators with contextual information from approved policies,
historical cases, and relevant transaction information. An agent can retrieve additional
information through authorized enterprise tools. A high-risk action requires human ap-
proval. The investigator’s decision is recorded. The outcome becomes feedback for future
analysis and model improvement.

This is no longer simply a data pipeline. It is an intelligence flow. Meridian’s architecture
has evolved from moving data to enabling decisions. That is the transition this book has
described.

25.19 Practical Artifact: Enterprise Intelligence
Blueprint

The final practical artifact is an Enterprise Intelligence Blueprint. It brings together the
major artifacts developed throughout the book. The blueprint should contain:

Business Strategy

What strategic outcomes is the enterprise pursuing?

Business Capabilities

Which capabilities create those outcomes?
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Information Domains

What information is required?

Data Products

Which reusable information products support the domains?

Data and Platform Foundation

What platforms provide storage, processing, integration, and engineering capabilities?

Semantic and Knowledge Foundation

How are meaning, relationships, context, and enterprise knowledge represented?

Intelligence Capabilities

Which analytical, Al, retrieval, decision, and agentic capabilities are required?

Business Applications

Where does intelligence become part of operational work and customer experience?

Governance and Trust

How are security, privacy, quality, observability, lineage, and responsible Al enforced?

Operating Model

Who owns each capability and how are decisions made?

Economics

What investment and operating costs are required, and what value is expected?

Evolution Roadmap

What capabilities should be developed first, and what dependencies determine the se-
quence?

A simplified blueprint can be represented as:

Architecture Area Core Question

Strategy What outcomes matter?

Capabilities What must the enterprise be able to do?
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Architecture Area Core Question

Information What must the enterprise know?

Data Products What reusable information capabilities are
required?

Platform What technology foundation enables them?

Semantics What does the information mean?

Knowledge What context and relationships are required?

Intelligence What should the enterprise predict, recommend,
reason, or automate?

Decisions Where should intelligence influence action?

Trust What controls make the system reliable and
responsible?

Operating Model Who owns and operates it?

Economics What is the sustainable cost and value?

Evolution How will the enterprise move from current to

future state?

The blueprint should be treated as a living enterprise asset. It should evolve with strategy,
technology, organization, and regulatory expectations.

25.20 The Enterprise Data Architect's Enduring
Principles
The final chapter of this book is also an opportunity to restate the principles that should

remain durable regardless of technological change.

Principle 1: Start with Business Outcomes

Architecture exists to create organizational capability.

Principle 2: Treat Information as an Enterprise Responsibility

Data may be distributed, but accountability must be explicit.

Principle 3: Design for Trust

Quality, security, privacy, lineage, governance, and observability belong in the architec-
ture from the beginning.

Principle 4: Make Meaning Explicit

Data without context is increasingly insufficient for intelligent systems.
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Principle 5: Build Reusable Capabilities

The enterprise should not repeatedly solve the same architectural problem in different
projects.

Principle 6: Enable Domain Ownership

Those closest to the business meaning of information should have meaningful account-
ability for it.

Principle 7: Separate Logical Architecture from Technology
Choices

Technology changes. Architectural responsibilities endure longer.

Principle 8: Design for Change

Assume that platforms, models, vendors, business requirements, and organizational
structures will evolve.

Principle 9: Automate Controls Where Possible

Architecture should make the safe path the easy path.

Principle 10: Preserve Human Accountability

Automation should not eliminate responsibility for consequential outcomes.

Principle 11: Measure Value

Architecture should connect investment to business outcomes, risk reduction, reuse, and
sustainable operations.

Principle 12: Keep Learning

The most durable capability of the Enterprise Data Architect is the ability to understand
change and guide the enterprise through it.

25.21From Architecture to Enterprise Intelligence

The title of this final chapter represents the central idea of the book. The future is not about
abandoning enterprise data architecture. It is about extending it. The enterprise needs a
trusted data foundation. It needs modern platforms. It needs strong integration. It needs
data products. It needs semantic and knowledge architecture. It needs Al architecture.
It needs governance, security, privacy, quality, and observability. It needs an operating
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model that creates accountability. And it needs leadership capable of connecting all of
these capabilities to business strategy.

Together, these capabilities create something larger than a data platform. They create
an enterprise intelligence architecture. Enterprise intelligence is not a product that can
simply be purchased. It is not a single Al model. It is not a cloud service. It is not a data
lake. It is not a knowledge graph. It is not an agent. It is the organizational capability
created when trusted information, technology, people, processes, and intelligent systems
work together coherently.

That distinction is important. An enterprise may implement every modern technology
and still fail to become intelligent if its information remains fragmented, its definitions
remain inconsistent, its governance remains disconnected from engineering, and its op-
erating model prevents reuse. Conversely, an organization with disciplined architecture,
strong information foundations, accountable ownership, and thoughtful use of Al can
create significant intelligence without pursuing every new technology trend.

The Enterprise Data Architect is therefore not responsible for predicting the future. The
architect is responsible for preparing the enterprise to adapt to it.

25.22 Final Architect’s Reflection

Every generation of technology creates a temptation to believe that the newest technology
will solve the oldest organizational problems. Data warehouses did not eliminate data si-
los. Data lakes did not automatically create trusted information. Cloud did not remove
architectural complexity. Data mesh did not eliminate ownership challenges. Generative
Al does not eliminate the need for information architecture. Agents do not eliminate the
need for governance. Technology expands what an enterprise can do. Architecture de-
termines how those capabilities fit together. That is why the role of the Enterprise Data
Architect remains important. The technologies will continue to change. The architecture
will continue to evolve. The organizational models will continue to adapt. But the funda-
mental questions remain:

e What does the enterprise need to know?

e Where does that knowledge come from?

e Can it be trusted?

e Who owns it?

e How is it protected?

e How is it connected?

e How is it interpreted?

e How can it be reused?

e How can intelligence be applied responsibly?

e How does the enterprise learn from the results?

And ultimately:
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How can architecture help the organization become more capable without becom-
ing less trustworthy?

These are not merely technology questions. They are leadership questions. They are busi-
ness questions. They are organizational questions. They are increasingly questions about
the future relationship between humans and intelligent systems.

The Enterprise Data Architect stands at that intersection. The role is no longer simply to
design where data lives. It is to help design how the enterprise understands itself. That
is the deeper transition from data architecture to enterprise intelligence. And it is the
opportunity for the next generation of Enterprise Data Architects.
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Conclusion: The Architect of
Enterprise Intelligence

This book began with a question: what does it mean to be an Enterprise Data Architect in
an enterprise increasingly shaped by artificial intelligence? Twenty-five chapters later, the
answer is clearer, though not simpler. The role has not been replaced by new technology.
It has been enlarged by it.

The Enterprise Data Architect still designs information structures, integration patterns,
platforms, and controls. But the purpose of that work has moved. The architect is no
longer designing only where data lives and how it moves. The architect is designing how
an enterprise comes to know things, how it decides what to do with that knowledge, and
how it keeps that process trustworthy as more of it is performed by machines.

The Journey in Five Steps

The five parts of this book describe a single progression, and it is worth stating it plainly.

Part I asked why the discipline must change. The answer was not that traditional data
architecture failed. Modeling, integration, governance, and platform design remain foun-
dational. What changed is the scope and consequence of architectural decisions. Cloud
altered the economics and responsibilities of platforms. Lakehouses and data products
changed where data is stored and who is accountable for it. Generative Al introduced a
new class of consumer that interprets information rather than merely displaying it. The
architect who starts with the enterprise — its strategy, capabilities, value streams, and
operating model — is better equipped for this change than the architect who starts with
a product catalog.

Part II described what the modern data architecture looks like. Information architec-
ture establishes meaning. Cloud-native platforms and lakehouses provide an elastic,
governed foundation. Integration architecture moves information without destroying its
meaning. Data engineering turns pipelines into production systems. Data products turn
reliable data into reusable, accountable enterprise capabilities. Each chapter built on the
previous one, and each repeated a lesson in a different form: technology choices matter,
but they are only durable when anchored to business meaning and explicit ownership.

469
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Part III connected that foundation to artificial intelligence. Al is both a consumer and
a producer of enterprise information. Generative Al requires governed context, not just
access. Retrieval-augmented generation is an information architecture problem before it
is a model problem. Semantic architecture and knowledge graphs make meaning explicit
enough for machines to use. Agentic systems turn information into action, which makes
authority as important as capability. Decision intelligence connects all of this to the deci-
sions that actually create value.

Part IV addressed trust. Governance must be embedded in architecture and delivery
rather than layered on afterward. Security, privacy, and responsible Al require controls
that operate outside the model. Data quality and observability turn trust from a claim
into evidence. And none of it survives without an operating model that assigns owner-
ship, decision rights, and funding.

Part V turned to transformation and leadership. Enterprises modernize incrementally,
by domain and by wave, while continuing to operate the business. A reference architec-
ture provides the shared language that keeps many teams coherent. The architect leads
through influence, guardrails, and investment reasoning rather than approval gates. And
the destination is not a platform but an enterprise intelligence capability — an organiza-
tion that learns from its own decisions.

The reader journey can be summarized in a sentence: I understand why the role is changing;
I understand how modern data architecture works and how it enables AI; I understand how to
make it trustworthy and operational; I understand how to modernize the enterprise and lead the
transformation; and I understand what enterprise intelligence means.

EDA-IQ Revisited

Chapter 1 introduced EDA-IQ — Enterprise Data Architecture for Intelligence and Qual-
ity — as a way to reason about five connected dimensions. Looking back, each part of the
book has given substance to those dimensions.

The trusted data foundation appeared in the principles of Chapter 4, the governance
model of Chapter 17, the security and privacy architecture of Chapter 18, and the trust
engineering practices of Chapter 19. Without it, nothing built above is reliable.

Information and data product architecture appeared in the information models of Chap-
ter 5, the data products of Chapter 10, and the domain-oriented modernization of Chapter
21. It is the dimension that turns data into accountable, reusable capability.

Data platform architecture appeared in the cloud, lakehouse, integration, and engineer-
ing chapters of Part II. It provides the elastic, observable, and economically sustainable
foundation on which everything else operates.

Semantic and knowledge architecture appeared in Chapters 13 and 14, and quietly in
almost every chapter that discussed meaning, context, or definitions. It is the dimension
most likely to be underinvested, and the one whose absence Al makes most visible.

Intelligence architecture appeared in the generative Al, agentic, and decision intelli-
gence chapters, and in the final chapter’s description of the enterprise intelligence value
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chain.

The framework’s central claim has held throughout: weakness in any one dimension lim-
its the others. A sophisticated model cannot compensate for ambiguous definitions. A
well-engineered platform cannot resolve unclear ownership. Strong governance policies
cannot protect information that the architecture does not control. Enterprise intelligence
emerges from the coordination of these capabilities, not from excellence in any single
one.

What Meridian Learned

Meridian Financial Group began this book with fragmented customer information, mul-
tiple warehouses, inconsistent definitions, uneven governance, and a growing number of
disconnected Al experiments. Its leadership initially framed the problem as a platform
decision.

Over the course of the book, Meridian learned a series of lessons that apply far beyond
financial services.

It learned that a request for a “unified customer platform” was really a request for a gov-
erned customer information capability — and that the difference changed who needed
to be in the room. It learned that principles only matter when they change decisions. It
learned that cloud migration without information architecture reproduces old problems
in new places. It learned that data products are an accountability model before they are a
technology pattern. It learned that its first Al assistants were only as good as the author-
ity, freshness, and permissions of the information they retrieved. It learned that agents
need identities, scoped tools, and approval paths, and that the model must never be the
authority over its own permissions. It learned that governance works better as reusable
platform controls than as a queue of manual reviews. And it learned that modernization
succeeds through waves that each deliver value, not through a single migration.

Most importantly, Meridian stopped treating data, analytics, and Al as separate technol-
ogy programs and began treating them as parts of one enterprise intelligence architecture.
That shift — conceptual before it was technical — is the real outcome of its transforma-
tion.

Where to Begin

Readers often finish a book like this one asking a practical question: where should I start
on Monday? The answer depends on the enterprise, but the following agenda is a useful
starting point for an Enterprise Data Architect in a new role or a new phase of transfor-
mation.

1. Understand the outcomes before the platforms. Identify the three to five strategic
outcomes that matter most and the business capabilities that deliver them. Use the
enterprise context discovery approach from Chapter 2.

2. Map the critical information domains. For each priority capability, identify the in-
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formation it depends on, who owns that information, where it is authoritative, and
where definitions conflict.

3. Write down the principles you will actually use. Adapt the principles catalog in Ap-
pendix A. Keep only those that will change real decisions, and assign each an owner.

4. Choose one domain and one data product. Pick a high-value, high-reuse domain
and make one data product genuinely excellent: owned, documented, contracted, ob-
servable, and governed. Let it become the reference example.

5. Establish the minimum trust foundation. Ensure classification, access policy, lin-
eage, and quality signals exist for the critical products. Use the checklist in Appendix
G.

6. Bring one Al use case inside the architecture. Select an existing Al initiative and
connect it to governed data products, permission-aware retrieval, evaluation, and ob-
servability. Use it to establish reusable patterns rather than a one-off solution.

7. Make decisions visible. Begin recording significant decisions using the template in
Appendix B. Over time, these records become the enterprise’s architectural memory.

8. Assess and communicate. Use the EDA-IQ maturity assessment in Appendix I to
establish a baseline, then present a roadmap in the language of business outcomes
rather than technology components.

None of these steps requires a new platform. All of them require architectural judgment.

A Durable Definition

The editorial ambition of this book was to arrive at a definition of the role that would
remain true as technologies change. It can be stated as follows:

The Enterprise Data Architect is the architect of the enterprise’s information foun-
dation and intelligence capability — designing the structures, relationships, and
controls through which trusted information becomes knowledge, decisions, and re-
sponsible action.

The technologies described in this book will change. Some will be renamed; some will
be replaced; some will become invisible infrastructure. The questions will remain. What
does the enterprise need to know? Where does that knowledge come from? Can it be
trusted? Who owns it? How is it protected, connected, and interpreted? How should
intelligence be applied, and how does the enterprise learn from the results?

The architect who keeps asking those questions — and who can help an organization
answer them coherently, across teams, platforms, and years — will remain one of the
most important people in the intelligent enterprise.

That is the work. It is demanding, and it is worth doing.
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Templates, catalogs, checklists, a glossary, and an assessment that put the
ideas of this book into practice.






Appendix A: Enterprise Data
Architecture Principles Catalog

This catalog consolidates the principles developed in Chapters 4, 22, and 25 into a single
reference. It is a starting point, not a mandate. Each organization should adopt only the
principles that will change real decisions, express them in its own language, and assign
each an accountable owner.

For each principle, the catalog states the intent, the architectural implication, and the
evidence that shows whether the principle is being applied.

Architectural

Principle Intent implication Evidence
Start with Architecture Decisions are Capability maps,
business exists to create traceable to decision records
outcomes organizational strategy,

capability capabilities, or

risk reduction

Data is an Manage Ownership and Ownership
enterprise asset information lifecycle extend register

beyond the across systems

boundary of one

application
Business Establish Concepts are Glossary,
meaning consistent defined conceptual
precedes enterprise independently of models
technical semantics physical storage
representation
Ownership is Establish Critical domains Ownership
explicit accountability for  and products metadata

meaning, quality,  have named

and use owners
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Architectural

# Principle Intent implication Evidence
5 Data is fit for Align quality with  Quality Quality rules and
purpose intended use requirements objectives
derive from
consumer needs
6 Data is Make information ~ Catalog, Catalog coverage
discoverable and usable metadata, and
understandable lineage are
required
capabilities
7 Security and Protect Classification Security model,
privacy are information drives access, privacy
designed in across its masking, assessments
lifecycle retention, and
monitoring
8 Reuse trusted Reduce Shared products Reuse metrics
capabilities unnecessary and services are
duplication preferred where
they create value
9 Interoperability is  Enable controlled  APIs, events, Interface
a design exchange across contracts, and standards,
requirement boundaries semantics are contracts
designed
explicitly
10 Design for Enable controlled  Loose coupling, Versioning
change evolution versioning, and strategy, ADRs
reversible
decisions
il Trust is Make reliability Quality, Trust dashboards
measurable visible freshness,
lineage, and
incidents are
measured
12 Architecture Balance value, Options are Business cases,
reflects business risk, cost, and compared on FinOps data
value complexity economics as
well as capability
13 Al is part of the Govern Al as Al uses governed Al source
data ecosystem consumer and interfaces; Al registers,
producer of outputs carry evaluation
information provenance records
14 Separate logical Preserve Capability Logical and
architecture from  durability as models are technology
technology technology independent of reference models
choices changes product selection
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Architectural

# Principle Intent implication Evidence
15 Automate Make the safe Policies are Policy-as-code
controls where path the easy expressed as coverage
possible path code, metadata,
and pipeline
checks
16 Preserve human Keep Approval paths Approval records,
accountability responsibility for and decision RACI
consequential rights are explicit
outcomes

Using the catalog. For each adopted principle, record what it means in your organization,
which standards support it, which patterns implement it, how compliance is measured,
which exceptions are permitted, who owns it, and when it will be reviewed. A principle
that would change no decision should be removed.
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Appendix B: Architecture
Decision Record Template

Architecture decision records (ADRs) capture the reasoning behind significant choices
so that future teams understand not only what was decided, but why. A good record is
short — typically one to two pages — and is written at the time of the decision.

Template

Field Content

ID and title ADR-NNN: a short, specific statement of the
decision

Status Proposed - Accepted - Superseded (by

Date and owner

Context

Decision drivers

Options considered

Decision
Rationale

Consequences

Reversibility

Principles and standards

Exceptions

ADR-NNN) - Deprecated
Date of decision; accountable decision-maker

The problem, business drivers, constraints, and
relevant facts

The criteria that matter most (e.qg., risk, cost,
latency, reuse, regulatory obligation)

Two to four realistic alternatives, including “do
nothing” where relevant

The selected option, stated plainly

Why this option best satisfies the drivers
Positive and negative effects, new obligations,
and risks accepted

How difficult the decision is to reverse, and what
would trigger reconsideration

Which principles this decision applies or departs
from

Any approved deviation, its compensating
controls, and its expiry date
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Field

Content

Review date

When the decision should be revisited

Example: Governed Retrieval for the Meridian

Knowledge Assistant

Field Content

ID and title ADR-042: Enforce document permissions at
retrieval time for the internal knowledge assistant

Status Accepted

Context The assistant retrieves policy and procedure

Decision drivers

Options considered

Decision

Rationale

Consequences

Reversibility

Principles

Review date

documents from several repositories with
different access models. A pilot used a broad
service account and relied on prompt
instructions to avoid disclosing restricted
content.

Prevent unauthorized disclosure; preserve
existing access rights; support audit; acceptable
latency

(1) Service account plus prompt instructions; (2)
post-generation filtering; (3) permission-aware
retrieval using propagated user identity and
access-control metadata on indexed content

Option 3
Only option 3 prevents restricted content from
entering the model context. Options 1and 2 rely

on controls that cannot guarantee
non-disclosure.

Requires synchronized access metadata in the
index and identity propagation from the
application; adds testing for revoked
permissions; slightly higher retrieval latency.

Moderate; the index schema and identity
integration become shared enterprise patterns.
Security and privacy designed in (A-7); Al is part
of the data ecosystem (A-13)

Twelve months, or upon adoption of a new
retrieval platform




Appendix C: Enterprise Data
Architecture Capability Model

The capability model describes what an enterprise must be able to do to manage data
and deliver intelligence — independent of organization structure or technology. It can be
used to assess current maturity, identify gaps, assign ownership, and map technology to

capabilities.

Capability area

Capabilities

Typical owner

Strategy and architecture

Information architecture

Data platform

Integration

Data engineering

Data and Al strategy -
capability mapping - reference
architecture - principles and
standards - roadmap -
architecture governance

Information domains -
conceptual and logical

modeling - canonical concepts -

master and reference data -
identity resolution

Storage - compute - lakehouse
and warehouse services -
streaming - orchestration -
environment management -
FinOps

APIs - change data capture -
events and streaming - batch
and file - data contracts -
schema management
Ingestion - transformation -
testing - deployment
automation - reliability
engineering
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Enterprise architecture

Data architecture with domains

Platform engineering

Integration and platform teams

Domain and platform
engineering
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Capability area

Capabilities

Typical owner

Data products

Metadata and semantics

Quality and trust

Security and privacy

Analytics

Al and intelligence

Governance and risk

Operating model

Product design - contracts -
publication - discovery -
lifecycle - consumer support

Catalog - business glossary -
lineage - semantic models -
ontologies - knowledge graphs

Quiality rules - observability -
service objectives - incident
management - reconciliation

Identity and access -
classification - encryption and
key management - masking and
tokenization - privacy
engineering - retention

Reporting - self-service
analytics - metrics and
semantic layers - data science

Model access and gateway -
retrieval and RAG - evaluation -
prompt and context
management - agents and tools
- decision services - Al
observability

Policies - decision rights -
stewardship - Al risk
assessment - audit and
evidence - exception
management

Roles and skills - funding -
communities of practice -
performance measurement -
change management

Domain product owners

Data governance and

architecture

Domains with platform support

Security and privacy functions

Analytics teams

Al platform and product teams

Governance and risk functions

Leadership and architecture




Appendix D: Cloud and
Lakehouse Architecture Patterns

This appendix summarizes the platform patterns discussed in Chapters 6, 7, 9, and 22,
with the conditions under which each is most appropriate and the principal risks to man-

age.

Pattern

Description

Use when

Watch for

Centralized enterprise

platform

Federated platform

Hub-and-spoke

Lakehouse-centric

Warehouse plus lake

Event-driven data
architecture

One platform and team
provide common data
capabilities for all
domains

Domains own data and
products on shared
services and
standards

Central hub for shared
infrastructure and
governance; domain
spokes for specialized
needs

Open object storage
with managed tables
serves BI, data
science, and Al

Governed warehouse
for reporting; lake for
raw and exploratory
data

Business events
distribute information
to many consumers

Early maturity; strong
consistency needs;
limited domain
capacity

Many domains with
distinct needs and
capable teams

Need for autonomy
without uncontrolled
sprawl

Diverse workloads on
shared data; desire to
reduce copies

Established
warehouse with strong
reporting value

Timely operational
intelligence; many
independent
consumers
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Bottlenecks; distance
from domain
knowledge

Incompatible
definitions without
strong standards

Hub becoming a
hidden bottleneck

Treating the lakehouse
as a substitute for
information
architecture

Duplicated pipelines
and inconsistent
definitions

Event semantics,
ordering, replay, and
schema evolution
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Pattern Description

Use when

Watch for

Separation of storage
and compute

Durable storage with
workload-specific

compute
Hybrid cloud On-premises and
cloud environments
operate together
Intentional Workloads distributed
multi-cloud across providers for

clear reasons

Medallion-style
refinement

Raw, standardized,
curated, and published
stages

Variable or mixed
workloads; cost
optimization

Legacy, regulatory, or
latency constraints

Regulatory,
geographic, resilience,
or capability needs
Clear lifecycle and
responsibility
boundaries

Data movement,
caching, and
concurrency effects

Excessive data
movement and
inconsistent controls

Multiplied skills,
security models, and
operating costs
Treating stages as
mandatory physical
zones for every case

Selection questions. What workloads and latency are required? What data types are
involved? What governance applies? Where must data reside? What does the operating
model support? What are the cost and portability implications? Which decisions are hard

to reverse?



Appendix E: Data Product Design

Template

A data product is more than a dataset. This template captures the information a con-
sumer needs to discover, understand, trust, and use a product, and the commitments the
producer makes. Complete it during design and publish it with the product.

Section Questions to answer

Identity Product name, domain, version, and a
one-sentence description of the business
purpose

Ownership Business owner, technical owner, data steward,
and support route

Consumers Intended consumers and use cases; known

Business meaning

Contents and schema

Sources and lineage

Interfaces

Quality expectations

Service objectives

Security and privacy

Contract and change policy

Al readiness

unsuitable uses

Key concepts and definitions, with links to the
enterprise glossary; important business rules
Entities, fields, identifiers, and relationships;
reference data used

Authoritative sources, transformations, and
upstream dependencies

Access mechanisms (tables, APls, events,
retrieval services) and usage examples

Material quality dimensions, measurable
thresholds, and how status is published
Freshness, availability, and support expectations;
dependencies and exclusions

Classification, access policy, masking, permitted
purposes, and retention

Compatibility rules, versioning, deprecation
notice, and consumer notification

Suitability for retrieval, training, or agent use;
provenance and permission handling
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Section Questions to answer

Observability Signals monitored, alert routing, and incident
procedure

Lifecycle Creation date, review cadence, and retirement
criteria

Quality test. If a new consumer cannot answer What is this? Who owns it? Can I use it?
How fresh and reliable is it? How do I access it? What does each important field mean? What
happens if it changes? from the published template, the product is not yet mature.



Appendix F: Al and RAG
Architecture Patterns

This appendix summarizes the Al architecture patterns from Chapters 11, 12, 13, 15, and

16.

Generative Al and Agentic Patterns

Pattern Description Use when Essential controls
Model-only Application sends a Task needs no Data minimization,
generation request to a model and  enterprise-specific output review where

Retrieval-augmented
generation

Structured retrieval

Graph-assisted
retrieval

Tool-enabled
assistant

Workflow-embedded
Al

Human-in-the-loop

returns the result

Application retrieves
governed enterprise
content as context

APIs or queries obtain
precise current values

Knowledge graph
relationships guide
retrieval

Model requests
approved tools
through an
orchestration layer

Al is embedded within
an existing process

Al drafts or proposes;
a person approves

knowledge

Answers must be
grounded in current
enterprise knowledge

Questions need
balances, statuses, or
counts

Answers depend on
multi-hop relationships

Task requires
interaction with
enterprise services

Al should operate
within established
controls

Judgment or authority
must remain human
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needed

Permission-aware
retrieval, source
authority, citations,
evaluation

Authorization at the
service, validated
queries

Entity resolution,
relationship
governance,
provenance

Narrow tools, schema
validation, read/write
separation

Process ownership,
audit, exception
handling

Meaningful review
with evidence and time
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Pattern Description

Use when

Essential controls

Bounded agent Agent plans and
executes multi-step

tasks within limits

Multi-step tasks with
clear scope and
authority

Agent identity, step
and time limits,
stopping conditions,

Decision service

idempotency, approval
for high-impact
actions

Versioned rules and
models, decision logs,
outcome monitoring

Reusable service
combines rules and
models

Many applications
need consistent
decision logic

RAG Design Checklist

= W N R

®© N o Ul

10.

11.
12.

. Sources are approved, owned, and classified for the intended use.
. Extraction preserves tables, headings, and other meaningful structure.
. Chunking preserves the context needed to interpret each passage.

Indexed content carries source identity, version, status, effective dates, and access-
control metadata.

. Retrieval combines vector, keyword, and structured filtering as the questions require.

User permissions are enforced before content reaches the model.

. Retrieved content is treated as untrusted evidence, never as instruction or authority.
. Context construction preserves source identity and qualifications, and avoids redun-

dant passages.

. The application acknowledges when evidence is insufficient or conflicting.

Retrieval quality, answer grounding, and security are evaluated separately, before
release and in production.

Updates, deletions, and index rebuilds are managed as lifecycle operations.

Traces connect each response to its query, retrieved sources, prompt version, and
model configuration, with protected logging.



Appendix G: Data Governance
and Security Checklist

Use this checklist when designing or reviewing a data product, platform, or Al applica-
tion. Items should be applied in proportion to the sensitivity of the information and the
impact of the use case.

Ownership and Governance

e An accountable business owner and data steward are named.

e Decision rights for definitions, quality thresholds, access, and change are docu-
mented.

e Critical business terms are defined in the enterprise glossary.

e Applicable policies and obligations are identified and mapped to controls.

e Exceptions are recorded with compensating controls and an expiry date.

Metadata, Lineage, and Quality

e Required metadata (owner, description, classification, freshness, quality status) is
complete.

Lineage is captured from source to consumption for critical information.

Quality expectations are measurable and tied to business use.

Observability covers freshness, volume, schema, distribution, and pipeline health.

Incidents are routed to accountable owners and reviewed for systemic causes.

Security and Privacy

e Every human, workload, and agent identity is unique and authenticated.
o Access follows least privilege and is reviewed periodically.
e Data is classified at creation, and classification propagates to copies and derived data.
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Sensitive data is encrypted, and masked or tokenized where full values are not
needed.

Processing purposes are documented, and data use is minimized to the purpose.
Retention and deletion apply to replicas, backups, logs, caches, indexes, and derived
datasets.

Non-production environments use masked or synthetic data where appropriate.
Third-party processing, including Al services, is assessed for retention, location, and
use of data.

Al-Specific Controls

The Al use case, its users, and its consequences are documented and risk-assessed.
Retrieval enforces user permissions before information reaches the model.

Tools are narrowly scoped; write actions require stronger authorization and, where
appropriate, approval.

Authorization is enforced outside the model.

Prompt injection and tool misuse are included in testing.

Evaluation covers relevance, grounding, policy compliance, and failure behavior.
Prompts, outputs, and traces are logged with appropriate protection and retention.
A named owner can suspend the system if risk conditions are not met.
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Agent (Al agent). A software system that uses an Al model to interpret goals and select
actions within an environment, such as calling tools, retrieving information, or initiating
workflows, under defined authority.

Agentic AL Al systems capable of pursuing goals through tools, state, reasoning, and
action, beyond generating a single response.

Architecture decision record (ADR). A concise document recording a significant archi-
tectural decision, its context, alternatives, rationale, and consequences.

Attribute-based access control (ABAC). Authorization that evaluates attributes of the
user, resource, action, and context, rather than role alone.

Authoritative source. The system or process designated as the trusted origin of particular
information or attributes.

Batch processing. Processing data in groups at scheduled or triggered intervals.

Canonical model. A shared representation of important enterprise concepts to which
local representations can be mapped.

Change data capture (CDC). A pattern that identifies inserts, updates, and deletes in a
source system and propagates them downstream.

Chunking. Dividing content into retrieval units for indexing in a retrieval system.

Context engineering. The practice of selecting, structuring, and governing the informa-
tion supplied to an Al system for a task.

Data catalog. A system that describes data assets and their metadata to support discovery,
understanding, and governance.

Data contract. An explicit agreement between a data producer and consumers covering
schema, semantics, quality, compatibility, and change.

Data lake. A large-scale repository that stores data in many formats, often in object stor-
age, with structure applied when data is consumed.

Data lakehouse. An architectural approach that combines scalable, open storage with
managed tables, transactions, governance, and support for analytical and Al workloads.

Data lineage. The record of where data originated, how it was transformed, and where
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it is used.

Data mesh. A domain-oriented organizational and architectural approach to data based
on domain ownership, data as a product, self-service infrastructure, and federated gov-
ernance.

Data observability. The ability to understand the condition and behavior of data sys-
tems and products through signals such as freshness, volume, schema, distribution, and
lineage.

Data product. A governed, discoverable, reusable data capability designed for identified
consumers, with an owner, contract, quality expectations, and lifecycle.

Data steward. A role responsible for the practical management of definitions, metadata,
quality issues, and governance processes for a data domain.

Data warehouse. An analytical environment that integrates structured data from multi-
ple sources into consistent models for reporting and analysis.

Decision intelligence. The architecture and capabilities that combine data, analytics,
rules, models, and workflows to improve and govern enterprise decisions.

Domain. A coherent area of business responsibility and knowledge, often used as a
boundary for data ownership.

EDA-IQ. Enterprise Data Architecture for Intelligence and Quality: the conceptual frame-
work used in this book, comprising five connected dimensions — trusted data founda-
tion, information and data product architecture, data platform architecture, semantic and
knowledge architecture, and intelligence architecture.

Embedding. A numerical vector representation of content intended to capture aspects of
its meaning, used for similarity search.

Enterprise intelligence. The organizational capability created when trusted information,
technology, people, processes, and intelligent systems work together to improve decisions
and actions.

Entity resolution. Determining whether different records refer to the same real-world
entity.

Event-driven architecture. An architecture in which systems publish events describing
business occurrences that other systems consume.

Federated governance. A governance model in which enterprise-wide rules are set cen-
trally while domains manage domain-specific decisions within those rules.

FinOps. The practice of bringing financial accountability to variable cloud consumption.

Fine-tuning. Further training of a model on selected data to adapt its behavior for partic-
ular tasks.

Generative Al Al systems that generate content, such as text, code, or images, in re-
sponse to inputs.

Golden record. A trusted, consolidated representation of an entity; often more accurately
achieved through attribute-level authority.
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Guardrail. A boundary that defines what teams or systems may do, allowing local deci-
sions within it.

Hallucination. A model output that is fluent but unsupported or incorrect.

Human-in-the-loop. A design in which a person reviews, approves, or decides before an
Al-proposed action takes effect.

Hybrid retrieval. Retrieval that combines techniques such as keyword search, vector sim-
ilarity, structured filters, and reranking.

Idempotency. The property that repeating an operation produces the same result, pre-
venting duplicate effects on retry.

Information domain. A logical grouping of related enterprise information with mean-
ingful business ownership.

Intelligent enterprise. An organization that operationalizes enterprise intelligence.

Knowledge graph. A representation of entities and the relationships among them, with
properties and provenance.

Large language model (LLM). A model trained on large volumes of text that can inter-
pret and generate natural language.

Least privilege. Granting each identity only the access required for its approved purpose.

Master data. Shared data describing core business entities such as customers, products,
and suppliers.

Metadata. Data that describes other data, including technical, business, operational, and
governance characteristics.

Model gateway. A controlled access layer between applications and Al models providing
authentication, routing, logging, and policy enforcement.

Ontology. A formal representation of concepts within a domain and the relationships
and constraints among them.

Operating model. The way an organization structures responsibilities, decision rights,
processes, and funding to deliver its strategy.

Platform engineering. Building reusable internal capabilities that make delivery teams
more productive and reliable.

Prompt injection. Content crafted to influence a model’s behavior in ways that conflict
with the application’s intended instructions.

Pseudonymization. Replacing direct identifiers with substitutes while preserving some
analytical utility; distinct from anonymization.

Reference architecture. A reusable model describing the capabilities, relationships, and
principles required for a class of enterprise outcomes.

Reference data. Controlled codes and classifications, such as country or currency codes.
Reranking. A second-stage process that reorders retrieved candidates by relevance.

Responsible Al Designing and operating Al systems with attention to reliability, trans-
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parency, oversight, fairness, accountability, and potential harm.

Retrieval-augmented generation (RAG). An architectural pattern in which an applica-
tion retrieves information from external sources and supplies it to a generative model as
context.

Schema evolution. Managing changes to data structures over time without breaking con-
sumers.

Schema-on-read. Applying structure to data when it is consumed rather than when it is
stored.

Semantic architecture. Architecture concerned with meaning, concepts, relationships,
and business semantics.

Semantic layer. A governed mapping of business concepts and metrics to underlying
data.

Service-level objective (SLO). A target level for a measured service indicator, such as
freshness or availability.

Strangler pattern. Incrementally replacing a legacy system by building new capabilities
around it and redirecting consumers over time.

Streaming. Processing data continuously as events occur.

Technical debt. The accumulated cost of design shortcuts and legacy structures that con-
strain future change.

Tokenization (data protection). Replacing sensitive values with substitutes that can be
resolved only through a controlled service.

Trust engineering. Combining expectations, controls, accountability, and operational
feedback so that consumers can judge whether data is suitable for a purpose.

Vector database. A system that stores vector representations and supports similarity
search, often used within RAG architectures.



Appendix I: EDA-IQ Maturity
Assessment

This assessment applies the EDA-IQ framework and the enterprise intelligence maturity
model from Chapter 25. Assess each dimension separately — maturity is rarely uniform
— and repeat the assessment for priority domains as well as for the enterprise as a whole.

Maturity Levels

Level Name Characteristics

1 Fragmented Disconnected systems, varying
definitions, project-specific
integration, manual
governance, isolated Al
experiments

2 Managed Enterprise platforms,
governance, metadata, and
quality practices emerge; Al
begins to move beyond
experimentation

3 Productized Domains own data products on
reusable platform capabilities;
Al consumes governed
enterprise data

4 Connected Products, semantics,
knowledge, analytics, and Al
interconnect through reusable
enterprise capabilities

5 Intelligent Connected information and
intelligence flows with
continuous feedback improving
data, models, and decisions
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Assessment by Dimension

EDA-IQ dimension

Level 1indicators

Level 3 indicators

Level 5 indicators

Trusted data
foundation

Information and data
product architecture

Data platform
architecture

Semantic and
knowledge
architecture

Intelligence
architecture

Quality addressed
reactively; ownership
unclear; lineage
absent

Application-specific
models; duplicated
concepts

Many unmanaged
platforms; manual
operations

Terms undefined or
inconsistent

Isolated Al
experiments with
direct data access

Owners assigned for
critical data;
measurable quality;
lineage for key flows

Shared definitions for
critical concepts;
domain data products
with contracts

Shared, automated
platform services with
cost visibility

Governed glossary
linked to models and
catalog

Reusable model
access, retrieval, and
evaluation; governed
Al use cases

Trust is observable
end to end; controls
automated; incidents
drive systemic
improvement

Network of
discoverable products
connected by shared
semantics

Platform-as-product
with self-service,
guardrails, and
continuous
optimization
Machine-usable
semantics and
knowledge graphs
inform retrieval and
decisions

Al, decisions, and
actions operate in
closed loops with
accountable oversight

Scoring Guidance

For each dimension, select the level whose indicators best match the evidence, not the
aspiration. Record the evidence used, the target level for the next planning horizon, the
three most important gaps, and the owner of each gap. The output should be a short
roadmap, not a score: the purpose is to decide what to improve next and why.
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